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 A B S T R A C T

Climate change, driven by global warming and associated greenhouse gas (GHG) emissions, poses a significant 
global challenge. International organizations and governments are actively pursuing emission reduction 
strategies, yet these efforts are often constrained by the direct relationship between emissions and national 
economic activity. This paper proposes a blockchain-based carbon footprint (CF) management system named 
𝑃𝑢𝑟𝑒 𝐶𝑎𝑟𝑏𝑜𝑃 𝑟𝑖𝑛𝑡, that leverages data from IoT devices, and security is ensured by zero-knowledge proofs (ZKP) 
to track and reduce CF at the individual level. Individual data is collected and converted into carbon coin, 
a hybrid (online-offline) crypto coin operating on the Pure Chain network. A smart contract, deployed on 
the Pure Chain network using the Pure Chain coin, governs the proposed system. Additionally, zk-SNARK 
is applied to implement ZKP for the validity and integrity of the information verification without revealing 
private information. Based on theoretical models and previous studies on behavior-based carbon reductions, 
it is expected that the system can achieve up to a 30% reduction in CF per user within the first year.
1. Introduction

Global warming is one of the most concerning problems facing 
human civilization. It has far-reaching consequences in the environ-
mental, economic, and societal sectors. Increasing global temperatures 
have widespread effects, leading to rising sea levels, climate change, 
and more frequent extreme natural disasters [1]. These environmen-
tal changes intensify socioeconomic challenges such as poverty, food 
insecurity, and habitat destruction, putting countless plant and animal 
species at risk of endangering and extinction [2,3]. The main cause of 
global warming is the emission of greenhouse gases (GHGs) like carbon 
dioxide (CO2), methane (CH4), nitrous oxide (N2O), and fluorinated 
gases. Among these gases, CO2 is the most abundant in the atmosphere 
and is predominantly produced by human activities, leading to the 
widespread use of the term ‘‘carbon emissions’’ [4]. The main sources of 
greenhouse gas emissions include the burning of fossil fuels, the use of 
fertilizers in agriculture, deforestation, large-scale livestock production, 
and industrial activities. In addition, household appliances such as 
refrigerators, air conditioners, aerosols, and electrical power distri-
bution systems contribute to fluorinated gas emissions [5]. To limit 
greenhouse gas emissions, governments use carbon credits, tradable 
units representing allowable CO2 emissions per country. Despite their 
utility, managing these credits is complex and susceptible to fraud, 
regulation issues, and economic sensitivity [6]. At the individual level, 
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carbon footprints (CF) reflect direct and indirect emissions from daily 
activities. Promoting sustainable individual behaviors can cumulatively 
reduce national emissions without compromising economic growth or 
productivity.

In [7], a Data Envelopment Analysis (DEA) approach is used to 
evaluate the vineyard CF of 38 wine-producing companies, considering 
inputs such as pesticides, fertilizers, and fuel usage for each wine 
bottle. A related household-oriented approach appears in [8], where 
an IoT-enabled visualization system helps users identify and mitigate 
high-CF sources. Comparable efforts extend to diverse sectors: [9] 
focuses on Industrial IoT (IIoT) operations; [10,11] examine AI models; 
and [12] links CF to energy consumption, transportation, diet, and 
socio-economic circumstances. Likewise, [13] underscores the role of 
individual consciousness in CF reduction, employing widely recognized 
calculators such as UNFCCC and WWF.

However, these studies mainly target specific areas of CF mea-
surement, neglecting holistic measurement and blockchain-based man-
agement. Blockchain, a decentralized ledger composed of intercon-
nected data blocks, ensures transparent, secure, and immutable records. 
Initially popularized by cryptocurrencies, blockchain’s inherent trans-
parency and security now extend to IoT, record management, AI, supply 
chain, and drone control. Its application in carbon credit markets 
notably enhances transparency, reduces fraud, and improves tracking 
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Table 1
Comparison between existing CF traceability techniques with the proposed system.
 Ref. Year TS Outline BC ZKP MG DT Granularity DI  
 
[7]

2018 Wine 
Production

CF calculated for each bottle of wine.
Arises from fuel, fertilizers, 
pesticides.

7 7 7 7 Sector-level Agriculture 
inputs

 

 [8] 2023 Household 
IoT

Household CF visualization.
Data collected from IoT devices.

7 7 7 7 Household-level IoT-enabled 
energy data

 

 [10] 2022 Federated 
Learning

Energy and CF assessment for vanilla 
FL.
Sustainable green computing in 5G 
industry.

7 7 7 7 Sector-level Training 
energy 
consumption

 

 [12] 2014 Individual Survey on lifestyle–CF relationship.
Socio-economic influence on CF.

7 7 7 7 Individual 
(survey-based)

Lifestyle, 
diet, 
transport

 

 [13] 2024 Individual Survey on carbon literacy and CF 
components.
Socio-economic and awareness 
factors.

7 7 7 7 Individual 
(survey-based)

Self-reported 
data

 

 [11] 2020 Deep 
Learning 
Model

Measurement of CF in training deep 
learning models.
Calculated using UNFCCC/WWF 
tools.

7 7 7 7 Computational-
level

AI model 
training logs

 

 [15] 2019 Food Supply Blockchain-based traceability of food 
CF.
From production to transport.

3 7 7 7 Supply chain Production + 
transport logs

 

 [16] 2022 Enterprises & 
Product

Blockchain CF tracing for product.
Off-chain tracking, on-chain 
validation.

3 7 7 7 Product-level Off-chain CF 
data + smart 
contract

 

 [17] 2019 Product Conceptual blockchain framework for 
CF.
Standardized database + CF trading.

3 7 3 7 Product-level Standardized 
CF database

 

 Ours 2025 Individual Blockchain + IoT for individual CF 
tracing.
zk-SNARKs + hybrid carbon coin. 
Incentives/penalties + digital twin.

3 3 3 3 Individual-level IoT, lifestyle, 
appliance, 
financial data

 

*TS: Target Sector, *BC: Blockchain, *ZKP: Zero-knowledge Proofs, *MG: Management, *DT: Digital Twin, *DI: Data Integration
3: Considered, 7: Not Considered.
efficiency [14]. In Shakhbulatov et al. [15], blockchain technology is 
applied to track CF throughout the food supply chain, ensuring trans-
parency by securely recording lifecycle and transportation emission 
data. Similarly, authors in Ju et al. [16] proposed a blockchain-based 
CF tracing system where product tracking occurs off-chain, while data 
verification and storage remain on-chain for integrity. Liu et al. [17] 
proposed a conceptual framework for calculating CF using blockchain 
technology. Their approach leverages a standardized CF database to en-
sure consistent and accurate measurement of a product’s CF, enhancing 
transparency and reliability in carbon accounting. Table  1 shows the 
comparison of existing work with our approach.

The security mechanisms at the individual level are insufficiently 
robust, which increases the risk of information leakage during the direct 
integration of transactions by malicious actors. Various ZKP architec-
tures exist, including succinct non-interactive argument of knowledge 
(SNARK), scalable transparent argument of knowledge (STARK), and 
Bulletproofs. Among these, zk-SNARKs are particularly notable for their 
superior performance, especially in terms of proof size, prover time, and 
verification time. Consequently, 𝑃𝑢𝑟𝑒 𝐶𝑎𝑟𝑏𝑜𝑃 𝑟𝑖𝑛𝑡 adopts zk-SNARKs 
for each time verification during carbon coin (𝐶𝑐) updates. Further-
more, zk-SNARKs enable the verification of a statement’s truthfulness 
without requiring interactive communication with the verifier. This 
non-interactive feature enhances security by ensuring that sensitive 
information remains private while still proving the validity of the 
transaction [18].

Current research reveals a gap in individual-level CF tracking and 
management. While blockchain has been increasingly applied to carbon 
credit or CF management, most efforts have focused on sectoral or 
production-level applications. For example, Shakhbulatov et al. [15] 
traced CF in food supply chains, Ju et al. [16] proposed blockchain-
enabled traceability at the enterprise and product levels, and Liu 
et al. [17] introduced a conceptual framework for blockchain-based 
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CF databases. These studies improved transparency and traceability. 
However, these approaches did not address individual-level CF track-
ing, privacy-preserving verification, protection of private activity data, 
or incentive-driven management mechanisms.

In contrast, the proposed 𝑃𝑢𝑟𝑒 𝐶𝑎𝑟𝑏𝑜𝑃 𝑟𝑖𝑛𝑡 focuses on the individual-
centric CF management system, to minimize CF without negatively 
affecting national economic growth. Although the system is still un-
dergoing empirical validation, theoretical projections suggest a po-
tential CF reduction of up to 30% per user within one year [8]. 
𝑃𝑢𝑟𝑒 𝐶𝑎𝑟𝑏𝑜𝑃 𝑟𝑖𝑛𝑡 is a blockchain-enabled framework that integrates IoT 
data, digital twins, and zk-SNARK-based proofs for secure carbon moni-
toring at the personal level. Unlike earlier models that only record open 
CF data on-chain, the proposed system converts CF into hybrid carbon 
coins (𝐶𝑐) and utilizes zk-SNARKs for private but verifiable updates 
to the server. Furthermore, by embedding smart contracts within the 
Pure Chain network, it establishes a governance layer that imposes 
penalties for excessive emissions and rewards sustainable practices. The 
key contributions of this study are outlined below:

1. We present an innovative approach to reducing carbon emis-
sions at the individual level. This approach can effectively re-
duce overall carbon credits while ensuring minimal impact on 
economic growth.

2. An individual’s CF can be calculated by analyzing their activities 
through IoT devices, smartphones, and transaction data. To pro-
tect user privacy, this footprint is converted into a blockchain-
based hybrid (online-offline) coin, as a 𝐶𝑐 . This method ensures 
that personal activity details remain confidential while allowing 
authorities to manage and regulate carbon emissions effectively.

3. The authority monitors individual CFs and provides feedback. 
Those who maintain a low CF receive rewards, while individuals 
exceeding the set threshold may incur taxes or other penalties. 
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Fig. 1. System model of Pure  CarboPrint, to track individual CF and manage 
by the authority using blockchain.

The validity of the transaction and the user’s identity are verified 
using zk-SNARKs.

The rest of this paper is structured as follows: Section 2 presents 
the proposed blockchain-based system for individual CF tracking and 
management. Section 3 provides an overview of the system implemen-
tation and performance evaluation. Section 4 analyzes possible threats 
and solutions integrated with zk-SNARKs. Finally, Section 5 concludes 
the study and discusses potential directions for future research.

2. Proposed methodology

2.1. System model

Fig.  1 illustrates the proposed system model. We live in an increas-
ingly interconnected world where the physical and cyber domains are 
deeply integrated. Nearly every aspect of our daily activities leaves 
a digital trace. For instance, smartphones track basic activities such 
as walking patterns, transportation modes, and sleep schedules. Ad-
ditionally, financial transactions recorded by banks provide insights 
into purchasing behaviors. By tracing these extensive digital footprint, 
policy-making organizations and governments can leverage this data to 
estimate an individual’s CF. A government can set a threshold for max-
imum allowable carbon emissions per person. If an individual exceeds 
this limit, they may be required to pay an additional CF tax. Conversely, 
governments could introduce incentive programs to reward individuals 
with lower CFs. To ensure privacy-preserving verification of carbon 
footprints, zk-SNARKs are integrated into the 𝑃𝑢𝑟𝑒 𝐶𝑎𝑟𝑏𝑜𝑃 𝑟𝑖𝑛𝑡 system. 
This cryptographic technique allows individuals to prove compliance 
with emission limits without revealing their private activity data. As a 
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result, transparency and trust are maintained while securing sensitive 
personal information. 𝑃𝑢𝑟𝑒 𝐶𝑎𝑟𝑏𝑜𝑃 𝑟𝑖𝑛𝑡 system is based on individual 
lifestyle activities, including transportation, energy consumption, food 
purchases and other relevant factors.

2.2. CF calculation from transportation

With advancements in deep learning, human activities can be accu-
rately detected using smartphones or wearable devices such as smart-
watches. Additionally, smartphone-associated services, such as email, 
contribute to tracking user activities. For instance, Android devices 
linked to a Gmail account offer the ‘‘My Timeline’’ feature within 
Google Maps, which records user movements. However, since detecting 
user activity is not the primary focus of this study and existing tech-
nologies already address this aspect, this work emphasizes tracing CF 
based on such activities. An individual’s total activities for making CF 
(𝐶𝐹𝑡𝑜𝑡𝑎𝑙) can be modeled as: 

𝐶𝐹𝑡𝑜𝑡𝑎𝑙 =
𝑛
∑

𝑖=1
𝛽𝑖𝑀𝑎𝑖 , (1)

where, 𝑀𝑎𝑖  represents the quantity or level of activity 𝑖; 𝑛 total number 
of activities, and 𝛽𝑖 is the emission factor for the activity 𝑖. User 
transportation modes, including buses, cars, and airplanes, can be auto-
matically identified using smartphone sensors. CF from transportation 
𝐶𝐹𝑡𝑟𝑎𝑛𝑠𝑝𝑜𝑟𝑡 is calculated as: 

𝐶𝐹𝑡𝑟𝑎𝑛𝑠𝑝𝑜𝑟𝑡 =
𝑚
∑

𝑖=1
𝛽𝑡𝑟𝑎𝑛𝑠𝑝𝑜𝑟𝑡,𝑖𝐷𝑡𝑟𝑎𝑣𝑒𝑙,𝑖𝐸𝑡𝑟𝑎𝑛𝑠𝑝𝑜𝑟𝑡,𝑖, (2)

where, 𝐷𝑡𝑟𝑎𝑣𝑒𝑙,𝑖 is the distance traveled for transportation mode 𝑖 in 
kilometers, and 𝐸𝑡𝑟𝑎𝑛𝑠𝑝𝑜𝑟𝑡 denotes the emission factor for transportation 
mode 𝑖 unit measure in kg 𝐶𝑂2 per km. 𝛽𝑡𝑟𝑎𝑛𝑠𝑝𝑜𝑟𝑡 is the adjustment 
factor for the transportation mode 𝑖, accounting for factors such as fuel 
type or vehicle efficiency, for example according to DEFRA database 
private gasoline car emission factor 𝐸𝑡𝑟𝑎𝑛𝑠𝑝𝑜𝑟𝑡,𝑐𝑎𝑟 approximately 0.21 kg 
𝐶𝑂2/km.

2.3. CF calculation from home appliances

Home appliances also contribute to CF through energy consumption 
and emitting GHGs from devices such as air conditioners, refrigerators, 
heating systems, and cooking equipment. Let the set of home appliances 
be represented as 
𝐻𝑎 = {ℎ𝑎1, ℎ𝑎2, ℎ𝑎3,… , ℎ𝑎𝑛}, (3)

where ℎ𝑎𝑖 represents an individual home appliance in the set 𝐻𝑎 and 
𝑛 is the total number of home appliances. The total CF from all home 
appliances 𝐶𝐹𝑎𝑝𝑝𝑙𝑖𝑎𝑛𝑐𝑒 is calculated as: 

𝐶𝐹𝑎𝑝𝑝𝑙𝑖𝑎𝑛𝑐𝑒 =
𝑛
∑

𝑖=1
𝐸𝑎𝑝𝑝𝑙𝑖𝑎𝑛𝑐𝑒,𝑖ℎ𝑎𝑖, (4)

where, 𝐸𝑎𝑝𝑝𝑙𝑖𝑎𝑛𝑐𝑒 is the emission factor for appliances 𝑖 in kg 𝐶𝑂2 per 
kWh. For example, the emission factor for heating 𝐸𝑎𝑝𝑝𝑙𝑖𝑎𝑛𝑐𝑒,ℎ𝑒𝑎𝑡𝑖𝑛𝑔 might 
be 0.233 kg 𝐶𝑂2/kWh according to DEFRA.

2.4. CF calculation from food consumption

Food production, distribution, and supply chains cause carbon emis-
sions [15], therefore CF from food consumption is also considered. 
Suppose 𝑄𝑗 is the quantity of food type 𝑗 purchased in kg. The 𝐶𝐹𝑓𝑜𝑜𝑑
from food consumption can be calculated as: 

𝐶𝐹𝑓𝑜𝑜𝑑 =
𝑛
∑

𝑗=1
𝐸𝑓𝑜𝑜𝑑,𝑗𝑄𝑗 , (5)

where, 𝐸𝑓𝑜𝑜𝑑,𝑗 is the emission factor for food type 𝑗 for per kg in kg 
𝐶𝑂2. For example, according to FOA, 𝐸𝑓𝑜𝑜𝑑,𝑗 kg beef production is 27 kg 
𝐶𝑂 /kg.
2
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2.5. CF calculation from life style

The CF associated with an individual’s lifestyle and purchasing 
behavior contributes to overall emissions. However, the CF of each 
product can be quantified, as discussed in the literature. Therefore, 
we assume that the CF value of each product is provided along with 
its price. During the purchase process, the carbon cost 𝐶𝑐 is computed 
and stored offline. Let the set of purchased products be represented as 
𝑃 = {𝑃1, 𝑃2,… , 𝑃𝑛}, where 𝑃𝑖 denotes the 𝑖th product. Each product 𝑃𝑖
has an associated 𝐶𝐹𝑝𝑢𝑟𝑐ℎ𝑎𝑠𝑒 is calculated as: 

𝐶𝐹𝑝𝑢𝑟𝑐ℎ𝑎𝑠𝑒 =
𝑛
∑

𝑖=1
𝐸𝑝𝑢𝑟𝑐ℎ𝑎𝑠𝑒,𝑖𝑃𝑖, (6)

where, 𝐸𝑝𝑢𝑟𝑐ℎ𝑎𝑠𝑒,𝑖 is the emission factor for product 𝑖 in kg 𝐶𝑂2 per unit.

2.6. Conversion to carbon coins (𝐶𝑐)

𝐶𝐹  calculated from different sources; for example 𝐶𝐹𝑓𝑜𝑜𝑑 and others 
are converted into 𝐶𝑐 , and expressed as: 
𝐶𝑐 = 𝑓 (𝐶𝐹 ) = 𝛽𝑐𝑜𝑖𝑛𝐶𝐹 + 𝛼, (7)

where 𝑓 (⋅) is defined as a linear function, representing the conversion 
function as the weighted sum of measurable activity categories. 𝛽𝑐𝑜𝑖𝑛 is 
a scaling factor based on real-world data such as carbon credit prices 
or carbon tax rates. 𝛼 is an offset constant used as a baseline level of 
carbon coins issued or a reference point for emissions. For example, the 
value of 𝛽𝑐𝑜𝑖𝑛 can be calibrated based on the market value of carbon 
credits or carbon tax rates. According to world bank the cost of global 
carbon credits is $30 per ton. If a baseline allowance of 𝐶𝑂2 emission 
of individual is set 5, then the coin base 𝐶𝑏𝑎𝑠𝑒 can be calculated as 
𝐶𝑏𝑎𝑠𝑒 = 30𝑈𝑆𝐷∕𝑡𝑜𝑛 × 5𝑡𝑜𝑛𝑒𝑠 = 150𝑈𝑆𝐷. 𝐶𝑐 sent to the cloud server 
at time intervals 𝑡: 
𝐶offline𝑐

𝑡
←←←←→ 𝐶𝑠𝑒𝑟𝑣𝑒𝑟. (8)

2.7. CF management by authority

At the server level, the authority can only access the total 𝐶𝑐 value 
of an individual to maintain privacy. It is calculated as: 

𝐶𝐹𝑡𝑜𝑡𝑎𝑙(𝑡) =
𝑛
∑

𝑖=1
𝐶𝑐 , (9)

where 𝐶𝐹𝑡𝑜𝑡𝑎𝑙(𝑡) represents the total 𝐶𝑐 of an individual over time 𝑡. As 
discussed earlier, CF is influenced by an individual’s income, occupa-
tion, and lifestyle. Therefore, we assume that the authority can establish 
a CF threshold based on income tax criteria. The total CF is computed 
over a specified time interval (𝐶𝑡ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑) and can be expressed as: 
𝐶threshold(𝑡) = 𝐶base + 𝛾 ⋅ income(𝑡)

+ 𝛿 ⋅ location adjustment(𝑡)
+ 𝜏 ⋅ seasonal adjustment(𝑡),

(10)

where 𝐶base represents the baseline threshold, typically defined as the 
average allowance of carbon emissions per individual. 𝛾 adjusts this 
threshold based on income, 𝛿 accounts for location-specific variations, 
such as differences between urban and rural areas or country-level 
energy profiles, 𝜏 modifies the threshold to reflect seasonal behavior, 
recognizing that carbon emissions may fluctuate due to factors like 
increased heating demand in winter months.

If an individual’s CF exceeds the designated threshold, a penalty, 
such as a CF tax, may be imposed. The penalty can be calculated by: 
𝑃𝑒𝑛𝑎𝑙𝑡𝑦(𝑡) = 𝛿(𝐶𝑐 (𝑡) − 𝐶𝑡ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑 (𝑡)) + 𝜖𝑝𝑒𝑛𝑎𝑙𝑡𝑦(𝑡), (11)

where 𝛿 is the penalty rate, 𝜖𝑝𝑒𝑛𝑎𝑙𝑡𝑦 is the variability in the penalty 
(e.g., based on the degree of excess or the user’s behavior). In the same 
way, the incentive can be calculated as: 
𝐼𝑛𝑐𝑒𝑛𝑡𝑖𝑣𝑒(𝑡) = 𝜂(𝐶 (𝑡)) − 𝐶 (𝑡) + 𝜖 (𝑡), (12)
𝑡ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑 𝑐 𝑖𝑛𝑐𝑒𝑛𝑡𝑖𝑣𝑒
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where 𝜂 is the incentive rate, 𝜖𝑖𝑛𝑐𝑒𝑛𝑡𝑖𝑣𝑒(𝑡) is the variability in the incen-
tive, for example, based the user’s long-term behavior or others. Finally, 
the threshold condition for penalty or incentive is 
{

𝐶total(𝑡) > 𝐶threshold ⇒ Penalty (𝑇CF)
𝐶total(𝑡) ≤ 𝐶threshold ⇒ Incentive (𝐼CF),

(13)

where 𝐶threshold is the limit defined by the authority for CF based on 
income and lifestyle.

If 𝐶total(𝑡) surpasses this threshold, a CF tax 𝑇CF is applied. Con-
versely, if the CF remains within the threshold, an incentive 𝐼CF may 
be provided to encourage sustainable practices. Suppose, 1𝐶𝑐 =1kg𝐶𝑂2
as the accounting unit. Therefore the mint/burn rules 𝐶𝑐𝑢  per epoch 𝑡
can be expressed as: 
𝛥𝐶𝑐𝑢 (𝑡) = 𝛽𝑐𝑜𝑖𝑛𝐶𝐹𝑢(𝑡) + 𝛼𝑢(𝑡) − 𝑝𝑒𝑛𝑎𝑙𝑡𝑦𝑢(𝑡) + 𝑖𝑛𝑐𝑒𝑛𝑡𝑖𝑣𝑒𝑢(𝑡), (14)

where 𝑢 is the holder of carbon coin.

2.8. Zero-Knowledge Proof (ZKP) for transaction validation:

𝑃𝑢𝑟𝑒 𝐶𝑎𝑟𝑏𝑜𝑃 𝑟𝑖𝑛𝑡 system employs zk-SNARKs (Groth16) for each 𝐶𝑐
update to ensure privacy, integrity, and unlinkability in individual CF 
reporting. The ZKP ensures that the user’s 𝐶𝑐 transactions are valid 
without revealing personal data. Consider, 𝜋 as the zk-SNARK proof: 

𝜋 = 𝑧𝑘 − 𝑆𝑁𝐴𝑅𝐾(𝐶𝐹𝑡𝑜𝑡𝑎𝑙 , 𝐶𝑐 , 𝑢). (15)

The proof is verified on-chain via smart contracts before any updates 
to the user’s carbon balance.

Fig.  2 shows the overall flow diagram of the system model. The User 
& IoT produces authenticated measurements (𝐻𝑎, 𝑃 , 𝑎𝑛𝑑 𝑜𝑡ℎ𝑒𝑟𝑠) signed 
as typed-data and never published on-chain. Readings are batched 
locally by epoch 𝑒, accompanied by a privacy-preserving authentication 
nullifier 𝑁 = 𝐻(𝑠𝑒𝑐𝑟𝑒𝑡, 𝑒). The digital twin is a replica of the real 
world. It takes the signed streams to compute the stochastic total 
𝐶𝐹𝑡𝑜𝑡𝑎𝑙, and decomposes contributions by activity for explainability 
and feedback. In the Off-chain Aggregator computed the total via the 
calibration 𝐶𝐹𝑡𝑜𝑡𝑎𝑙 =

∑𝑛
𝑖=1 𝛽𝑖𝑀𝑎𝑖  and 𝐶𝑐 = 𝛽𝑐𝑜𝑖𝑛𝐶𝐹 + 𝛼. The aggregation 

includes building a Merkle tree of user contributions and generating 
a zk-SNARK proof (𝛱 (𝑒)) for each batch. This proof verifies that all 
the underlying data meet the system’s integrity constraints—without 
revealing sensitive user details, before being submitted on-chain. Once 
the proof is generated, the smart contract performs the verification 
using the Groth16 zk-SNARK verifier, ensuring both privacy and un-
linkability of the user’s activities. If the proof is valid, it proceeds to 
the next stage, where penalties or incentives are applied based on the 
personalized thresholds and fairness weights, ensuring that the system 
behaves equitably across different socio-economic groups. Finally, the 
Policy Engine allows the authority to adjust system parameters, such as 
incentive scaling (𝛽coin), fairness weights (𝛾), and limits on the carbon 
footprint.

3. Experimental analysis and discussion

This section outlines the simulation environment along with the es-
sential software used for evaluating the proposed 𝑃𝑢𝑟𝑒 𝐶𝑎𝑟𝑏𝑜𝑃 𝑟𝑖𝑛𝑡 sys-
tem. The implementation of zk-SNARK is carried out through ZoKrates 
within the Remix development environment. Specifically, ZoKrates 
generates the key pair needed for ZKP operations and subsequently pro-
duces a local proof based on the Groth16 and GM17 algorithms. A smart 
contract is then used to verify the proof using the generated keys. The 
system’s performance assessment is executed using a custom-developed 
Pure Chain blockchain network developed by NSLab.1 Furthermore, 
the smart contracts have been implemented using Solidity version 
0.8.0, and seamless interaction among smart contracts, the blockchain 
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Fig. 2. Overall process flow diagram of individual CF tracking and management utilizing digital twin, zk-SNARK verification. 
Fig. 3. Comparative evaluation of computational costs in zk-SNARK algo-
rithms.

network, and the user is facilitated via the integration of web3.eth 
JavaScript library.

Fig.  3 shows the computational cost of two different zk-SNARK 
algorithms. Groth16 shows an advantage in case of lower gas usage, 
making it a more efficient option in scenarios where minimizing gas 
consumption is crucial. The reduced transaction and execution costs 
for Groth16 can be attributed to its more optimized proof generation 
process, which is known to be smaller and more efficient compared 
to the GM 17 variant. Therefore, this work considers Groth16 for ZKP 
implementation to verify information from users. The process start with 
adding user in the blockchain network. Authority can add user directly, 
set user level, remove user, and update a user level.

3.1. ZKP circuit & on-chain integration

We instantiate a Groth16 circuit (ZoKrates) that proves the cor-
rectness of the offline-to-online carbon-coin update without reveal-
ing activity-level data. Two types of circuits is used in this system 
are ZK-Auth and Batch-Validity. Let the secret (witness) be  =

1 https://www.nslab.tech/
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{𝐷travel,𝑖, 𝐸transport,𝑖, 𝐸appliance,𝑖, ℎ𝑎,𝑖, 𝐸food,𝑗 , 𝑄𝑗 , 𝐸purchase,𝑖, 𝑃𝑖, 𝑟, 𝜈} (activi-
ties and blinding values), and the public inputs be  = {𝐶 (𝛥)

𝑐 , 𝗋𝗈𝗈𝗍,
𝗇𝗎𝗅𝗅𝗂𝖿 𝗂𝖾𝗋𝖧𝖺𝗌𝗁}. The circuit enforces:

[𝐶1] 𝐶 (𝛥)
𝑐 = 𝑓 (CF) = 𝛽coinCF + 𝛼, (16)
CF = 𝐶𝐹transport + 𝐶𝐹appliance + 𝐶𝐹food + 𝐶𝐹purchase,

(17)

(𝐂𝟐) 0 ≤ 𝐶 (𝛥)
𝑐 ≤ 𝐶max, (18)

(𝐂𝟑) 𝖼𝗈𝗆𝗆𝗂𝗍 = 𝖯𝗈𝗌𝖾𝗂𝖽𝗈𝗇( , 𝑟), (19)

(𝐂𝟒) 𝗋𝗈𝗈𝗍 = 𝖬𝖾𝗋𝗄𝗅𝖾𝖱𝗈𝗈𝗍(𝖼𝗈𝗆𝗆𝗂𝗍), (20)

(𝐂𝟓) 𝗇𝗎𝗅𝗅𝗂𝖿 𝗂𝖾𝗋𝖧𝖺𝗌𝗁 = 𝖯𝗈𝗌𝖾𝗂𝖽𝗈𝗇(𝜈, 𝖼𝗈𝗆𝗆𝗂𝗍), (21)

where (C1) ties the measured activities to the coin increment, (C2) 
is a range constraint, and (C3)–(C5) bind the offline record to an 
on-chain Merkle root and prevent double-submission via a nullifier. On-
chain, a Solidity verifier contract checks the Groth16 proof (𝜋) against 
the public inputs  and, if valid and unused 𝗇𝗎𝗅𝗅𝗂𝖿 𝗂𝖾𝗋𝖧𝖺𝗌𝗁, increments 
the user’s 𝐶𝑐 balance. This path replaces per-event postings with one 
proof-backed update per epoch.

Fig.  4 shows the deployment of the Carbon_FP smart contract. 
During deployment, the penalty and reward percentages are set using 
the variables _penaltyPercentage and _rewardPercentage, respectively. 
Additionally, the maximum allowable carbon threshold levels are de-
fined, with three user levels considered in this work. These levels, 
which may be based on factors such as income, work type, and other 
criteria, determine the corresponding threshold values. These three 
thresholds are set during the smart contract deployment.

Fig.  5 shows the structure of user data within a blockchain-based 
system. Each user is identified by a unique id and associated with a 
blockchain address (userAddress). The user’s level (set to 3) represents 
classifications based on criteria such as income or work type. The 
isActive flag indicates the user’s current participation status, and the 
carbonBalance tracks the accumulated carbon credits or emissions, 
which is set to 4000 for this user. Penalties and rewards are also 
recorded, with the user having a penalty of 200 and no rewards at this 
point. The system logs key timestamps such as createdAt, activatedAt, 
and lastCarbonUpdateAt to track the user’s account activity, while the 
lastCarbonViewAt field is set to 0, indicating that the user has not yet 
viewed their carbon data. This structure facilitates detailed tracking 

https://www.nslab.tech/
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Fig. 4. Smart contract deployment for individual CF tracking and manage-
ment.

Fig. 5. Structure of individual user data with in the system. 

of user behavior, rewards, and penalties, essential for managing and 
incentivizing sustainable actions within the system. Fig.  6 shows the 
end-to-end latency comparison of per 𝛥 update of 𝐶𝑐𝑢  in Pure Chain 
network and Sepolia test network. PureChain exhibiting a lower latency 
of 7.94 s, compared to Sepolia’s higher latency of 10.22 s.

Fig.  7 presents a comparison of throughput per 𝛥𝐶𝑐𝑢  between 
the PureChain and Sepolia test networks. The bar chart shows that 
PureChain achieves a higher throughput of 7.66, in contrast to Sepolia’s 
throughput of 6.08.

4. Security analysis and threat model

This section provides a detailed security thread model and analyze 
how zk_SNARKs implementation ensures security and robustness of the 
proposed 𝑃𝑢𝑟𝑒 𝐶𝑎𝑟𝑏𝑜𝑃 𝑟𝑖𝑛𝑡 system.

4.1. Threat model

The proposed 𝑃𝑢𝑟𝑒 𝐶𝑎𝑟𝑏𝑜𝑃 𝑟𝑖𝑛 system is designed under the follow-
ing threat assumptions:

4.1.1. Adversary threats
An adversary threat could be external attackers, malicious partici-

pants and eavesdroppers. External attackers can attempt to gain unau-
thorized access to individual CF data. Malicious participants within 
651 
Fig. 6. End-to-end latency per 𝛥 update for user 𝐶𝑐𝑢  on Pure Chain and 
Sepolia.

Fig. 7. Throughput per 𝛥 update for user 𝐶𝑐𝑢  on Pure Chain and Sepolia.

the network can try to manipulate or double-count carbon credits. An 
eavesdropper seeks to correlate blockchain transactions with individual 
activities.

4.1.2. Potential threats
Blockchain-based CF management systems need to consider critical 

vulnerabilities that must be addressed for successful implementation. 
The key among these is the risk of data privacy breaches, where unau-
thorized disclosure of sensitive user activities, such as those collected 
from IoT devices or transaction logs, could occur. Furthermore, the 
system is susceptible to double-counting attacks, a fraudulent practice 
wherein individuals reuse carbon coin values to illegitimately claim 
multiple incentives. Another significant threat is Sybil attack, which 
involves the creation of numerous fake identities to manipulate and 
exploit the incentive mechanism. Lastly, the system is vulnerable to 
direct tampering with CF records, which could allow for the mali-
cious alteration of previously recorded data, undermining the system’s 
foundational principle of immutability and trustworthiness.

4.2. zk-SNARK and security guarantees

The 𝑃𝑢𝑟𝑒 𝐶𝑎𝑟𝑏𝑜𝑃 𝑟𝑖𝑛𝑡 system employs zk-SNARKs for privacy-
preserving verification of CF data. The implementation details are as 
follows:
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4.2.1. Proof generation:
Each user’s CF contributions from transportation, home appliances, 

and others are first converted into the corresponding 𝐶𝑐 using the 
functions described in Eqs. (1)–(7). zk-SNARKs are then generated 
locally to prove that the computed 𝐶𝑐 value is correct without revealing 
the underlying activity data. The ZK-Auth circuit proves that a user 
knows their secret credential without revealing it. This circuit outputs a 
nullifier 𝑁 = 𝐻(𝑠𝑒𝑐𝑟𝑒𝑡, 𝑒𝑝𝑜𝑐ℎ) and ensures that the user is authenticated 
only once per epoch, preventing the creation of multiple Sybil identities 
in the same epoch. The Batch-Validity circuit proves that the sum of all 
user deltas, 𝛥𝐶𝐶𝑢

, is associated with the total carbon coin value and that 
each delta is within bounds. This circuit ensures that the carbon coin 
balances remain consistent and correct, and that no user can inflate 
their carbon coin balance beyond the allowed limits.

4.2.2. Verification and unlinkability:
The generated zk-SNARK proof is submitted to the blockchain smart 

contract for verification. Unlinkability is achieved because each proof 
does not reveal the specific input and uses nonces that prevent corre-
lating multiple proofs from the same user. The smart contract verifies 
the proof, updates the user’s 𝐶𝑐 balance, and records the transaction 
immutably, without exposing sensitive activity information. To ensure 
that user authentication is unlinkable, 𝑁 = 𝐻(𝑠𝑒𝑐𝑟𝑒𝑡, 𝑒𝑝𝑜𝑐ℎ) is used for 
each epoch, preventing any adversary from linking two separate proofs 
to the same user. The contract ensures that once a user proves their 
authentication using a nullifier in a given epoch, that nullifier cannot 
be reused for any other transaction within the same epoch.

4.2.3. Prevention of double counting:
To ensure there is no double-counting or inflation of 𝐶𝑐 , we imple-

ment an event serial for each 𝛥. Each event is tagged with a unique 
serial number 𝑆𝑁 = 𝐻(𝑒𝑣𝑒𝑛𝑡𝐼𝐷, 𝑠𝑒𝑐𝑟𝑒𝑡), and this ensures that each 
user’s data can only be counted once in a batch, preventing replay and 
double-counting of the same reading.

5. Conclusions

In this paper, we introduced the Pure CarboPrint system, designed 
to track individual carbon footprints using blockchain technologies. 
We implemented zk-SNARKs rollup smart contracts on the Pure Chain 
blockchain network to handle individual CF management. The process 
starts by converting CF into carbon coins, without revealing sensitive 
user details or lifestyle information, ensuring privacy. The carbon 
coin values are then securely stored on the Pure Chain blockchain 
network. With zk-SNARKs, we ensure that each update to the carbon 
coin is verified securely, without needing to place trust in any single 
party. This verification happens every time, maintaining transparency 
and security. The use of smart contracts automates and tracks the 
entire process, making it more efficient. In the future, we plan to 
integrate quantum-resistant encryption algorithms into decentralized 
applications (DApps), which will enhance the security of the system, 
safeguarding it from potential future threats.
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