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ARTICLE INFO ABSTRACT
Keywords: Unmanned aerial vehicles (UAVs) have recently sparked attention in the logistics supply chain. However, using
Blockchain

UAVs in logistics has challenges related to security, data integrity, and trustworthiness in the healthcare industry.
To address these issues, this paper introduces a blockchain-integrated scheme to improve the security and
trustworthiness of medical supply delivery by leveraging UAVs. Blockchain, a distributed ledger system, enables
transparent and reliable participant interactions. The proposed approach employs a sophisticated two-phase
verification mechanism to tackle security concerns. The initial phase employs a-hash bloom filter to verify the
integrity of data and identify any unauthorized senders. In the second step, digital signature methods authenticate
the sender’s identity, guaranteeing the data’s integrity and prohibiting unauthorized entry. Smart contracts
ensure transactions maintain trustworthiness, data integrity, and security without alteration. The InterPlanetary
File System (IPFS) protocol addresses storage cost issues. Introducing the 5G-enabled Tactile Internet (TI)
enhances communication by being more responsive and efficient. The proposed approach creates a credit scoring
mechanism for UAV role selection to improve the delivery process swiftly. The scheme surpasses traditional
systems in key performance metrics, and comparing the model’s validity with several existing schemes illustrates
the proposed scheme’s efficacy and feasibility. This scheme could efficiently tackle challenges in providing

Bloom filter

Smart healthcare

Smart contract

Tactile Internet (TI)

Medical supplies

Unmanned aerial vehicles (UAVs)

unmanned medical supplies in smart healthcare systems using blockchain, smart contracts, IPFS, and TI.

1. Introduction

The healthcare industry has experienced a substantial shift due to
technological progress, moving from traditional paper records to the era
of artifical intelligence (AI)-driven medical prediction [1]. The COVID-
19 pandemic served as a clear indication of the weaknesses present in
conventional healthcare logistics. The fundamental difficulties related
to traditional healthcare logistics during pandemics were complex and
diverse. Enforced lockdowns and travel restrictions, which were put
in place to mitigate the transmission of the virus, frequently result in
delays to transportation systems. Although telemedicine and electronic
health records have made significant progress, the transportation of vi-
tal medical supplies still faces the risk of congestion and delays [2].
Moreover, the significant challenge of transporting medicine during a
pandemic lies in navigating the unpredictable demand and supply chain
disruptions to ensure the timely and efficient delivery of critical medical
supplies [3]. East Africa, and Kenya specifically, faced significant chal-
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lenges with essential medical supplies, including inadequate deliveries,
ineffective logistics systems, and wastage [4]. In addition, conventional
approaches frequently depend on human staff to convey medical re-
sources, thus subjecting them to the potential hazard of getting the
virus while in transit. The implementation of lockdowns resulted in road
closures, travel restrictions, and staff shortages, which substantially neg-
atively impacted the transportation of vital medical supplies, putting
patient care at risk [5]. In critical, time-sensitive circumstances, delays
in delivering crucial medical supplies can have devastating effects.
Beyond that, relying on human labor to manage and distribute med-
ical resources poses substantial risks for the spread of infections and
the depletion of the workforce owing to illness or quarantine measures.
These constraints underscore the immediate requirement for a supply
chain that is more robust and adaptable to the ever-changing demands
of a pandemic situation [6]. This emphasizes the importance of employ-
ing creative strategies to anticipate and navigate global health crises.
Smart technologies are transforming the logistics of pandemics by guar-
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anteeing the effective and secure transportation of medical supplies.
The Internet of Things (IoT) combines sensor technologies to provide
real-time tracking and inventory management analytics [7]. AI and
blockchain technology use real-time data to perform predictive analytics
and provide safe management of supply chains during pandemics [8].
Unmanned vehicles and robots are transforming the process of deliver-
ing medical supplies, reducing the risk of human exposure to potentially
contaminated items [9]. By incorporating these intelligent technologies,
the logistics industry may see a substantial overhaul during a pandemic,
safeguarding healthcare professionals, promoting a more secure work
environment, and guaranteeing the adequate transportation of essen-
tial medical resources. This facilitates the development of a healthcare
logistics system that is more robust and flexible.

Unmanned aerial vehicles (UAVs) are a rapidly developing technol-
ogy that will significantly transform the healthcare industry by offering
a flexible and adaptable alternative to traditional ground transporta-
tion [10]. UAVs are vital for efficiently transporting medical supplies,
blood products, vaccinations, and laboratory specimens, particularly in
distant or inaccessible regions [11]. They exhibit unparalleled profi-
ciency in delivering crucial medical supplies without the limitations of
human interaction and road congestion, providing a scalable answer
to ongoing healthcare logistical difficulties. UAVs are especially advan-
tageous for overseeing the transportation of pharmaceuticals that are
sensitive to temperature and for quickly delivering emergency medi-
cal equipment. Amid pandemics, UAVs circumvent road congestion and
function in restricted areas, leading to expedited and dependable trans-
portation of essential medical supplies to healthcare institutions [12].
The autonomous nature of UAVs minimizes the likelihood of healthcare
professionals being exposed to risks, safeguarding people and guaran-
teeing the uninterrupted provision of vital medical services [13]. UAVs
are easily adaptable to changing demands, which means they can be
swiftly deployed and adjusted to provide essential supplies to regions
most in need at any given moment.

Despite the transformative potential of drone-based healthcare deliv-
ery, substantial roadblocks emerge in the form of cybersecurity vulnera-
bilities. Significant vulnerabilities in commercial UAVs have been found
by researchers, leaving them vulnerable to hacking attempts that could
compromise patient privacy, flight safety, and private medical data [14].
These attacks can potentially cause financial disruptions, cargo losses,
and legal issues, but more importantly, endanger patient lives through
delayed or tampered medical supplies [15]. Robust security protocols
are essential for drone-based medical delivery systems since the absence
of such restrictions could result in unauthorized access and jeopardize
security. Malicious individuals could exploit these weaknesses through
path diversion attacks, resulting in erroneous or delayed deliveries of
crucial medical supplies [16]. Blockchain technology effectively solves
these weaknesses due to its immutability and decentralization, which
offers robust protection against hackers [17,18]. Further research is nec-
essary to investigate the successful integration of blockchain technology
into this burgeoning industry, given its ability to solve these fundamen-
tal security requirements. This paper proposes blockchain technology as
a potential solution due to its inherent strengths, such as immutability,
ensuring data integrity, and decentralization, making it tamper-proof.

1.1. Literature review

In article Ref. [19], Cheema et al. proposed a secure drone delivery
system for medical items using Ethereum technology to maintain data
integrity throughout delivery. The authors improve security and identify
unwanted access by using smart contracts to register and verify drones,
warehouses, medical supplies and a machine-learning-based intrusion
detection system. However, longer authentication periods on the public
Ethereum network, increased transaction prices, and higher user num-
bers need greater authentication efficiency and transaction management
improvements.
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In Healthcare 4.0, Aggarwal et al. [20] proposed a three-tiered
drone-based system for secure and discreet medical supply transfer using
blockchain networks and drones. The authors improve data integrity and
efficiency while permitting remote medical service access using public
key infrastructure (PKI) for communication security and PoW for data
verification. However, drone sensor privacy, blockchain scalability, and
storage costs need improvements in sophisticated privacy-preserving
methods and drone route planning algorithms.

According to Sarvesh et al. [21], the MedUAV system used
blockchain technology to revolutionize emergency medical supply de-
livery via a decentralized autonomous organization. MedUAV enables
medicinal distribution network transparency and trustworthiness by us-
ing smart contracts to document transactions on the Polygon blockchain.
However, network congestion and smart contract vulnerabilities neces-
sitate mitigation and comprehensive blockchain platform testing.

Gupta et al. [22] proposed GaRuDa, a blockchain-based drone deliv-
ery method for Healthcare 5.0 applications, which combines 5G Tactile
Internet (TI) for ultra-low latency communication. GaRuDa improves
healthcare delivery network connectivity and lowers expenses using
InterPlanetary File System (IPFS) for data dissemination and smart
contracts for automated payments. However, the infrastructure main-
tenance restricts drone flight durations, and data privacy issues need
further study into sustainable infrastructure and privacy-preserving sys-
tems.

Alsambhi et al. [23] offered a blockchain-based architecture for pan-
demic drone management, ensuring secure and transparent medical
supply delivery and monitoring. Despite data security and drone co-
operation benefit, real-time data accuracy and scalability issues need
additional study into consensus methods and drone computing.

In response to the COVID-19 epidemic, Navaz et al. [24] suggested a
blockchain-based architecture for coordinating a decentralized network
of drones for public health reasons. Although it improves data security
and transparency, scaling and ethical data privacy problems need care-
ful attention and pilot tests to determine applicability and integration
with drone traffic control technology.

Cui et al. [25] explored the integration of UAVs with public vehi-
cles (PVs) for delivery purposes to improve transport system efficiency
and increase public transit revenue. However, the payload capacity and
range restrictions of UAVs make them unsuitable for long-distance lo-
gistical operations.

According to Verma et al. [26], VaCoChain combined consortium
blockchain with 5G-enabled UAVs for faster delivery and real-time vac-
cination data monitoring. Despite the advantages, such as speedier deliv-
ery and counterfeit prevention, its infrastructure costs and UAV restric-
tions need additional study into communication security and quantum-
based key distribution.

The survey results in Table 1 indicate that blockchain technology
is essential for enhancing the security and dependability of health-
care delivery systems through UAVs. Besides, Ala et al. [27] developed
a fuzzy multi-objective optimization model for sustainable healthcare
supply chain network design, leveraging techniques such as the Multi-
Objective Gray Wolf Optimizer (MOGWO), Non-Dominated Sorting Ge-
netic Algorithm-II (NSGA-II), and epsilon constraint methods to mini-
mize costs and environmental impacts while maximizing the social ben-
efits under uncertainty. However, the primary drawback of their work is
the lack of real-time tracking and transparency in managing healthcare
supply chain operations, let alone in emergency cases in remote areas.

Wang et al. [28] developed an Al-driven secure robotic delivery sys-
tem incorporating multilevel cooperative authentication (voiceprint and
face recognition) and noncooperative facial recognition to enhance the
security and efficiency of last-mile autonomous delivery systems, tested
on a Turtlebot3 robot with lightweight machine learning algorithms like
CNN-XGBoost and GhostNet. However, the limitation of this paper is the
reliance on centralized servers for communication and authentication,
which is vulnerable to data breaches and inefficiencies.
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Table 1
Comparative survey of existing blockchain-integrated UAV-based healthcare-providing services.
Ref. Block-chain Smart contract Encryption/de- Authenti- Hashing Network Limitation Target
type type cryption type cation type application
[19] Public, Ethereum (EVM) Asymmetric (PKI) Digital sig- SHA-256, 5G, WiFi, Increased authentication Medical
private, natures, Merkle bluetooth time with a growing supplies
consortium UAV ID Hash Tree number of users,
authentica- transaction fees on the
tion public Ethereum
network
[20] Not specified Ethereum (EVM), Asymmetric (PKI) Digital sig- SHA-256, 5G, WiFi, Scalability limitations, Path planning
SC for identity natures, Merkle bluetooth, potential storage cost for healthcare
management and UAV ID Hash Tree radio com- issues, privacy concerns 4.0
privacy authentica- munication from drone sensors
preservation of tion
UAVs
[21] Public EVM-based smart Asymmetric (PKI) Digital SHA-256, 5G, WiFi, Reliant on blockchain Medical
blockchain on contracts with digital signatures Merkle bluetooth platform performance supplies
the polygon signatures (DS) (DS), UAV Hash Tree (potential congestion)
main network ID and requires further
smart contract
vulnerability testing
[22] Not specified Ethereum-based Asymmetric Public key SHA-256 5G-enabled Infrastructure Healthcare 5.0
smart contracts public/private infrastruc- Tactile maintenance cost,
key infrastructure  ture (PKI) Internet limited drone flying
(PKI) with time, data privacy
SHA-256 concerns
[23] Not specified Ethereum smart Asymmetric (PKI) DSs using Secure WiFi, blue- Real-time data quality of =~ Combat
contracts PoW with Hash tooth, new drones, resource COVID-19 and
SHA-256 Algorithm cellular constraints on drones, future
(SHA-256) (e.g., 4G, scalability, and pandemics
with 5G), and consensus algorithms
Merkle radio com-
Root Hash munication
(MRH)
[26] Public Ethereum smart Asymmetric (PKI) DS using SHA-256, WiFi, blue- High infrastructure cost, Vaccine
blockchain contracts using public key Merkle tooth, limited UAV capacity, distribution
solidity infrastruc- Hash Tree cellular and range, weather
ture (PKI) communi- dependence
cation
(4G/5G)

Gupta et al. [29] developed a conceptual framework for resilient in-
formation systems (RIS) integrated with Al to mitigate supply chain dis-
ruptions, leveraging Al’s capabilities in data acquisition, self-learning,
and scenario modeling to enhance supply chain robustness, reduce risks,
and support dynamic decision-making during disruptions like COVID-19
and natural disasters. The limitation of this work is the lack of real-time,
decentralized data sharing and physical adaptability to sudden disrup-
tions in supply chain logistics.

Lau et al. [30] proposed a blockchain-based messaging and informa-
tion-sharing system for the air cargo supply chain, leveraging smart
contracts and a decentralized architecture to enhance communication
efficiency, data transparency, and trust among stakeholders while reduc-
ing messaging transaction costs and addressing complex connectivity
issues. The paper’s main drawback is its focus on messaging and in-
formation sharing without addressing real-time physical delivery and
dynamic response capabilities.

Koshta et al. [15] investigated the barriers to adopt delivery drones
in the rural healthcare supply chain (RHSC) using the Grey-DEMATEL
technique. It identifies the lack of government regulations as the most
critical challenge, with limited load-carrying capacity and low flight
range as prominent causal barriers. By facilitating the integration of de-
livery drones into RHSC, the study contributes to achieving Sustainable
Development Goal 3, which aims at ensuring good health and well-being
while improving healthcare delivery and accessibility in rural regions.
However, the proposed system advances beyond the limitations of the
referenced study by introducing a blockchain-enabled UAV optimiza-
tion framework tailored for rural healthcare delivery that emphasizes
real-time operational efficiency through a dynamic UAV credit scoring

mechanism. This integration ensures transparency, adaptability, and en-
hanced reliability in addressing logistical challenges, making our frame-
work more robust for practical deployment in complex healthcare sup-
ply chains.

Blockchain’s qualities, such as immutability, smart contracts, and de-
centralization, provide solutions to authentication, data integrity, scal-
ability, and privacy difficulties. It facilitates user management, mini-
mizes transaction fees, and enables safe interchange and storage of data.
Based on the survey results, the proposed approach would contribute
to accomplishing these objectives. Thus, the proposed BUS-Health in-
tegrates blockchain with UAVs and TI to construct a robust medical
supply scheme for smart healthcare. The fundamental contributions of
this study are as follows:

This paper proposes a blockchain-enabled UAV-integrated medi-
cal supply system for smart healthcare designed for emergencies.
Furthermore, introducing the TI improves communication by in-
creasing responsiveness and efficiency.

The research utilizes smart contracts to provide an efficient and
trustworthy transactional procedure. In addition, the contract has
an access control system that assigns specific responsibilities to pa-
tients and healthcare providers.

This research introduces a two-phase verification approach to
strengthen data integrity and privacy. The role selection strategy of
the UAV described in this article improves operational management
efficiency.

Finally, this study utilizes a bloom filter data structure to en-
hance transactional efficiency by reducing execution time over-
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Fig. 1. Schematic representation of the blockchain-integrated unmanned aerial vehicle (UAV)-based medical delivery system.

head and proposes incorporating IPFS for data storage to overcome
blockchain storage limitations.

The remainder of this article is as follows: Section 2 presents a de-
tailed explanation of the proposed scheme. Section 3 presents a com-
prehensive analysis of the results, comparing them with previous tech-
niques and discussing smart contract implementation. Finally, in sec-
tion 4, the concluding statement is provided, and future directions are
discussed.

2. Proposed methodology

This section provides a detailed overview of the proposed blockchain-
based, secure UAV-assisted delivery system explicitly designed for
medicare supplies in emergencies where traditional delivery is incon-
ceivable. The proposed scheme transforms medical supply delivery in
smart healthcare using a blockchain-integrated system with UAVs, as
illustrated in Fig. 1. The system initiates the following workflow upon
receiving a medical assistance request via a web-based or mobile appli-
cation linked to the blockchain network. The healthcare provider first
assesses the patient’s condition to determine the severity of the emer-
gency. Based on this assessment, the provider categorizes the patient
as a critical or regular case. For critical emergencies, the healthcare
provider promptly generates a list of primary required medical supplies
and sends this list to the drug warehouse. Simultaneously, the drone sta-
tion (9, is notified to deploy the fastest available drone for emergencies.
A similar process is followed for non-emergency cases, but an average-
speed drone is assigned instead. The drug warehouse and the 9, confirm
their tasks through the blockchain network, ensuring transparency and
accountability. The drug warehouse prepares the medical supplies and
confirms readiness. Upon receiving the confirmation, the d, dispatches
the drone to collect the supplies. Once the drone has secured the medi-
cal supplies, it navigates to the patient’s location using pre-determined
coordinates. Throughout the flight, the drone’s status and location are

continuously monitored and recorded on the blockchain to ensure real-
time tracking and data integrity. Upon reaching the destination, the
drone confirms the delivery status and returns it to the system. The pa-
tient then verifies receipt of the medical supplies via the application,
completing the transaction. Furthermore, the patients’ and other enti-
ties’ data are properly hashed before being fetched into the blockchain
network [31].

Subsequent sections delve deeper into each phase’s functionalities
and workflow, comprehensively understanding the proposed scheme’s
operational framework. This detailed explanation underscores the pro-
posed scheme’s sophistication and effectiveness as a blockchain-based
solution for secure healthcare supply.

2.1. General overview

The proposed scheme aims to efficiently and securely deliver med-
ical supplies to emergency patients. Every entity, including drugstores,
users, and UAVs, must register with a healthcare organization. The
authority obtains delivery information and stores it in the IPFS using
blockchain technology and a smart contract mechanism. Every UAV gen-
erates a cryptographic key and distributes it to the governing authority.
The authority transmits encrypted data utilizing a shared key, decrypts
the data using the identical shared key, and verifies the sender’s iden-
tity using the a-hash bloom filter. Subsequently, the data is shared with
the authority server A, where the sender’s identity is verified, and the
necessary data is prepared for inclusion in the blockchain. This network
provides secure standards for drugstores, users, and UAVs to register
with a central healthcare authority, guaranteeing authentication and au-
thorization. The system employs encryption and shared keys to ensure
security. Every UAV creates a distinct shared key for encrypting deliv-
ery data, which is subsequently sent to the A of the regulating authority
for verification.
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2.2. Integration of blockchain, TI, and UAV delivery

Combining blockchain technology, TI, and UAV delivery systems
represents a significant development in smart healthcare, allowing for
agile, adaptive, and highly portable healthcare solutions. UAVs are es-
sential in this system since they communicate via low-power channels
for immediate contact and assistance in healthcare services. Blockchain
technology provides a decisive solution by reducing unwanted access
and security breaches via improved security standards [32]. This ensures
the safety of UAV operations and builds confidence in the system, espe-
cially in payment procedures related to UAV deliveries. A 5G-enabled
TI is suggested to enhance the low latency and communication over-
head. The combination of low latency and high reliability guarantees
that healthcare applications stay operational and responsive, critical
for timely healthcare delivery and intervention. The smart healthcare
framework utilizes each technology’s distinct advantages to improve the
provision and adaptability of healthcare services, especially in remote
locations or emergency scenarios. The approach handles significant con-
cerns in healthcare logistics, such as security weaknesses and the need
for swift response, using the collective capabilities of blockchain, TI, and
UAV technology.

2.3. Architectural model

The proposed scheme’s architectural design comprises three distinct
phases: UAV registration, UAV role selection, and two-phase verifica-
tion. Each phase plays a crucial role in the system’s overall operation.

2.3.1. UAV registration

To ensure secure communications, each UAV must complete a reg-
istration process in the proposed architecture and obtain a private key.
The key is derived from several elements, including the UAV’s MAC ad-
dress (mac,), timestamp (z;), and a randomly created salt hash (5‘,,0).
Salt hashing prevents pre-computed hash attacks by ensuring unique
salts produce distinct private keys, even if two UAVs have the same MAC
addresses and timestamps. This enhances password security against
brute-force efforts. The hash, denoted as (h°), signifies the generated
hash. The following mathematical equation concisely defines the proce-
dures included in generating a private key:

h® =H(mac, || 75 || S)o) @

In this equation, (H) signifies a cryptographic hash function that
transforms the input of the UAVs (mac,), (r;), and (S'ho) by merging
them through the operation of concatenation represented by (||). More-
over, a private key (p, ) is derived from (%°), and a corresponding public
key (o) is derived from (p;), ensuring a robust mechanism for UAV
identity verification and secure communication.

To facilitate delivery operations, the A stores the delivery area’s
coordinates, specifically the longitude (207) and latitude (E) of the de-
livery location, (§/lo), mac,, and ¢,. The A then generates a trust token
for that area, which is utilized for communication purposes. The es-
tablishment of the trust token generation process can be expressed as
follows:

(%) =460 o Spe.macy, 0) |6 1 (x, )" = (x, ) ()

lion,jat]

In this equation, (6) represents the trust token generation that com-
bines the mentioned elements to produce the trust token (%). Let us as-
sume (1) is the set of coordinates (x, y) on the elliptic curve. In addition,
the A securely stores this data in the ledger using a smart contract, and a
(o) is utilized as an identifier for the UAV. The trust token is vital in es-
tablishing a secure communication framework for UAVs and facilitating
the efficient delivery of medical supplies. Deploying a security-centric
system is crucial in the healthcare industry, as the timely and safe con-
veyance of medications leads to patient care outcomes.
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2.3.2. UAV role selection

Before commencing the delivery process, the authority determines
each UAV’s specific function based on its capabilities, such as maximum
speed, payload capacity, battery power, CPU, RAM, and other relevant
factors. The evaluation employs a credit scoring mechanism, quantifying
each UAV’s performance potential by assigning a weighted significance
(w) to these attributes, providing a quantifiable indicator of its perfor-
mance capabilities. The credit score (c,) of a UAV is computed using a
mathematical formula that integrates these parameters, reflecting their
contributions to efficient and successful deliveries. The following equa-
tion is utilized to compute the credit score:

Cs @1 Vipgx + @ - Peap t+ws- ﬂpow t oy C
n
+os- R+ Y o, O ©)
i=1
These weights (v, w,, w3, w, ws, and w,, ) are allocated according
to maximum speed (v,,,,), load capacity (pcap), battery power (ﬂpow),
CPU processing power (C), and RAM (R), which ascertains the relative
significance of each capability in accomplishing the delivery task. O,
denotes the i-th additional significant component taken into account in
calculating the credit score, together with the related weight (w,, ) of
an object. The summation of (woi - 0;) includes all supplementary as-
pects beyond the fundamental capabilities, providing a comprehensive
evaluation of the UAV’s performance potential.
Before providing the ¢, the UAV encrypts it using its ¢,. Let the
encrypted score be represented by &,:

gy, =€, (c5), Vie (@ —1) 4)

In this context, €, (-) denotes the UAV’s encryption operation,
wherein its (p) encrypts the (c,), guaranteeing its anonymity and ren-
dering it challenging to decrypt without the corresponding (o). The
total number of UAVs is denoted by (n). The parameters & s are shared
among the UAVs, and once a UAV receives an &, it uses a (g;) to de-
crypt it and get the other UAV’s original c,. Let §, be the decrypted
data,

8, =0, -1(c,)Vie@-1) 5)

In this context, ,,-10) denotes the decryption function using the

corresponding (0;1) to decrypt the received encrypted score (g,). The
UAV subsequently verifies the sender’s authenticity using a a-hash
bloom filter. Let f° represent the filtered data. The calculation can then
be derived as

= /\a—hash(ozi)ViE(Ft—l)nf"6(0,1) (6)
Viea
In this context, the UAV is denoted by the (v) symbol. After suc-
cessfully validating, v verifies the sender’s validity by evaluating the
signature using the sender’s g;. By implementing a uniform procedure,
the verified result, represented as v, , can be expressed as follows:

vy, = @o‘k_(csi’oo;f' (cs[)), Vie@-1)n v, € {true, false} ()

In this context, g(-) represents the signature verification function,
while 1 denotes the list of devices stored in the blockchain when each v
is registered. After gathering all the scores, the most superior (v)’s were
identified. Given that ¢;  represents the maximum attainable score,
the following equation can be obtained:

¢, =max(s;) 8)

max ey

Upon determining that the ¢, of a v reaches the threshold of maxi-
mum score within the collective network, the v is designated as the pre-
mium UAV 0,emiym; conversely, UAVs with a lower score are elected as
the role of normal UAV v, ,..;- This selection process for UAVs incorpo-
rates blockchain technology and cryptographic approaches to guarantee



M. Golam, M.F. Rahaman, M.R. Subhan et al.

that only authorized and capable UAVs participate in delivery oper-
ations. This technology enhances security, reliability, and operational
efficiency by implementing digital signatures for score verification and
recording registered devices on the blockchain.

Algorithm 1: UAV role selection in BUS-Health.

1 ¢, <0
2: while i € m do
3 s—s+(r; Xw;)
4: end while
5: 5, <0
6: whilei e (n—1) do
7: g, < 5,U&0,(s)
8: end while
9: J transmits s,
10: wait()
11: 5, < @
12: whileie(n—-1) do
13: 9 < 5,UL(s,;)
14: end while
15: s < @
16: whileie (n—1) do
17: 12 /\an Bf;(c;)
18: if f ==1 then
19: ¢, s5Us;
20 end if
21: end while
22: ¢, <« max(s)
23 v (5 == S5, ?Premium : normal

2.3.3. Two-phase verification

The BUS framework integrates a robust two-phase verification mech-
anism to ensure resistance against intrusion. Initially, a sender must pass
through the @ — hash bloom filter, a probabilistic data structure designed
to efficiently verify membership within (v) and A without maintaining
exhaustive records. The filter is a preliminary gatekeeper, mitigating
the computational overhead by pre-filtering invalid entities while pre-
serving scalability. Subsequently, valid senders undergo the signature
verification process to establish their authenticity. For entities such as
(v) that do not possess a comprehensive list of (), the system bypasses
the bloom filter and straight executes signature verification. This layered
approach ensures that only authorized entities can access the network.
Attackers seeking to compromise (v)’s or 1 devices must present a legiti-
mate network identity to bypass these verifications, rendering unautho-
rized access practically unfeasible. Integrating the a-hash bloom filter
with signature verification enhances the security and efficiency of the
system, aligning with the objectives of establishing a dependable and
scalable network defensive mechanism.

An a-hash bloom filter (where a = 1, 2, 3, ...) is required to verify ¢
validity based on the pre-generated data table based on the device list
(0). Let 7 be the pre-generated data table:

== J U8.eH ©)

VieoViea

In this context, a represents the total number of filters employed in a-
hash bloom filter, t indicates the device type (i.e., O for IoT devices, 1
for UAVSs, 2 for As), and 8 denotes the function of a bloom filter.

To mitigate false positives p, the size of the data table and the num-
ber of filters are adjusted. Let # be the total number of d:

_ _bxin(p) (10
(In(2))?
Here, b represents the number of bits in the a-hash bloom filter.
Following the process, the v generates the operational data ©,
0= <®,,,, @,@a,atﬁ an
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The radius of the specified place is denoted by r, and the position of the

v is denoted by 1., which includes the (W,H) coordinates.

Finally, the verification of an entity ¢, involves passing through
the a-hash bloom filter. Let the B, function be a a-hash bloom filter
that inputs an entity’s identifier (or message) &,/ to determine whether
x' is likely to be a member of a set § of permitted entities:

o
B, = \p{es(@} Vieanx €{0,1} 12)
i=1
In this context, the function x’ €{0,1} determines whether the entity
belongs to the approved set where 1 or (true) means x’ belongs to the
S, and O or (false) means the vice-versa.

After the a-hash bloom filter, the ¢ undergoes a digital signature
verification process. The secondary verification phase involves cross-
referencing an entity’s digital signature with a predefined list of au-
thorized devices on the blockchain to confirm its authenticity. This
procedure guarantees that only authorized companies with blockchain-
validated identification may engage in the network’s operations, hence
maintaining the security and trustworthiness of the UAV network, espe-
cially in healthcare logistics.

The entity € first undergoes verification using the a-hash bloom filter
to preliminarily check if it belongs to the set of authorized entities. Each
entity ¢, generates a digital signature ©  using its private key p;:

D =Sign, (€,) 13

The entity transmits the data along with its digital signature © . Upon
receiving the data, the system performs a secondary verification by
cross-referencing the digital signature ©  with a predefined list of au-
thorized entities stored on the blockchain. The function ¢(-) verifies the
digital signature using the corresponding public key g¢:

@(Qoo, ex’ Qk) = VerifyOk (Qoo) (14)

This function checks if @, is a legitimate signature for & using ¢,. If
the verification is successful, the entity &, is confirmed as authorized,
and the data is accepted. If not, the data is discarded. For the signature
verification go(-) phase, the entity’s © , and (¢, ) represents the corre-
sponding to the (p;) used for signing. The function validates if D is a
legitimate signature for x’ using (o).

’

go(x;)=/\00;1 (9. X" ) Viegpnx' €{0,1} (15)
i=1

The formalization highlights the significance of validating digital sig-
natures, ensuring that a signature ©  is the authentic result of signing
x' using the (p;) linked to (¢;). A successful verification affirms the
message’s integrity and the sender’s validity, guaranteeing safe commu-
nications and transactions, particularly inside the BUS-Health network.

2.4. 5G-TI-enabled UAV delivery

This section provides a comprehensive overview of the 5G-TI UAV
communication. 5G-TI integration significantly improves the connec-
tivity for UAVs, enabling real-time, ultra-reliable, low-latency (URLLC)
data transfer essential for the delivery of emergency medical supplies.
5G-TI allows UAVs to obtain precise destination coordinates in degrees,
minutes, and seconds (DMS) format, enhancing the navigation accuracy.
For example, when a UAV (v) is designated for delivery, it is provided
with the precise destination coordinates in the DMS format, such as
63°34’14.3”N, 3°10’16.6”E. Real-time monitoring enabled by 5G-TI al-
lows continuous updates on (v) location and estimated delivery time,
ensuring any deviations are promptly addressed. The (v) status changes
dynamically throughout the delivery process. Initially, the status is up-
dated from idle to in — transit once the flight begins. Upon reaching the
destination, the status is successfully delivered if the difference between
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Fig. 2. Smart Contract-Enabled Transactional Process.

the estimated delivery time and the current time is zero, and after com-
pleting the delivery, the (v) returns to d,, where its status is updated
back to idle.

Throughout the operation, 5G-TI enables (v) to attain flying speeds
roughly 100 times quicker than 4G-satellite channels. This is due to
the increased channel capacity provided by 5G-TL. The round-trip time
(RTT) latency is reduced to only 0.001 seconds [33]. The URLLC data
transmission allows (v)s to consistently send route information to the d,
without delay. Upon reaching their destination, the (v)s ensure the safe
delivery of medical supplies. The 5G-TI infrastructure allows for rapid
(v) selection, completing this process within less than 20 ms [26]. The
0, supervises (v) flight operations throughout transit using the 5G-TI
channel’s high bandwidth and low latency to ensure accurate control
and coordination. This sophisticated communication system guarantees
the prompt and dependable transportation of critical medical supplies,
improving the efficiency and efficacy of healthcare logistics.

2.5. Transactional process

Algorithm 2: Order and delivery of Medicare.

Input: OrderDetails, CustomerAddress, SupplierInfo, Dronelnfo

1: procedure ORDER AND DELIVERY(OrderDetails, CustomerAddress, Suppli-
erInfo, Dronelnfo)

2 OrderID « SmartContract. CREATEORDER(OrderDetails)

3 ASSEMBLEORDER(OrderID, SupplierInfo)

4 if AUTHORIZEDDRONE(Dronelnfo) then

5: DELIVERORDER(OrderID, CustomerAddress, Dronelnfo)

6: SmartContract. UPDATESTATUS(OrderID, Delivered)

7 PaymentStatus « SmartContract. PROCESSPAYMENT(OrderID)

8 DeliveryStatus « Success

9

else
10: DeliveryStatus < Drone Authorization Failed
11: PaymentStatus « Payment Not Processed
12: end if

13: return (DeliveryStatus, PaymentStatus)
14: end procedure

The proposed scheme comprises three primary entities: consumers
(patients), suppliers (healthcare organizations), and UAVs, collaborat-
ing byusing blockchain technology to enable secure transactions, as
depicted in Fig. 2. Initially, the consumer orders necessary product
supplies stored on the blockchain using a smart contract to guarantee

transparency and immutability. Suppliers acknowledge the order and
are notified to assemble the required medical supplies and store them
in a specified drugstore. Authorized drones collect products from the
specified drugstore and transport them to the consumer’s location, using
appropriate technology to ensure safe delivery. After successful delivery,
the status will be updated using a smart contract, and the payment will
be executed to reward all parties involved. In the proposed blockchain-
based UAV-integrated medical supply system, smart contracts and IPFS
are essential components that ensure efficient, secure, and transpar-
ent operations. Smart contracts are utilized to facilitate and automate
transactions, maintaining trustworthiness, data integrity, and security
without alterations. These contracts handle tasks such as registering and
verifying entities (like UAVs, drugstores, and users), managing the de-
livery process, and processing payments, ensuring that all interactions
are securely recorded on the blockchain. Each UAV generates a crypto-
graphic key for secure data transmission and verifies its identity using a
two-phase verification process involving a-hash bloom filters and digital
signatures, ensuring that only authorized UAVs participate in delivery
operations. Meanwhile, the IPFS protocol addresses storage cost issues
by storing large amounts of data off-chain, thereby overcoming the lim-
itations of blockchain storage. The IPFS protocol is integrated into the
system to securely store delivery information, such as coordinates and
cryptographic keys, ensuring data integrity and accessibility while re-
ducing on-chain storage requirements. This combined use of smart con-
tracts and IPFS enhances the system’s overall efficiency, scalability, and
security, providing a robust solution for the timely and reliable delivery
of medical supplies.

It is worth mentioning that the proposed scheme provides distinc-
tive and non-financial incentives to different actors. For instance, the
healthcare organization could employ a scoring system to incentivize
successful product delivery by the UAV. This system facilitates commu-
nication and transactions among the customer, supplier, and drone to
ensure the efficient and safe delivery of medicinal products. The expla-
nation of the execution process is illustrated in Algorithm 2, with the
most straightforward structural description.

3. Performance evaluation

The evaluation involves a two-step process. Firstly, the efficiency of
the a-hash bloom filter is assessed using Python in a standard computing
environment, comparing it against linear search, binary search [34], and
chameleon hashing based on different metrics such as time complexity,
space complexity, and verification speed. Then, the implementation and
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methods.

functionality of smart contracts are evaluated, simulating various sce-
narios to test robustness, reliability, and efficiency, ensuring secure and
efficient transactions within the blockchain network. This detailed ap-
proach comprehensively assesses both the verification mechanism and
smart contract implementation.

The a-hash bloom filter is a significant method for verifying the gen-
uineness of UAVs, guaranteeing network security, and ensuring that only
authorized UAVs are considered in role selection [35]. The processing
time graph indicates that increased complexity in the Bloom Filter re-
sults in longer processing durations, possibly owing to the additional
computational load imposed by a greater number of hash functions.
Nevertheless, the minimal incremental time required implies that the
system maintains efficiency despite the growing complexity. Premium
UAVs have faster processing speeds across all « values, indicating supe-
rior computational capability compared to normal UAVSs, as illustrated
in Fig. 3. This distinction is crucial because it emphasizes the system’s
ability to adapt to different degrees of technical complexity within the
UAV swarm. The bloom filter’s efficiency and resilience are apparent in
its effective management of computational needs for role selection, as
seen by the graph’s gradual incline, particularly for Premium UAVs.

Fig. 4 illustrates a positive correlation between the number of UAVs
and the processing time for bloom filter, sequential search, and binary
search algorithms. The graph demonstrates how processing time for
bloom filters, sequential searches, and binary searches increase with the
number of UAVs. However, the proposed approach surpasses other au-
thentication schemes, such as linear search and binary search. Bloom
filters are vital in medical data processing, mainly when dealing with
extensive datasets such as patient records or prescription information.
Their ability to perform hash functions and bit lookup more quickly
makes them perfect for membership testing. Bloom filters prioritize exis-
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traditional methods for data verification.

tence checks, verifying the presence of specific data or drug interactions
rather than their precise location. In addition, they provide space effi-
ciency by utilizing a compressed bit array, resulting in space savings
compared to linear or binary search methods. Binary and linear search
algorithms are well-suited for accurately identifying elements and their
positions in sorted data structures or small datasets. However, when
dealing with extensive datasets, they may require a significant amount
of memory due to the necessity of storing genuine data items. This leads
to a poor result compared to the proposed a-hash bloom filter used in
this work.

The issue of false positives associated with the bloom filter is a sig-
nificant concern. A simulation involving 100 devices showed in Fig. 5
that the false detection rate of a-hash bloom filters remains consistently
stable, regardless of the varying percentages of malicious devices. The
graph displayed three varied a numbers inside the filters. Although
there are inconsistencies, the rate of false-positive results remains stable,
demonstrating that variations in the increasing devices do not affect the
a value or substantially impact the performance. The a-hash bloom fil-
ters have the highest false-positive rate of approximately 0.02 for a =3
values. The results demonstrate that BUS-Health successfully verifies
devices and safeguards against malicious ones. Furthermore, increas-
ing the value of a does not impact the false-positive rate in the a-hash
bloom filters, as the contrast of the false rate is not massive.

Fig. 6 compares the execution time required in BUS-Health with the
other existing methods (traditional blockchain and chameleon hashing
[36]). Regardless of the scenario, the execution duration consistently
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Table 2
Comparison of different filtering techniques for data verification.
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Binary search

a-hash Bloom filter

Metric Chameleon hashing Linear search

Time complexity Moderate High

Space complexity Moderate High

Verification speed Very fast Slow

Collision resistance Moderate High (depends on hash
function)

False-positive rate Low None

Ease of implementation Moderate Easy

Scalability High Low

Data integrity High (due to hashing) Moderate (depends on

hash function)

Very high
High

Fast

High (depends on data
structure)

None

Moderate

Moderate

Moderate (depends on
data structure)

Low (depending on filter
size)

Low (depending on filter
size)

Very fast

High (depends on hash
functions used)

Low (configurable)
Moderate

Very high

High (due to
probabilistic guarantees)

Authentication Built-in with hashing

Not inherently built-in

Not inherently built-in Built-in with hashing

Table 3

Comparison of different existing schemes with the proposed work.

Schemes [19] [22] [23] [24] [25] [26]  Proposed work
Mutual authentication v X X v X X v
Storage efficiency X v v v X v v
Decentralised authority v v v v X v v
Traceability X v v X X v 4

rises with an increased number of nodes. Traditional blockchains re-
quire nodes to authenticate every transaction, which can be laborious
and time-consuming. BUS-Health is a blockchain that employs a bloom
filter to alleviate the load on nodes during cryptographic verification,
diminishing the overall verification duration. This procedure avoids un-
necessary transactions, hence decreasing the overall execution time.
Initially, BUS-Health may have a longer processing time than typical
blockchains since it has to handle the extra workload of managing the
bloom filter. However, as the number of nodes increases, the advan-
tages of the bloom filter become more apparent, alleviating the burden
on each node and steadily enhancing the execution time. BUS-Health ac-
celerates transactions and checks data while maintaining an acceptable
rate of false positives. Chameleon hashing is unsuitable for BUS-Health
because it is vulnerable to pre-image attacks and has a lower processing
performance.

In the BUS-Health system, the a-hash bloom filter outperforms
chameleon hashing [36], linear search, and binary search [34] due to its
superior technical attributes illustrated in Table 2. It offers constant time
complexity for verification, leading to fast processing speeds essential
for real-time healthcare logistics. The low space complexity, dependent
on filter size, ensures efficient storage. Furthermore, the high collision
resistance and a configurable low false-positive rate ensure accurate
and reliable data verification, and high scalability allows it to handle
increasing data volumes and network nodes efficiently. Additionally, the
a-hash bloom filter supports inherent authentication through hashing,
enhancing data privacy, and integrity, which is crucial for maintain-
ing the trustworthiness of medical data. These features make the o-hash
bloom filter the optimal choice for BUS-Health, ensuring efficient, se-
cure, and scalable data verification.

The comparison of the proposed scheme with existing authentica-
tion schemes is presented in Table 3, focusing on key parameters such
as mutual authentication, storage efficiency, decentralized authority,
and traceability. The analysis demonstrates that the proposed work
excels in all these parameters. Unlike existing schemes, the proposed
scheme uniquely integrates mutual authentication, efficient storage, de-
centralized authority, and traceability. This highlights the proposed
scheme’s advanced capabilities and comprehensive approach, ensuring
robust and scalable authentication without the need for a centralized
trusted authority, which is a significant enhancement over the compared
schemes.

3.1. Smart contract implementation and validation

The simulations were performed within the Remix IDE to examine
the integrity of the smart contracts thoroughly. This involved compre-
hensively analyzing the deployed code and debugging processes and
carefully assessing transaction logs, outputs, events, and exceptions.
These validation techniques guaranteed that the functionality matched
precisely with the expected requirements.

The contract employs an access control mechanism, allowing pa-
tients’ and healthcare providers’ distinct roles. Patients can register in
the system, providing essential personal and medical information such
as name, age, contact details, and medical condition history. This reg-
istration process ensures that each patient’s data is securely stored on
the blockchain, accessible only to authorized entities. Upon registration,
patients are assigned the “PATIENT-ROLE,” granting them specific priv-
ileges within the system.

Similarly, healthcare providers, represented by hospitals or clinics,
can register by providing details like the hospital’s name and location.
Upon registration, they are assigned the “HEALTHCARE-PROVIDER-
ROLE,” enabling them to participate in emergency support requests and
provide medical assistance.

One of the system’s core functionalities is handling emergency sup-
port requests. Patients, upon encountering a medical emergency, can
trigger a request for assistance. This request, denoted by the “Emer-
gencyRequest” struct, captures critical details such as the patient’s ad-
dress, the nature of the condition (classified as either critical or non-
critical), and an initial prescription. This information is vital for health-
care providers to assess the situation’s urgency and provide appropriate
care.

Upon receiving an emergency request, healthcare providers can cat-
egorize the condition based on its severity, prescribe an initial drug,
and confirm the delivery of medical assistance. These actions, facil-
itated by functions like “categorizeCondition,” “prescribelnitialDrug,”
and “confirmDelivery,” enable healthcare providers to coordinate effec-
tively in responding to emergencies while maintaining transparency and
accountability.

Several benefits can be achieved through the implementation of this
decentralized healthcare system. Firstly, patient data is securely stored
on the blockchain, ensuring privacy and integrity. Secondly, the system
facilitates swift communication and collaboration between patients and
healthcare providers, enabling prompt responses to medical emergen-
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Fig. 7. Patient condition assessment by healthcare provider.

Fig. 8. Necessary drug delivery confirmation.

Fig. 9. Primary drug suggestion by healthcare provider.

cies. Thirdly, the transparent nature of blockchain technology enhances
trust among stakeholders, promoting accountability and efficiency in
delivering healthcare services. Figs. 7-11 depict the entire sequence of
the system’s procedure.

3.2. Discussion

The proposed system ensures compliance with aviation and health-
care regulations by incorporating mechanisms for UAV registration and
certification, while data privacy is safeguarded through encryption and
the blockchain’s immutable ledger, aligning with existing standards.
Although the initial startup costs for infrastructure, including UAVs,
blockchain setup, and 5G-enabled TI, are considerable, these are offset
by long-term operational efficiencies and cost savings achieved through
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Fig. 10. Emergency medicine request by patient.

Fig. 11. Registration of patient and healthcare provider and their role finaliza-
tion.

reduced reliance on human labor and minimized risks of infection dur-
ing pandemics. Additionally, the proposed system considers that user-
friendly web and mobile applications enable healthcare providers to
manage requests and deliveries efficiently, with minimal disruption to
current workflows. Training programs for staff and continuous support
further ensure smooth adoption and operation. The system is designed
to scale effectively, employing load balancing and dynamic resource al-
location to prevent performance bottlenecks. Furthermore, integrating
Al algorithms for multi-UAV coordination and optimized path planning
ensure that the network remains efficient and responsive, even as the
scale of operations expands. Moreover, to address privacy and security
concerns, advanced cryptographic encryption techniques could be used
to provide more robust security for protecting every entity’s privacy.

4. Conclusions and future work

This paper explores using blockchain technology and UAVs to en-
hance smart healthcare logistics supply chains. The objective is to tackle
concerns about the system’s reliability, transactional credibility, data
accuracy, and security in delivering medical supplies. The proposed
solution involves using blockchain technology, smart contracts, and a
scoring system for UAVs via smart contracts to improve transparency
and accountability. It includes 5G-enabled TI to enhance communica-
tion efficiency. The study illustrates that combining blockchain with
UAV-based medical supply delivery offers a reliable, secure, and ef-
ficient solution for medical logistics difficulties. The two-phase verifi-
cation method proposed in this approach guarantees system integrity,
which is essential in a medical setting. The impact of the bloom filter
verification procedure is investigated by simulating an a-hash bloom
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filter in Google Colab. The comparative analysis highlights the mod-
el’s merits compared to conventional healthcare logistics approaches,
especially regarding transactional security, data integrity, and commu-
nication credibility. In the future, advanced AI algorithms could be
employed for effective multi-UAV path planning in conjunction with
an encryption system to guarantee the maximum data privacy of the
patient. Smart healthcare should prioritize the patient’s needs over the
healthcare organization. Implementing this will enhance the efficiency
of the medical supply chain, accelerate emergency delivery, optimize
transportation routes, and bolster the privacy and security of user data.
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