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ARTICLE INFO ABSTRACT

Keywords: Blockchain and federated learning have emerged as complementary technologies for decentralized, privacy-
Blockchain

preserving intelligent and secure management of sustainable distributed energy resources. This paper reviews
the integration of blockchain technology with federated learning as an emerging approach to enhance the
e resilience of distributed energy resources against evolving cyber threats. First, a foundational four-layer
Distributed energy resources . . s s . '
Distributed learning cybersecurity frart}ew?rk is introduced for dlStrlbutf}d energy resources- device, firmware, cyl.ner netV\{ork and
Smart grid management application layers. Second, ten recent integrated blockchain and federated learning architectures
are analyzed and categorized according to their functional layers and cyber security lifecycle stages. These
architectures are systematically analyzed with respect to the following indices, to facilitate their selection
for practical deployment: latency, security, scalability, throughput, energy consumption, complexity, and fault
tolerance. Furthermore, critical challenges and emerging future research directions are also identified, such as
quantum-safe multi-chain systems and quantum-resilient cryptography. Performance evaluation demonstrates
that resource-efficient architectures optimize latency and energy consumption, and security-maximized archi-
tectures prioritize data protection at computational trade-offs. This review concludes that integrated blockchain
and federated learning is a promising solution for secure, reliable and scalable next-generation smart grids.

Cyber security
Federated learning
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1. Introduction

As global energy systems transition toward decentralization and
decarbonization, distributed energy resources (DERs) are becoming
foundational to modern smart grids [1]. DERs, including solar photo-
voltaics, wind turbines, energy storage systems, electric vehicles, and
controllable loads, offer unprecedented flexibility and efficiency but si-
multaneously introduce complex cybersecurity challenges that threaten
grid reliability and stability. Traditional centralized and reactive se-
curity approaches prove inadequate for protecting these inherently
distributed systems, which operate across heterogeneous networks with
diverse ownership structures and varying levels of computational ca-
pacity [2,3]. The cybersecurity landscape for DERs is particularly con-
cerning given their critical role in power system operations [4]. Suc-
cessful attacks can cascade from compromised individual devices to
wide-scale system disruptions, potentially resulting in physical damage,
service interruptions, financial losses, and even public safety risks [5].

The attack surface spans multiple layers: from hardware-level vul-
nerabilities in sensors and control units to firmware manipulation,
network-level intrusions, and application-layer attacks targeting DER
management systems (DERMS) [6]. DERMS is a software platform
that centrally manages, monitors, and optimizes distributed energy
resource operations through real-time data analytics and automated
control algorithms. DERMS represents a critical cybersecurity asset due
to its oversight of grid stability and energy market participation. Recent
incidents have demonstrated attackers’ growing sophistication, using
techniques like false data injection, denial of service attacks, spoofing,
and adversarial machine learning to compromise DER operations.

In recent times, two emerging technologies that address these chal-
lenges have gained significant attention in the research community:
blockchain and federated learning (FL). Blockchain technology has
emerged as a promising solution for establishing trust in decentralized
systems through immutable distributed ledgers and consensus mech-
anisms [8]. Its ability to provide tamper-proof record-keeping, trans-
parent yet privacy-preserving transactions, and smart contract-based
automation aligns well with DER security requirements. Concurrently,
FL has revolutionized distributed intelligence by enabling collabora-
tive model training without raw data sharing [10,11], allowing DER
devices to collectively develop detection and forecasting models while
preserving data privacy [9].

Despite their advantages, blockchain and FL have weaknesses that
limit their applications to DER systems. The high energy consumption
of popular blockchain consensus techniques make them unsuitable for
sustainable energy grids [12]. Also, blockchain’s limited transaction
throughput rate increases latency in real-time DER applications oper-
ating at low sampling intervals of microseconds [13]. Similarly, FL is
vulnerable to model poisoning from dishonest clients who can mali-
ciously update incorrect model parameters to compromise the global
model [14]. Also, the global model generated by the FL algorithm
improves with participation of more clients.

To overcome the challenges associated with these technologies, the
integration of blockchain and federated learning, termed BlockFL in
this paper, has been proposed in the literature [15]. BlockFL represents
a synergistic approach that leverages the strengths of each technol-
ogy while mitigating their respective weaknesses [16]. For instance,
the high energy consumption of proof-of-work blockchain consensus
mechanisms, particularly problematic in energy systems designed for

efficiency, is reduced by FL’s approach of keeping computation off-
chain. This enables even small solar installations to participate in
collaborative learning without excessive energy overhead. Similarly,
blockchain mitigates model poisoning in FL by creating immutable
logs of training updates and using consensus mechanisms to filter
anomalies. For solar PV forecasting systems, this means weather data
and generation predictions from multiple distributed sites can be val-
idated before integration into grid management models, preventing
manipulated forecasts that could destabilize energy markets.

Previous related review publications fall into three categories: DER
cybersecurity in general, blockchain for smart grid-related applications,
and FL for DER and smart grid privacy. Authors in [2,6] explored
general cybersecurity topics and challenges in DERMS, such as ar-
chitectures, communication protocols, and mitigation methods against
different cyber attacks. Different blockchain solutions for grid decen-
tralization, energy trading and energy optimization were systematically
reviewed in [1,7,8]. The advancements in FL-based smart grids for
generation, transmission, distribution and consumer nodes were re-
viewed in [9]. However, these papers lack a comprehensive review
on the applications of integrated blockchain and federated learning
to DER cyber security. Also, they neither provide a mapping of these
technologies to the appropriate hierarchy and cybersecurity lifecycle of
DERs, nor show how they improve cyber-resilience at distinctive DER
levels/lifecycles. This research gap, shown in Table 1 motivated the
study reported in this paper.

Therefore, this review paper makes several important contributions
to the field. First, it synthesizes current knowledge on blockchain and
FL applications in DER contexts, providing researchers and practition-
ers with a consolidated view of the state of the art. Second, it analyzes
and categorizes ten promising BlockFL architectural approaches, high-
lighting their operational features, advantages, and limitations. These
architectures were selected from journal and international conference
publications indexed on Scopus and Web of Science. Third, the study
systematically reviews recent implementations across various DER use
cases, evaluating their performance, security benefits, and practical
limitations. BlockFL for smart grid DER technologies are covered, in-
cluding electric vehicles, virtual power plants, energy trading and
microgrids, renewable energy systems, and energy internet. It was
observed that while the theoretical benefits of BlockFL for DERs are
compelling, their practical implementation is still an emerging area,
with most current efforts focused on proof-of-concept demonstrations
and simulations to validate technical feasibility. Finally, the study
identifies persistent challenges and emerging trends that will shape
future research directions in this rapidly evolving field.

The remainder of this paper is organized as follows (see Fig. 1):
Section 2 introduces fundamental concepts of blockchain and FL for
DERs; Section 3 presents a framework for analyzing DER cybersecurity
across four architectural layers and five lifecycle stages; Section 4
provides a comprehensive overview of BlockFL architectures identified
in the literature; Section 5 examines recent advances in BlockFL imple-
mentations for DER cybersecurity with case studies; Section 6 discusses
challenges and future research directions and Section 7 summarizes the
findings of the paper.

2. State of the art on non-integrated blockchain and distributed
learning for DERs

This section introduces fundamental concepts on blockchain and FL
which are necessary for comprehension of the rest of the paper. Also,
the state of the art on blockchain and distributed learning for DER
systems are covered.
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Table 1

Contribution of this study relative to related state-of-the-art.

International Journal of Electrical Power and Energy Systems 173 (2025) 111286

Reference Year DER security DER hierarchies Blockchain Federated learning Security lifecycle BlockFL resilience
[1] 2020 v - v - - -
[7] 2021 v - v - - -
[8] 2023 v - v - - -
[9] 2024 v - - v - -
[2] 2025 v v - - - -
[6] 2025 v - - - - -
This paper TBD v v v v v v
Section 1 Section 2 Section 3 Section 4 Section 5 Section 6 Section 7
fNON—NTEGRATED\ CYBER SECURITY f OVERVIEW OF \ RECENT ADVANCES CHALLENGES AND
INTRODUCTION BLOCKFL CONCLUSION
D FRAMEWORK FOR OF BLOCKFL FOR FUTURE TRENDS
DISTRIBUTED ARCHITECTURES DERS

LEARNING FOR DERs

1. Blockchain
Fundamentals and
Applications

2. Distributed Learning for

\ DER Systems )

DER LAYERS AND
LIFECYLE

1. Four-Layer Cyber
Security Framework

2. Cyber Security Life
Cycle for DERs

1. Generic Characteristics
of BlockFL

2. BlockFL Architectures

3. Mapping Architectures
to DER Layers

4. Performance Analysis
of Archi

1. BlockFL for the Four
Cyber Security Layers

2. BlockFL for Cyber-
Security Life Cycle

3. Overall Evaluation

5. Privacy-Utility Trade-
offs

6. Resource Consumption

Analysis

Fig. 1. Organization of the article.

1. Challenges

2. Future Trends

2.1. Article selection methodology

The systematic search employed in this study covered major
databases using keywords: "blockchain federated learning”, "smart
grid”, '"distributed energy resources”, "smart grid security”, and
"privacy-preserving energy systems”. From an initial pool of 150+
papers, the study applied systematic selection criteria to identify the
most relevant and technically comprehensive architectures. The se-
lection criteria included relevance to DER applications, focusing on
architectures specifically designed for distributed energy resource man-
agement, smart grids, or energy trading systems. Recency was pri-
oritized by selecting publications from 2020-2025 to capture the
most recent developments in this rapidly evolving field. Technical
completeness was ensured by selecting architectures with sufficient de-
tail regarding blockchain integration, federated learning mechanisms,
and cybersecurity considerations. This study emphasizes cybersecurity
focus by including solutions that explicitly address one or more as-
pects of the four-layer cybersecurity framework encompassing device,
firmware, cyber network, and management application layers. Diver-
sity of approaches was maintained through representative coverage
of different integration strategies including blockchain as aggregator,
smart contract-controlled training, hierarchical structures, and cross-
chain implementations. Finally, the research required performance
evaluation capabilities, selecting architectures with available perfor-
mance metrics or sufficient detail to enable comparative analysis across
the evaluation indices. Several architectures were excluded due to
limited applicability to DER systems, insufficient technical detail, the-
oretical proposals without implementation frameworks, redundancy
with selected architectures, or publication dates outside the target
timeframe.

2.2. Blockchain fundamentals and applications
At its core, a blockchain is a distributed, immutable, and transparent

digital ledger. Instead of residing on a single central server, copies
of the ledger are maintained across numerous computers (nodes) in

a network. Transactions are grouped into blocks, and each new block
is cryptographically linked to the previous one, forming a chain. This
structure, combined with cryptographic principles, makes altering past
records computationally infeasible, ensuring data integrity [17]. Key
concepts underpinning blockchain relevant to DERMS include:

2.2.1. Basic principles of blockchain technology

Decentralization. Unlike traditional centralized databases controlled by
a single entity, blockchain networks distribute data and control across
multiple participants. This eliminates single points of failure and re-
duces reliance on central intermediaries for validation. In the context
of DERMS, this means data related to energy generation, consumption,
or grid status can be shared and verified by multiple authorized parties
without needing a central utility or aggregator to act as the sole
gatekeeper for all information [18,19].

Consensus mechanisms. To ensure all nodes in the distributed network
agree on the validity of new transactions and the state of the ledger,
blockchains employ consensus mechanisms. These are protocols that
nodes follow to reach an agreement. Common mechanisms include (see
Table 2):

(i) Proof-of-Work (PoW): Used by Bitcoin, PoW requires nodes (min-
ers) to solve complex computational puzzles to validate transac-
tions and add new blocks. While highly secure against certain
attacks, it is notoriously energy-intensive and can have low
transaction throughput [20].

(ii) Proof-of-Stake (PoS): Validators are chosen to create new blocks
based on the number of tokens they “stake” or lock up as
collateral. PoS is significantly more energy-efficient than PoW
and often allows for faster transaction speeds. Various forms of
PoS exist, each with different security and performance trade-
offs [21].

(iii) Practical Byzantine Fault Tolerance (PBFT): A consensus algorithm
designed for faster performance in permissioned (non-public)
networks. It relies on a specific number of nodes agreeing be-
fore a transaction is validated, offering high throughput and
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Table 2

Comparison of blockchain consensus mechanisms for DERMS.
Feature Proof-of-Work (PoW) Proof-of-Stake (PoS) PBFT Suitability for DERMS
Mechanism Solving puzzles Validators stake tokens Voting among validators Varies based on use case/network type
Energy Consumption Very High Low to Moderate Low PoS/PBFT preferred for energy context
Transaction Speed Low Moderate to High High PoS/PBFT better for real-time needs
Scalability Low Moderate to High High (known validators) PoS/PBFT offer better potential
Security Model Computational power Economic incentives (stake) Tolerates <= 1/3 faulty nodes All robust, different attack vectors
Permissioning Typically Public Public or Permissioned Typically Permissioned Permissioned variants often favored

low latency but requiring a known set of participants [22,23].
Other mechanisms like Proof of Authority (PoA) or delegated
versions of PoS also exist, often tailored for specific network
requirements. The choice of consensus mechanism significantly
impacts a blockchain’s performance, energy consumption, and
security model, making it a critical design decision for DERMS
applications.

Smart contracts. These are self-executing contracts with the terms of
the agreement directly written into code. They run on the blockchain
and automatically execute predefined actions when specific conditions
are met, without the need for intermediaries [24]. For DERMS, smart
contracts can automate processes like:

(i) Executing peer-to-peer energy trades when generation and con-

sumption data match agreed terms.

(i) Automatically disbursing payments for grid services provided by
DERs.

(iii) Managing access rights for EV charging stations based on pay-
ment confirmation.

(iv) Enforcing demand-response agreements automatically when grid
signals are received.

2.2.2. Public, private and consortium blockchains
The governance model and accessibility of a blockchain are crucial
considerations for its application in the energy sector (see Table 3):

Public blockchains. Anyone can join, view the ledger, and participate in
the consensus process (if applicable, like PoOW mining) of Bitcoin and
Ethereum, for instance. They offer high transparency and censorship
resistance but often suffer from lower transaction speeds, higher costs,
and potential privacy concerns for sensitive energy data [25]. Their
permissionless nature might be unsuitable for critical infrastructure
management.

Private blockchains. Access and participation are controlled by a single
organization. They offer high speed, scalability, and privacy, as only
authorized nodes can validate transactions or view data. Suitable for
internal processes within a utility or a single entity managing its
DER assets, but lack the inherent trust benefits for multi-stakeholder
collaboration [26].

Consortium blockchains. Governed by a pre-selected group of organi-
zations (e.g., multiple utilities, regulators, aggregators). Participants
are permissioned, meaning their identities are known. This model
strikes a balance between the trust and transparency needs of multi-
party systems and the performance and privacy requirements of the
energy sector. It allows collaborating entities to share a trusted ledger
while maintaining control over who can participate and access specific
data [27,28]. Consortium blockchains are often considered the most
promising type for complex DERMS implementations involving diverse
stakeholders.

2.2.3. Blockchain scalability limitations and solutions

While blockchain technology offers a robust framework for decen-
tralized and secure DER management, its practical implementation is
hindered by inherent scalability limitations. The core challenge stems
from the blockchain trilemma, which suggests that a network cannot

simultaneously optimize for decentralization, security, and scalabil-
ity [29]. For DER applications, which can involve thousands of high-
frequency transactions from devices like solar inverters, smart meters,
and electric vehicles, the low transaction throughput (Transactions Per
Second, or TPS) and high latency of foundational blockchains present
a significant bottleneck. For instance, while Bitcoin and Ethereum can
only handle approximately 7 TPS and 15-30 TPS, respectively [30],
a large-scale DER system might require a capacity of thousands of
TPS for real-time market operations and grid management. This dis-
parity makes many standard blockchain architectures unsuitable for
time-sensitive DER control and trading applications.

To address these limitations, several scaling solutions have been
proposed, which can be broadly categorized into Layer-2 solutions and
other architectural techniques.

(i) Layer-2 Scaling Solutions: These are protocols built atop a primary
(Layer-1) blockchain. They process the bulk of transactions off-
chain, leveraging the main chain primarily for security and final
settlement [31].

(a) State Channels: State channels create a private, off-chain
transaction channel between two or more participants
[32]. For DERs, a prosumer and a local utility could
open a channel, conduct numerous micro-transactions for
energy trading off-chain with near-instant finality, and
only record the net settlement on the main blockchain
when the channel is closed. This drastically reduces the
transactional load on the main chain.

Rollups: Rollups improve scalability by bundling or
“rolling up” hundreds of off-chain transactions into a sin-
gle, compressed transaction that is submitted to the main
chain

[33]. Optimistic Rollups assume the bundled transac-
tions are valid and rely on a dispute resolution period
where “fraud proofs” can be submitted. In contrast, Zero-
Knowledge (ZK) Rollups use cryptographic validity proofs
(such as ZK-SNARKs) to verify every transaction bundle
instantly, offering higher security and faster finality [33].

()

-

(ii) Other Scaling Techniques: Alongside Layer-2 solutions, modifica-
tions to the base-layer protocol can also enhance scalability.

(a) Sharding: This technique partitions a blockchain network
into smaller, parallel chains known as ‘“shards”. Each
shard processes its own set of transactions and smart con-
tracts, allowing the network to handle multiple transac-
tions simultaneously [34]. This parallel processing capa-
bility significantly increases the overall network through-
put.

(b) Alternative Consensus Mechanisms: The choice of con-
sensus mechanism critically impacts a blockchain’s per-
formance and energy consumption. Moving away from
energy-intensive and slow mechanisms like Proof-of-Work
(PoW) is a key strategy for DER applications. More effi-
cient alternatives like Proof-of-Stake (PoS) and Practical
Byzantine Fault Tolerance (PBFT) offer higher transaction
speeds, lower latency, and significantly reduced energy
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Table 3
Comparison of blockchain types for DERs.
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Feature Public blockchain Private blockchain Consortium blockchain Suitability for DERMS
Access Permissionless (Anyone can Permissioned (Single Permissioned (Governed by a Consortium or Private generally
join) organization control) group of organizations) preferred for control and privacy
requirements.
Governance Decentralized via community Centralized control by the Semi-Decentralized control by Consortium model aligns well with
or code protocol single owning organization the governing group of the multi-stakeholder reality of
members DERMS.
Speed Generally Slow transaction High speed and scalability High speed and scalability Private or Consortium types better
throughput potential potential suited for performance needs in
energy systems.
Privacy Transparent ledger High privacy via controlled High privacy with Private or Consortium offer better
(Pseudonymous identities) data access configurable access controls data confidentiality for sensitive
amongst members energy data.
Trust Model Trust primarily in the Trust placed in the single Trust established among the Consortium provides a robust

underlying code/protocol owning organization

consortium members via
governance

framework for inter-organizational
trust without a central intermediary.

consumption, making them better suited for the real-time
needs of energy systems [35]. Purechain [36,37] used
the Proof of Authority and Association (PoA?) consensus
algorithm [38], which is a tuned version of the PoA
consensus and pairing it with the Smart Auto Mining
(SAM) [39] algorithm to achieve high TPS.

By integrating these advanced scaling solutions, blockchain can bet-
ter meet the demanding performance requirements of large-scale DER
management systems, making it a more viable and efficient platform
for the future smart grid.

2.2.4. Blockchain applications and challenges in DERs

The unique characteristics of blockchain enable several promising
applications within the DER management system landscape, transform-
ing how energy is traded, managed, and accounted for. Blockchain
platforms with smart contracts automate market systems where energy
generated by DERs (e.g., solar PV) can be securely traded directly
between producers and consumers—within a local distribution network
or microgrid [40,41]. They also provide secure auditable ledgers for
data sharing in DER systems [42,43]: internet of things (IoT) sensors
monitoring grid conditions, smart meters measuring consumption/gen-
eration, EV chargers reporting status and energy usage, battery systems
indicating state-of-charge, and weather forecasts predicting renewable
generation.

Despite these promising features of blockchain to DER management
systems, many current blockchain platforms have limited transaction
throughput (Transactions Per Second, TPS). For example, Bitcoin han-
dles ~ 7 TPS, while Ethereum handles ~ 15-30 TPS [13]. Real-time
energy management and market operations might require handling
thousands TPS, especially with large numbers of DERs sending frequent
data updates or participating in high-frequency trading. Meanwhile,
newer consensus mechanisms (like PoS, PBFT) and Layer-2 scaling
solutions (e.g., state channels, sidechains) are being developed to ad-
dress this. Nonetheless, achieving the required performance for large-
scale, real-time DER management systems remains an active research
area [18,38,44]. Also, the high energy consumption associated with
PoW consensus mechanisms can be a major obstacle to energy-efficient
clean energy transition [12]. Other limitations include the poor interop-
erability of new blockchain platforms with legacy energy systems [45],
regulatory uncertainty [46], and high investment cost [47].

2.3. Distributed learning for DER systems

Distributed learning enables the training of machine learning mod-
els across multiple devices or nodes, facilitating decentralized data

processing and decision-making [48]. In smart energy management, it
optimizes energy usage by integrating data from smart meters, sensors,
and Internet of Things (IoT) devices [49]. Multi-agent reinforcement
learning (MARL) enhances energy coordination in smart communities,
optimizing energy use across buildings to reduce costs and balance
demand more effectively [50]. Distributed energy resource manage-
ment systems (DERMS) utilize distributed learning to manage resources
such as solar panels, battery storage, and electric vehicles, thereby
improving energy distribution and grid reliability. Machine learning al-
gorithms in DERMS enable dynamic scheduling, enhancing energy uti-
lization and minimizing waste by adapting to changes in demand [50,
511.

Centralized machine learning, while effective, faces limitations in
smart energy management, such as inefficiency in handling large data
volumes from smart meters, sensors, and IoT devices [52]. It incurs high
data transmission costs and raises privacy concerns due to the need
for sharing sensitive data with a central server [52]. Additionally, cen-
tralized systems struggle with scalability, as they can be overwhelmed
by diverse and distributed data sources from multiple buildings and
devices [53]. FL mitigates the limitations of centralized systems by
keeping data on local devices and enabling collaborative model training
across distributed nodes [54]. This reduces communication overhead,
ensures data privacy, and enhances scalability, making it well-suited
for applications like DERMS, which require real-time, decentralized
decision-making [55].

2.3.1. Decentralized learning

Decentralized learning is becoming an essential tool for managing
the complexities of modern energy systems [56]. Several studies have
explored its potential in smart energy management [57]. One frame-
work uses reinforcement learning to optimize decentralized energy
systems, improving scalability and robustness while balancing supply
and demand and reducing reliance on external energy sources [57,58].
Another study introduces the SmartGrid Al platform, which combines
deep reinforcement learning and neural networks to optimize energy
consumption, predict demand, and enable peer-to-peer energy trading,
resulting in reduced energy costs and increased utilization of renewable
energy [59]. Additionally, blockchain and FL have been proposed to
enhance the security, efficiency, and scalability of decentralized energy
management systems [60,61].

The increasing adoption of renewable energy sources and DERs
has made power grids more dynamic, rendering traditional centralized
control methods less efficient due to scalability, latency, and vulnerabil-
ities [62]. As a result, decentralized learning, particularly multi-agent
reinforcement learning (MARL), has emerged as a viable solution for
smart energy management [57,63]. In this framework, each DER or
group of DERs acts as an autonomous agent that makes decisions
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based on local information and interactions with other agents, opti-
mizing the system’s overall performance while maximizing individual
rewards [63].

Despite its promise, decentralized learning for energy systems faces
challenges such as handling limited local observations, sparse rewards,
scalability with increasing DERs, and ensuring stability and safety in
grid operations [57]. Future work could focus on enhancing com-
munication protocols, improving the robustness of algorithms against
grid failures, integrating physical grid models, and exploring hybrid
approaches that combine decentralized learning with traditional opti-
mization techniques for better performance [57].

2.3.2. Multi-agent reinforcement learning (MARL) for decentralized DER
control

The growing integration of DERs (e.g., solar, wind, and storage)
introduces significant uncertainty and variability into power distri-
bution networks, challenging traditional centralized control due to
issues related to scalability, latency, and resilience [62]. In response,
decentralized approaches, particularly MARL, have gained traction.
They enable each DER or group to function as autonomous agents,
facilitating localized learning, inter-agent coordination, and adaptive
decision-making in dynamic environments [64].

Effective communication and coordination are key for optimiz-
ing performance. Additionally, a graph neural network-driven intrin-
sic reward mechanism for heterogeneous multi-agent cooperation im-
proved coordination and addressed challenges like partial observability
and reward sparsity, demonstrating superior performance in cooper-
ative scenarios [64]. Zhang et al. [62] introduced a fully decentral-
ized MARL approach where agents at communication network nodes
make decisions based on local observations and messages from their
neighbors. They proposed two scalable, decentralized actor-critic algo-
rithms with function approximation to address extensive MARL prob-
lems, where agents’ joint actions influence the environment’s state and
rewards [62].

2.3.3. Federated learning for privacy-preserving energy optimization

Federated learning enables privacy-preserving energy management
by allowing distributed devices, such as smart meters and sensors, to
train machine learning models collaboratively without sharing sensitive
data [65]. Each device processes local data and contributes to a global
model, enhancing decision-making in energy management systems like
DERMS. This decentralized approach ensures privacy by keeping data
local while optimizing energy usage, demand forecasting, and efficient
distribution across devices. Lee et al. [66] proposed a federated deep
reinforcement learning framework for managing shared energy storage
systems in smart buildings, ensuring privacy by sharing only portions of
the trained neural networks, thereby avoiding the transmission of raw
energy consumption data. The joint optimization framework presented
by Ju et al. [67] focused on balancing global model accuracy, minimiz-
ing total energy consumption, and reducing energy usage disparities
across devices, demonstrating the efficiency of federated learning in
energy management. To address the non-independent and identically
distributed data problem in federated learning, the FedClusAvg algo-
rithm, as utilized by Li et al. [68], enables prosumers to participate
in intelligent decision-making while preserving privacy. A resilient
FL approach was introduced in [69] for cyber-attack detection and
mitigation in electric vehicle demand forecasting. Due to its popularity
in academia and industry, FL will be studied in greater detail in
subsequent sections of this paper.

2.3.4. Edge artificial intelligence

Edge AI deploys algorithms directly on local devices, such as sen-
sors, controllers, and smart meters, enabling real-time data processing
and decision-making without relying on centralized cloud servers [70].
This reduces latency and bandwidth consumption, making it suitable
for energy systems that require rapid responses, such as dynamic load
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balancing and optimization [71]. By enabling autonomous decisions,
it enhances microgrid efficiency, optimizes energy storage, supports
predictive maintenance, and facilitates the integration of renewable
energy. It also improves security and privacy by keeping sensitive
data localized, which reduces risks associated with cloud data trans-
mission [72]. In large-scale deployments, it ensures scalability and
prevents overloading of the centralized infrastructure. This improves
grid stability, optimizes energy flow, and enhances predictive mainte-
nance, contributing to sustainable energy management. A review by
authors [73] synthesizes findings from over 200 studies, emphasiz-
ing Al’s role in improving energy system reliability, resilience, and
efficiency, particularly through big data and smart grids.

2.3.5. Swarm learning

Swarm learning enables sensors and smart meters to optimize en-
ergy consumption and generation autonomously. It scales effectively
with the addition of new devices, enhancing the flexibility and re-
silience of systems like smart grids and microgrids, and ensures con-
tinued operation during device failures [71]. Swarm learning enhances
energy efficiency by enabling distributed energy resources to collab-
orate and balance production and consumption. It facilitates secure
data sharing by exchanging model updates instead of raw data, ad-
dressing privacy concerns [72]. This approach supports decentralized
optimization for energy dispatch, grid management, and integrating
renewable energy, providing a scalable, secure, and resilient solution
for advanced energy systems. Mongail et al. highlight the role of artifi-
cial neural networks and reinforcement learning in predicting energy
demand [71]. Another study proposes a Salp swarm-optimized twin
support vector machine for predicting smart grid stability and opti-
mizing energy management, demonstrating the effectiveness of swarm
learning in renewable energy management [72].

2.3.6. Applications and challenges of distributed learning

Applications of distributed learning techniques span Al-driven en-
ergy and load forecasting [73,74], through cyber security intrusion
detection [6], to adaptive demand response [75], and real-time op-
timization of DERs [51]. These applications provide benefits such as
scalable management of DER systems [14], real-time decision making
at the edge [76], enhanced privacy and security, and improved energy
efficiency [51].

There are several challenges associated with the above methods.
Managing and integrating data from diverse sources and formats while
ensuring consistency and accuracy across distributed nodes requires
sophisticated data preprocessing and normalization techniques [76].
Distributed learning methods also require efficient communication pro-
tocols to synchronize updates and share information among nodes in-
creasing latency and complexity [14]. Edge devices often have limited
computational power and storage capacity, which restricts the com-
plexity of models that can be deployed [51]. While distributed learning
enhances privacy, it also introduces new cyber security challenges, such
as securing communication channels and protecting against distributed
denial-of-service attacks [76,77].

3. Cyber security framework for DER layers and lifecycle

This section introduces the four-layer cyber security framework for
DERs, which will be further in the rest of the paper. It also covers the
cyber security vulnerabilities across the four layers and then adapts the
five stages of the cyber security lifecycle to DER systems.

3.1. Four-layer cyber security framework

Prior studies suggest a three-layer approach to DER cyber security
hardening [6]. However, this excludes protection for the edge-based
controller collocated at the DER. Meanwhile, this controller, which is
present at each DER node is a significant potential entry-point through
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Fig. 2. Cyber security layers, vulnerabilities and mitigation by integrated blockchain-federated learning.

which malware can be introduced into the network-wide DER system.
The importance of attack-resilient firmware for DER micro-controllers,
digital signal processors and field-programmable gate array integrated
circuits is well discussed in several literature [78-80]. However, this
layer is not explicitly accounted for in [6].

Therefore, this paper adopts the four-layer cyber security frame-
work shown in Fig. 2. This approach provides a holistic approach to
cyber security by organizing attack surfaces, vectors, and mitigation
strategies into four tightly coupled layers comprising: device/physical,
firmware/control, cyber network, and DERMS/application layers. Each
layer is tailored to unique attack modalities while reinforcing adjacent
layers for comprehensive resilience.

3.1.1. Device layer

This layer represents the physical components of DERs—sensors,
converters, smart meters, and communication modules. Since these are
frequently deployed in remote or unsupervised locations [81], they are
susceptible to physical tampering, hardware Trojans, and side-channel
attacks. Access controls (locks, surveillance, and tamper alarms) deter
physical intrusion. Hardware authenticity can be validated by sup-
ply chain security through vendor audits and component provenance
tracking ensure.

3.1.2. Firmware layer

This layer governs the logic embedded in power electronic con-
verters and smart controllers. It executes real-time algorithms such
as maximum power-point tracking, frequency/voltage control, and is-
landing detection [82]. Firmware vulnerabilities include unauthorized
firmware updates and exploitation of legacy control architectures with-
out security patches. This layer can be hardened by securing over-the-
air firmware updates with digital signatures, and anomaly detection
algorithms.

3.1.3. Cyber network layer
This layer facilitates data exchange (through networking, routing,
and communication protocols) between DERs, aggregators, supervisory

control and data acquisition (SCADA) systems, and utilities. Attack-
ers can target this layer to disrupt operations or exfiltrate sensitive
data. Key vulnerabilities include: man-in-the-middle attacks, denial-of-
service attacks on control centers or gateways, ransomware targeting
SCADA servers. These weaknesses can be mitigated by end-to-end
encryption, mutual authentication, and intrusion detection systems.

3.1.4. DERMS application layer

Distributed energy resource management systems (DERMS), fore-
casting engines, optimization modules, and energy market interfaces
are at the highest layer. These applications orchestrate DER dispatch,
demand response, and market participation using AI/ML models, often
deployed in the cloud. Key vulnerabilities include: algorithmic manipu-
lation, false data injection, and compromise of cloud-hosted controllers.
These vulnerabilities can be mitigated by zero trust architecture and
anomaly detection.

3.1.5. Mapping to traditional cybersecurity domains

The proposed four-layer framework inherently addresses traditional
cybersecurity classifications across architectural boundaries. Network
Security encompasses encrypted communication protocols, mutual au-
thentication, and intrusion detection systems spanning cyber network
and application layers. Endpoint Security primarily resides within de-
vice and firmware layers through access controls, tamper detection,
secure boot processes, and anomaly monitoring at individual DER
units. Application Security manifests in the DERMS layer via zero-trust
architecture, role-based access controls, and secure API implemen-
tations. Data Security operates cross-layer, implementing end-to-end
encryption from device sensors through network transmission to ap-
plication storage, ensuring data integrity, confidentiality, and privacy-
preserving analytics throughout the entire DER ecosystem. This inte-
grated approach provides comprehensive coverage while maintaining
architectural coherence.
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3.2. Cybersecurity vulnerabilities in DERs

DERs face multifaceted cybersecurity threats that exploit vulnera-
bilities across the four-layer framework (see Fig. 2), necessitating com-
prehensive defense strategies to maintain grid stability and operational
integrity.

3.2.1. Device layer vulnerabilities

Physical DER components deployed in remote locations present sig-
nificant attack surfaces through hardware manipulation, supply chain
compromises, and environmental exploitation. Attackers can install
hardware Trojans during manufacturing, conduct physical tampering
of sensors and smart meters to inject false readings, or exploit side-
channel attacks to extract cryptographic keys from power converters.
The distributed nature of DER installations compounds these risks, as
many devices operate without continuous monitoring or physical secu-
rity controls. Electromagnetic interference attacks can disrupt sensor
accuracy, while device cloning enables unauthorized network access
through legitimate device credentials.

3.2.2. Firmware layer threats

Embedded control systems executing critical real-time algorithms
become prime targets for sophisticated adversaries seeking to manip-
ulate power flow or destabilize grid operations. Firmware vulnerabili-
ties manifest through exploitation of unpatched legacy systems, unau-
thorized over-the-air updates that install malicious code, and reverse
engineering of proprietary control algorithms. Attackers can modify
maximum power-point tracking algorithms to reduce renewable energy
output, compromise islanding detection mechanisms to create danger-
ous operating conditions, or inject malware that propagates through
firmware update channels to multiple DER units simultaneously.

3.2.3. Cyber network layer attacks

Communication infrastructures connecting DERs to control cen-
ters face persistent threats from network-based adversaries. Man-in-
the-middle attacks intercept and modify control commands between
DERMS and field devices, potentially causing equipment damage or
grid instability. Distributed denial-of-service attacks overwhelm SCADA
systems and communication gateways, disrupting real-time monitoring
and control capabilities. Ransomware specifically targeting industrial
control systems can encrypt critical operational data, while advanced
persistent threats establish covert channels for long-term espionage and
sabotage operations.

3.2.4. DERMS application layer risks

Cloud-hosted management systems and Al-driven optimization en-
gines present high-value targets for cyber criminals and nation-state
actors. Algorithmic manipulation attacks poison machine learning mod-
els used for demand forecasting and dispatch optimization, leading to
suboptimal resource allocation and increased operational costs. False
data injection attacks compromise market participation algorithms,
enabling financial fraud and market manipulation. Cloud infrastructure
vulnerabilities expose sensitive customer data and proprietary con-
trol strategies, while compromised application programming interfaces
enable unauthorized access to critical system functions.

These vulnerabilities necessitate the integrated BlockFL solutions
discussed in Section 5, which provide distributed trust mechanisms and
privacy-preserving techniques to address threats across all four layers
while supporting the comprehensive cyber security lifecycle framework
presented in Section 3.3.
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3.3. Cyber security life cycle strategy for DERs

The cyber security hardening of DERs in this study is guided by
the five key functions defined by the National Institute of Standards
and Technology (NIST): prevention, detection, analysis, decision, and
recovery [83]. Prevention strategies avoid cyber security incidents by
reducing vulnerabilities in the DER system across different layers from
the physical layer to the DERMS application layer. Prevention strate-
gies include strong authentication, encrypted communication, secure
firmware updates, and role-based access control. For instance, micro-
grid controllers and DER aggregators must restrict access to autho-
rized users only. Similarly, mitigation mechanisms that prevent cyber
intrusions can be triggered by the detection of abnormal activities.

Detection aims to identify cyber-attacks and trigger alarms when
they occur. Detection systems monitor real-time network traffic in the
DER system, and must be capable of intrusion and anomaly detection.
For example, if an unauthorized command is sent to curtail solar
output during peak hours, a robust detection mechanism must raise
an alarm immediately. This anomaly detection is best done by edge-
based analytics embedded on the DER devices which do not rely on
centralized cloud servers.

Analysis is necessary to determine the root cause, scope, and poten-
tial impact of detected incidents. For instance, a coordinated attack on
multiple smart meters may indicate a broader malware campaign. Next,
a timely decision must be made to contain or mitigate the threat. DER
cyber-security decisions are best implemented by automation, and with
minimal latency. Such decisions can include isolating a compromised
converter, re-routing power flows, or revoking access credentials of
a malicious actor. The recovery stage of the lifecycle restores DER
systems to normal operation while preserving data and trust. Recovery
mechanisms include firmware rollback, re-synchronization of DER con-
trol settings, and restoration from backup configurations. Fig. 6 shows
a mapping of BlockFL solutions across these five stages.

4. Overview of BlockFL architectures

This section introduces the generic features of BlockFL architec-
tures, highlighting how BlockFL facilitates the synergistic relationship
between both blockchain and FL. Next, ten promising BlockFL architec-
tures in the literature are discussed, their performance analysis based
on applicability to the four DER layers, privacy-utility trade-offs and
resource-consumption characteristics.

4.1. Generic characteristics of BlockFL

The integration of blockchain and FL creates a powerful framework
particularly well-suited for distributed energy resource (DER) manage-
ment. This synergy addresses critical weaknesses in both technologies,
enabling more robust, secure, and efficient energy systems, as shown
in Table 4.

FL suffers from vulnerabilities to model poisoning and dishonest
clients, a significant concern in energy networks where compromised
data could lead to grid instability. Blockchain mitigates this by creating
immutable logs of training updates and using consensus mechanisms to
filter anomalies. The lack of incentive mechanisms in FL is addressed
through blockchain smart contracts that reward honest participation.
In wind energy cooperatives, this encourages turbine operators to
share accurate performance data, creating more reliable regional wind
forecasting models while compensating data providers fairly. Similarly,
V2G EV networks benefit from these incentives, motivating EV owners
to share battery health and charging pattern data crucial for grid
balancing. Trust management between energy storage systems from
different vendors and owners becomes possible through blockchain’s
immutable reputation tracking. This enables neighborhood battery sys-
tems to collaborate in demand response programs despite having dif-
ferent manufacturers or owners, as blockchain establishes consistent
performance records.
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Table 4
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Mutual mitigation of blockchain and federated learning (FL) weaknesses in DER systems.

Weakness of blockchain How FL can help

Weakness of FL How blockchain can help

High resource and energy
usage

FL reduces transaction frequency via
selective model updates

Vulnerable to data/model
poisoning

Blockchain ensures accountability of
updates via smart contracts

Low scalability and high
latency

Local FL training avoids global
consensus bottlenecks

High communication overhead Blockchain enables asynchronous,
trustless coordination to reduce

communication

Limited interoperability
with legacy systems

FL adapts to heterogeneous edge
devices without protocol changes

Non-IID and imbalanced data
issues

Blockchain records data provenance
for better model weighting

Smart contract complexity
and bugs

FL can limit on-chain logic, shifting
ML off-chain

Privacy leakage through
model updates

Blockchain provides encrypted,
tamper-proof logging for auditability

Decentralization-efficiency
tradeoff in consensus

FL reduces blockchain load, enabling
simpler consensus protocols

Blockchain rewards honest
participants using tokens or credits

Lack of incentives for
participation

* 1ID means independent and identically distributed.
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Fig. 3. Classical FL and basic BlockFL architectures.

Conversely, FL addresses blockchain’s weaknesses. The high energy
consumption of proof-of-work consensus mechanisms is reduced by
FL’s approach of keeping computation off-chain. FL’s inherent privacy
preservation keeps sensitive data local, allowing utilities and residential
consumers to collaborate on consumption models without exposing
individual household patterns. For V2G applications, this means EV
charging behaviors can inform grid planning without compromising
driver privacy. Finally, FL provides intelligent anomaly detection that
blockchain alone lacks. In energy storage systems, this enables adap-
tive responses to emerging cyber threats or unusual grid conditions,
protecting critical infrastructure from novel attack vectors.

10

4.2. BlockFL architectures

4.2.1. Basic FL with blockchain logging

This is the simplest BlockFL architecture in which blockchain func-
tions primarily as an immutable ledger for logging FL model training
(see Fig. 3), as well as model upload and download exchanges be-
tween edge devices and the central aggregator [16,84]. It has a low
implementation complexity, but is able to preserves FL efficiency while
adding transparency of audit trail for all model updates. Nevertheless,
its central aggregator remains a single point of failure and has limited
protection against poisoning attacks at aggregation stage.

4.2.2. Blockchain as FL model aggregator

This structure (Fig. 4) overcomes the limitations of the basic BlockFL
by eliminating the single point of failure in aggregation. The blockchain
network directly performs model aggregation with the smart con-
tracts replace central aggregator functionality [85]. Since it is fully
decentralized, the edge devices act as miners that execute aggregation
algorithms, meanwhile, they also log model updates as transactions to
the blockchain. It has high latency, high computational overhead for
the blockchain network, and limited scalability with large models or
many participants.

4.2.3. FL with smart contract controlled training

In order to overcome the some of the native challenges of FL
such as malicious actors intending to poison the centralized model,
this architecture uses smart contracts to enforce training rules and
protocols [86]. Its transparent reward mechanism incentivizes com-
pliant nodes and penalizes non-compliance or malicious behavior by
an automated verification of participant contributions. However, it
requires complex rule designs, and smart contract vulnerabilities could
compromise system.

4.2.4. Blockchain-imbalanced FL

This highly specialized architecture addresses the unique challenges
of rare event detection in renewable energy systems, such as wind tur-
bine blade icing or solar panel failures [54]. The combined blockchain
security with class imbalance techniques handles both the security
requirements and the statistical challenges of learning from extremely
imbalanced datasets where critical events are rare. Despite its improved
model performance on minority classes, it could be overfitted to rare
events.

4.2.5. Hierarchical BlockFL

This has a multi-level blockchain structure where local blockchains
handle regional or domain-specific FL, while global blockchain coordi-
nates across local chains, as shown in Fig. 5. This improved scalability
for large-scale systems. Also, there layered model aggregation reduces
consensus overhead within local chains. Therefore, this BlockFL is capa-
ble of accommodating heterogeneous participant groups, while accom-
modating domain-specific optimization possible at local levels [87].
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Fig. 5. Hierarchical blockchain-federated learning architecture.

However, it suffers from inter-blockchain synchronization challenges
and potential inconsistencies between layers.

4.2.6. Sharded BlockFL

This structure features a horizontal partitioning of the blockchain
network with different shards handling distinct subsets of participants.
Load balancing across the network is ensured by periodical cross-shard
synchronization [88]. Furthermore, the parallel processing of FL. model
updates significantly improves the throughput capacity. Therefore, the
architecture facilitates ease of scale as DER edge devices as the system
size increases. Nevertheless, the complex shard structure increase man-
agement overhead requirements and introduces cross-shard security
vulnerabilities.

4.2.7. Cross-blockchain FL

This architecture utilizes multiple distinct blockchain technologies
with cross-chain communication protocols. Different blockchains serve
different regional or functional purposes while bridge contracts facil-
itate interoperability [89]. Therefore, it has the flexibility to leverage
strengths of different blockchain platforms across different regions by
accommodating heterogeneous participant requirements. It is limited
by security vulnerabilities at cross-chain interfaces and can be difficult
to debug when challenges arise.
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4.2.8. Zero-knowledge proof BlockFL

This architecture is critical for highly sensitive applications where
privacy is paramount. Zero-knowledge proof allows verification that
models were trained correctly on valid data without ever exposing that
data, even to other participants in the federated learning process [90].
It uses cryptographic proofs to verify computational integrity and has
strong security guarantees. Despite its resistance to data reconstruction
attacks, this structure has increased computational overhead and slower
training cycles due to proof generation/verification.

4.2.9. Blockchain-assisted split federated learning

This architecture is particularly suitable for edge computing devices
that have limited processing capabilities. The nodes could participate in
collaborative learning by computing only the first few layers of a neural
network locally, with blockchain securing the transfer of intermediate
activations to more powerful servers [91]. The computational load is
securely distributed through split learning with blockchain. Despite
reducing the client-side computational requirements, training is slowed
down due to sequential dependencies.

4.2.10. Energy-efficient lightweight BlockFL

This architecture is essential for applications where energy effi-
ciency is critical, such as battery-powered microgrids [92]. The
lightweight blockchain approach enables the constrained devices to
participate in federated learning without excessive energy consump-
tion. Therefore, it has higher transaction throughput at lower operating
costs. However, it has reduced decentralization due to dependency on
trusted validators, and is vulnerable to potential validator collusion.

Summary: Among the reviewed BlockFL architectures (summarized
in Table 5), the first five are commonly applied in DER-related litera-
ture: Basic FL with blockchain logging, blockchain as aggregator [85],
federated learning with smart contract controlled training [54,86], and
blockchain-imbalanced FL [54] which is specialized for critical event
detection. All the ten discussed architectures selected due to their
potential to improve DERS’ resilience to malicious attacks.

4.3. Mapping of BlockFL architectures to DER layers

Since each DER layer exhibits distinct attack vectors and compu-
tational constraints requiring tailored BlockFL approaches shown in
the last column of Table 5. The device layer benefits from energy-
efficient lightweight BlockFL due to power constraints in remote de-
ployments. The firmware layer requires split federated learning and
smart contract-controlled training to address processing limitations
while ensuring secure control logic updates. The cyber network layer
leverages zero-knowledge proof BlockFL for privacy-preserving data ex-
change. The DERMS application layer employs hierarchical and cross-
blockchain architectures for scalable multi-domain coordination. This
systematic mapping provides engineering guidelines for selecting ap-
propriate BlockFL architectures based on layer-specific security require-
ments and operational constraints in DER systems.

4.4. Performance analysis of BlockFL architectures

This section compares the BlockFL architectures using metrics in-
cluding latency, security, scalability, throughput, computational over-
head, energy consumption, complexity and fault tolerance, as summa-
rized in Table 6. The table, which considers bitcoin as the baseline pure
blockchain (BM2), was created from the authors’ interpretation of the
reported results in the reviewed literature. These are discussed in the
context of their practical suitability to the four layers of DERs earlier
introduced in Section 3.1.
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Table 5

Features of integrated blockchain-federated learning architectures.
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# Architecture name Key features Advantage Disadvantage Suitable DER layer
1 Basic FL with Blockchain Blockchain only records the model Simple, minimal integration Vulnerable if aggregator is Device
Logging [16,84] updates, no direct control over complexity. compromised.
aggregation.
2 Blockchain as Aggregator Blockchain miners or smart contracts No single-point-of-failure; fully High blockchain transaction DERMS

[85]

aggregate FL model updates.

decentralized.

overhead; scalability issues.

3 Federated Learning with
Smart Contract Controlled
Training [86]

Smart contracts define and enforce
the FL training rules, contribution
rewards, and penalties.

Enforces fairness and reduces
malicious behavior
automatically.

Gas fees (in public
blockchains) can become
expensive.

Firmware, Cyber Network

4 Blockchain-Imbalanced FL
[54]

FL is combined with blockchain and
class imbalance correction techniques
for rare event detection (e.g., wind
blade icing).

Specialized for critical-event
detection, robustness against
data imbalance.

Requires well-designed
imbalance strategies.

Firmware

5 Hierarchical Blockchain-FL
[871

Multiple local FL blockchains
connected to a global blockchain;
layered model aggregation.

Improves scalability, suits
large systems like smart grids.

Design and synchronization
complexity.

DERMS Application

6 Sharded Blockchain
Federated Learning [88]

Data and model updates are split
across multiple shard chains; sharded
blockchains synchronize periodically.

Supports high-throughput FL
systems, better load balancing.

Complex shard management
and security risk across shards.

Cyber Network

7 Cross-Blockchain Federated
Learning [89]

Different blockchains handle different
regions, and cross-chain
communication enables global FL
model integration.

Flexibility to support
heterogeneous participants.

Cross-chain protocols are
immature and risky.

DERMS Application

8 Zero-Knowledge Proof
(ZKP) Blockchain FL [90]

Nodes prove correctness of model
updates without revealing raw data

Maximum privacy
preservation, data

Heavy computation cost for
ZKP generation.

Cyber Network

or model details. confidentiality.
9 Blockchain-Assisted Split Split learning across clients and Reduces device-side Split learning setups can suffer ~ Firmware
Federated Learning [91] server with blockchain securing computation, strengthens from latency bottlenecks.
intermediate activations. security.
10  Energy-Efficient Uses Proof-of-Authority or Delegated Energy-efficient and scalable Relies on trusted validators; Device
Lightweight Blockchain-FL Proof-of-Stake blockchains to reduce for IoT and microgrids. partially centralized trust.
[92] FL transaction overhead.
DERMS is distributed energy resource management system, ZKP means zero-knowledge proof.
Table 6
Performance comparison of BlockFL architectures for DER applications.
# Architecture Latency Security Scalability Throughput Computational Energy Implementation Fault
overhead’ consumption® complexity tolerance®
1 Basic FL with 10-60s Moderate 200-1K nodes 200-1K TPS 20%—-40% 15%-35% Low 10%—-25%
Blockchain Logging
2 Blockchain as FL 10-60 mins High <10 nodes 3-50 TPS 100% 100% High 100%
Model Aggregator
3 FL with Smart 1-10 mins High 50-200 nodes ~ 50-200 TPS 40%-80% 35%-70% High 100%
Contract Controlled
Training
4 Blockchain- 1-10 mins High 10-50 nodes 50-200 TPS 100% 35%-70% Moderate 100%
Imbalanced FL
5 Hierarchical BlockFL ~ 1-10 mins High >1K nodes 200-1K TPS 40%-80% 35%-70% High >100%
6 Sharded BlockFL 10-60s Moderate >1K nodes >1K TPS 40%-80% 35%-70% Very High 25%-40%
7 Cross-Blockchain FL 10-60 mins Moderate 200-1K nodes  50-200 TPS 100% 100% Very High 25%-40%
8 Zero-Knowledge 10-60 mins Very High 10-50 nodes 3-50 TPS >100% 100% Very High 100%
Proof BlockFL
9 Blockchain-Assisted 10-60 mins High 50-200 nodes  3-50 TPS 20%-40% 15%-35% Moderate 100%
Split FL
10 Energy-Efficient 10-60s Low 200-1K nodes  >1K TPS 20%-40% <15% Low 10%-25%
Lightweight BlockFL
BM1 Pure FL (no <10s Low 200-1K nodes  >1K TPS <20% <15% Very Low 10%-25%
blockchain)
BM2  Pure blockchain (no 10-60 mins Very High 10-50 nodes 3-50 TPS 100% 100% Moderate 100%

FL)

a Percentages relative to Pure blockchain/Bitcoin (100%).
b Percentage of network nodes that can fail while system remains operational.
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4.4.1. Latency

Latency performance varies significantly across BlockFL architec-
tures, with critical implications for DER hierarchical layers. While Pure
FL (BM1) achieves very low latency, Basic FL with Blockchain Logging
(#1) and Sharded BlockFL (#6) demonstrate low latency suitable for
device-layer real-time operations and firmware-level control functions.
Energy-Efficient Lightweight BlockFL (#10) achieves minimal latency
approaching Pure FL performance, making it appropriate for battery-
constrained devices. Moderate latency architectures (#3, #4, #5) are
suitable for cyber network coordination and DERMS application-level
operations where sub-second response is not critical. High latency
systems (#2, #7, #8, #9) approach Pure blockchain (BM2) latency,
presenting challenges for time-sensitive DER operations, particularly
affecting device-layer responsiveness and firmware execution cycles in
grid stabilization scenarios.

4.4.2. Security

Security capabilities demonstrate clear architectural trade-offs
across DER implementation layers. Zero-Knowledge Proof BlockFL
(#8) provides the highest security through cryptographic verification,
essential for DERMS applications handling sensitive grid data, while
approaching Pure blockchain (BM2) security levels. Blockchain as
FL Model Aggregator (#2), Smart Contract Controlled Training (#3),
Blockchain-Imbalanced FL (#4), and Hierarchical BlockFL (#5) offer
high security suitable for cyber network protection and cross-layer
communication. Moderate security architectures (#1, #6, #7) provide
adequate protection for firmware-level operations and device coordina-
tion. Energy-Efficient Lightweight BlockFL (#10) exhibits low security
similar to Pure FL (BM1) due to trusted validator dependencies, limiting
its applicability to less critical device-layer functions where energy
efficiency outweighs security requirements.

4.4.3. Scalability

Scalability analysis reveals architecture suitability for different DER
deployment scales. Hierarchical BlockFL (#5) and Sharded BlockFL
(#6) achieve very high scalability, supporting large-scale DERMS ap-
plications and extensive cyber network topologies, matching Pure
FL (BM1) scalability. Basic FL with Blockchain Logging (#1), Cross-
Blockchain FL (#7), and Energy-Efficient Lightweight BlockFL (#10)
provide high scalability for medium-scale deployments across firmware
and device layers. Moderate scalability architectures (#3, #9) suit
regional DER networks. Low scalability systems (#2, #4, #8) are
constrained to small-scale implementations similar to Pure blockchain
(BM2), limiting their effectiveness in large-scale DER integration sce-
narios where thousands of devices require coordination across multiple
hierarchical levels.

4.4.4. Throughput

Throughput performance directly impacts DER system responsive-
ness across operational layers. Sharded BlockFL (#6) and Energy-
Efficient Lightweight BlockFL (#10) deliver very high throughput
through parallel processing and lightweight operations, approaching
Pure FL (BM1) performance levels while supporting high-frequency
device-layer communications and firmware updates. Basic FL with
Blockchain Logging (#1) and Hierarchical BlockFL (#5) provide high
throughput suitable for DERMS applications requiring frequent model
updates. Moderate throughput architectures (#3, #4, #7) accommo-
date standard cyber network operations. Low throughput systems (#2,
#8, #9) present significant limitations similar to Pure blockchain
(BM2) for real-time DER applications, particularly affecting device-
layer performance monitoring and firmware-level control loop execu-
tion in dynamic grid conditions.
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4.4.5. Computational overhead

Computational overhead analysis reveals critical constraints for
resource-limited DER devices. Basic FL with Blockchain Logging (#1),
Blockchain-Assisted Split FL (#9), and Energy-Efficient Lightweight
BlockFL (#10) exhibit low overhead, enabling deployment on con-
strained device-layer hardware and embedded firmware systems. Mod-
erate overhead architectures (#3, #5, #6) balance functionality with
resource requirements, suitable for cyber network nodes with moderate
processing capabilities. High overhead systems (#2, #4, #7) require
substantial computational resources, limiting deployment to DERMS
application servers. Zero-Knowledge Proof BlockFL (#8) demands very
high computational resources, restricting its use to specialized high-
security applications where computational cost is justified by security
requirements.

4.4.6. Energy consumption

Energy consumption patterns significantly impact DER device sus-
tainability and operational costs. Energy-Efficient Lightweight BlockFL
(#10) achieves very low consumption, critical for battery-powered
devices and edge-layer deployments. Basic FL with Blockchain Logging
(#1) and Blockchain-Assisted Split FL (#9) maintain low energy usage,
suitable for resource-constrained firmware implementations. Moderate
consumption architectures (#3, #4, #5, #6) balance functionality with
energy efficiency for cyber network operations. High consumption
systems (#2, #7, #8) require substantial power resources, limiting
deployment to grid-connected DERMS applications. The energy profile
directly affects device-layer battery life and operational sustainability
in distributed DER networks.

4.4.7. Implementation complexity

Implementation complexity varies substantially, affecting deploy-
ment feasibility across DER system layers. Basic FL with Blockchain
Logging (#1) and Energy-Efficient Lightweight BlockFL (#10) offer low
complexity, facilitating rapid deployment in device-layer and firmware
applications. Blockchain-Imbalanced FL (#4) and Blockchain-Assisted
Split FL (#9) present moderate complexity suitable for specialized
cyber network implementations. High complexity architectures (#2,
#3, #5, #6) require sophisticated development expertise and exten-
sive testing, appropriate for DERMS application-level deployments.
Zero-Knowledge Proof BlockFL (#8) and Cross-Blockchain FL (#7)
exhibit very high complexity, demanding specialized cryptographic
and multi-chain expertise, limiting their implementation to high-value,
security-critical applications.

4.4.8. Fault tolerance

Fault tolerance capabilities determine system resilience across DER
operational scenarios. Hierarchical BlockFL (#5) provides very high
fault tolerance through multi-layer redundancy, essential for critical
DERMS applications and cyber network resilience. High fault tolerance
architectures (#2, #3, #4, #8, #9) offer robust protection against
component failures, suitable for cyber network coordination and criti-
cal device-layer operations. Moderate fault tolerance systems (#6, #7)
provide adequate protection for standard DER operations. Low fault
tolerance architectures (#1, #10) present vulnerability risks, limiting
their deployment to non-critical device-layer functions where simplicity
and efficiency outweigh resilience requirements in DER system design.

4.4.9. Summary

The analysis reveals distinct performance trade-offs across BlockFL
architectures for DER applications. Energy-Efficient Lightweight
BlockFL (#10) and Basic FL with Blockchain Logging (#1) excel in
resource-constrained device-layer deployments, offering low latency,
minimal computational overhead, and energy efficiency but sacrificing
security and fault tolerance. Hierarchical BlockFL (#5) and Sharded
BlockFL (#6) demonstrate superior scalability and throughput for
large-scale DERMS applications, though with increased implementation



0.0. Babayomi et al.

complexity. Zero-Knowledge Proof BlockFL (#8) provides maximum se-
curity at the cost of computational resources and latency. The selection
depends on specific DER layer requirements, balancing performance
metrics against operational constraints across the four hierarchical
levels.

4.5. Privacy-utility trade-offs

The deployment of BlockFL architectures in DER systems necessi-
tates careful consideration of the inherent trade-offs between privacy
preservation and system utility. The study’s comparative analysis re-
veals three distinct categories of privacy-utility balance among the
examined architectures.

4.5.1. High privacy, constrained utility

Zero-Knowledge Proof BlockFL (Architecture 8) exemplifies the
maximum privacy preservation approach, enabling cryptographic proof
of model update correctness without data disclosure. This architecture
achieves very high security ratings but operates with low scalability
and throughput performance. The computational complexity of ZKP
generation results in high latency and energy consumption, limiting
its applicability to scenarios where privacy requirements supersede
performance considerations. Similarly, Blockchain as FL Model Aggre-
gator (Architecture 2) eliminates single-point-of-failure vulnerabilities
through fully decentralized aggregation, achieving high security at
the cost of high blockchain transaction overhead, resulting in reduced
scalability and throughput metrics.

4.5.2. Balanced privacy-utility performance

Smart Contract Controlled Training (Architecture 3) and Hierar-
chical BlockFL (Architecture 5) demonstrate optimal balance between
privacy preservation and system performance. Architecture 3 leverages
smart contracts to enforce training rules and fairness mechanisms
while maintaining moderate performance across latency, scalability,
and throughput metrics. Architecture 5 achieves very high scalabil-
ity through layered model aggregation while preserving high secu-
rity, though this requires high implementation complexity. Blockchain-
Imbalanced FL (Architecture 4) provides specialized capabilities for
critical event detection while maintaining high security, demonstrating
domain-specific optimization potential.

4.5.3. Utility-optimized approaches

Basic FL with Blockchain Logging (Architecture 1) and Energy-
Efficient Lightweight BlockFL (Architecture 10) prioritize system per-
formance over maximum privacy preservation. Architecture 1 achieves
high scalability and throughput with minimal integration complexity,
accepting moderate security levels and low fault tolerance. Architecture
10 demonstrates that consensus mechanism optimization (using Proof-
of-Authority or Delegated Proof-of-Stake) enables very high through-
put and very low energy consumption, though this introduces partial
centralization that reduces privacy guarantees.

The privacy-utility analysis indicates that DER system designers
must evaluate application-specific requirements against available com-
putational resources. Critical infrastructure applications may justify the
performance penalties associated with maximum privacy architectures,
while high-frequency trading or real-time grid management applica-
tions may require utility-optimized solutions with acceptable privacy
trade-offs.

4.6. Resource consumption analysis

Resource consumption patterns across BlockFL architectures reveal
significant variations in energy efficiency, computational overhead, and
scalability characteristics that directly impact deployment feasibility in
resource-constrained DER environments.
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4.6.1. Energy consumption characteristics

The architectures exhibit distinct energy consumption profiles di-
rectly correlated with their consensus mechanisms and cryptographic
complexity. Energy-Efficient Lightweight BlockFL demonstrates op-
timal energy performance through consensus mechanism selection,
achieving very low energy consumption suitable for IoT-scale DER de-
vices. Conversely, Zero-Knowledge Proof BlockFL and Cross-Blockchain
FL exhibit high energy consumption due to intensive cryptographic
operations and inter-chain communication protocols. Blockchain as
FL Model Aggregator shows high energy consumption attributable to
extensive blockchain transaction processing required for decentralized
aggregation.

4.6.2. Computational overhead analysis

Computational resource requirements vary substantially across ar-
chitectures, creating deployment constraints for resource-limited DER
devices. Zero-Knowledge Proof BlockFL imposes very high computa-
tional overhead due to cryptographic proof generation, potentially
exceeding the processing capabilities of edge devices in distributed
energy systems. Blockchain-Imbalanced FL requires high computational
resources for class imbalance correction algorithms, limiting its de-
ployment to computationally capable nodes. In contrast, Basic FL with
Blockchain Logging and Blockchain-Assisted Split FL. maintain low com-
putational overhead through simplified blockchain integration, making
them suitable for resource-constrained environments.

4.6.3. Performance-resource trade-off implications

The comparative analysis reveals that optimal BlockFL deploy-
ment requires multi-objective optimization considering privacy re-
quirements, performance specifications, and resource constraints. High-
throughput applications with moderate privacy requirements benefit
from energy-efficient lightweight approaches, while privacy-critical
applications may necessitate resource-intensive cryptographic solu-
tions despite performance penalties. The hierarchical and sharded
approaches provide intermediate solutions, offering enhanced scala-
bility at increased implementation complexity but manageable energy
consumption.

Summary: These findings suggest that practical BlockFL deploy-
ment in DER systems requires adaptive architecture selection based on
specific operational requirements, available computational resources,
and privacy sensitivity levels, rather than adopting a uniform solution
across diverse grid applications.

5. Recent advances of BlockFL for DERs

This section presents recent advances of BlockFL for DER cyber
security in the literature. The solutions are first analyzed with respect
to the four layers of DERs, and then mapped to the five stage of the
cyber security life cycle. Finally, the advantages and disadvantages of
the techniques are highlighted.

5.1. BlockFL for the four-layer cyber security framework

BlockFL solutions across the four DER cyber security layers are
discussed in the following and summarized in Table 7.

5.1.1. Device layer

At the lowest layer, DERs face threats such as sensor tampering,
side-channel attacks, hardware Trojans, and unauthorized physical ac-
cess. These risks are exacerbated in remote, unguarded installations
such as off-grid microgrids or residential solar units. Blockchain can
provide secure device identities and immutable provenance records
for hardware components. By registering unique device IDs and audit
trails on-chain [93], operators can trace and verify the origin and
authenticity of hardware, thereby reducing the risk of counterfeit de-
vices and tampering. FL offers a privacy-preserving mechanism for
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local anomaly detection. For example, lightweight FL models can be
deployed on edge devices to detect unusual sensor patterns or hardware
behaviors without uploading sensitive raw data. [94] demonstrated this
in renewable energy forecasting, showing that FL enables high accuracy
while preserving data confidentiality.

5.1.2. Firmware layer

Firmware manipulation or unauthorized updates to the control al-
gorithms in this layer can introduce catastrophic consequences, such as
power instability or device failure. Blockchain can be used to ensure the
integrity of firmware through tamper-proof version control and update
validation. [95] proposed using blockchain to manage secure data
exchanges between electric vehicles and central energy dispatch sys-
tems, with applications extendable to DER firmware validation. Smart
contracts can be programmed to allow only authenticated and autho-
rized updates to control software. FL. can monitor firmware behavior
across multiple DERs and learn patterns of firmware manipulation or
misconfiguration. [95,96] both applied FL to detect model anomalies
and predict system performance in a privacy-preserving manner. FL
can thus help distinguish between genuine firmware malfunctions and
coordinated attacks, enabling secure model sharing without centralized
data exposure.

5.1.3. Cyber network layer

Communication vulnerabilities, such as DoS, man-in-the-middle at-
tacks, and ransomware infiltration into SCADA, pose serious threats to
DER coordination and grid stability. Blockchain enhances communica-
tion integrity and resilience by securing peer-to-peer communications
with time-stamped transactions and immutable logs, any unautho-
rized modifications or delays can be traced and audited [96-98].
Hierarchical or dew-based blockchain architectures, such as those im-
plemented by [97], can also reduce latency and improve the reliability
of communications between distributed nodes. FL can be used to build
collaborative intrusion detection systems across DER sites. [85,94]
applied FL for distributed prediction and forecasting, achieving high
accuracy while mitigating data privacy risks. These same methods
can be adapted to detect anomalies in traffic patterns, unauthorized
signal injection, or abnormal device behavior in the network, making
real-time detection scalable and adaptive.

5.1.4. DERMS application layer

The DERMS layer manages energy scheduling, market bidding, grid
services, and coordination of multiple DER units. It is vulnerable to
higher-level attacks such as adversarial machine learning poisoning,
false data injection, or economic manipulation (e.g., false bidding or
dispatch signals). Blockchain smart contracts and consensus mecha-
nisms ensure transparency and enforce correct behavior in DERMS
logic. [97] used dew-computing blockchain with federated trading logic
to ensure privacy and profitability in peer-to-peer markets. [86] em-
ployed a proof-of-state-of-charge consensus for validating EV trading,
enhancing trust and reducing transaction fraud. At the DERMS layer,
FL allows for decentralized, privacy-preserving model training across
DERs while maintaining global accuracy. [98] proposed a hierarchi-
cal FL model using convolutional neural network-based bidirectional
long short-term memory attention with CKKS homomorphic encryption
(CKKS (Cheon-Kim-Kim-Song) allows computation on encrypted data
without decryption) to predict EV charging behavior, showing strong
privacy and low latency. [84] developed FL scheme for qualified local
model selection that achieved robust predictions with 35% fewer trans-
actions, enhancing both cyber security and scalability. A key limitation
of these approaches is that bidirectional long short-term memory and
CKKS introduce computational overhead, raising concerns for real-time
edge deployment.

5.2. BlockFL for cyber-security life cycle

Fig. 6 shows BlockFL solutions mapped across the cyber security
lifecycles of DERs.
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@ - Blockchain: immutable access control
Prevent - FL: local anomaly-resilient access models
- Smart contracts for identity & authentication
—
@ - Blockchain: Logs for tamper-proof audits
Detect - Network monitoring & intrusion detection
- FL: Real-time localized anomaly detection
—
@ - FL: Distributed pattern recognition
Analyze - FL: Decentralized root cause analysis

- Blockchain ensures integrity of event logs

- Rule-based threat classification

@

BlockFL-Based Cyber Security Life Cycle

Decide - FL: Models prioritize response locally
- Blockchain: Smart contract automated logic
—_—
@ - FL: Protects sensitive failure data
Recover - Smart contracts trigger rollback/restore

- FL-based distributed recovery modeling

Fig. 6. BlockFL solutions mapped across the cyber security lifecycle of DERs.

5.2.1. Prevention

BlockFL prevents cyber security incidences by removing single
points of failure, supporting secure edge intelligence, enforcing im-
mutable access policies, and predicts anomalies before they escalate.

Decentralized authentication and trust. Blockchain eliminates the single
point of failure by enabling decentralized identity and access manage-
ment. Smart contracts enforce access rules, while tamper-proof logs val-
idate network behavior [86,97]. In EV-based virtual power plants, [84]
applies FL to predict behaviors and proactively optimize energy man-
agement while maintaining secure aggregator-EV interactions on a
blockchain.

Privacy-preserving forecasting. [85,94] show that integrating sparse
transformer or bidirectional long short-term memory models via FL
avoids data exposure while improving renewable energy and EV load
forecasting. This reduces attack surfaces on centralized data lakes.

Tamper-proof policy enforcement. [98] used hierarchical blockchain to
enforce access control and encrypted FL model exchanges using CKKS,
preventing unauthorized interventions in EV charging networks.

5.2.2. Detection

BlockFL enables early detection via distributed data patterns, non-
repudiation and traceability of cyber events, and combined real-time
model feedback with historical audit logs.

Anomaly detection with federated models. [95,96] employ FL for real-
time anomaly detection without compromising data locality, improving
responsiveness.

Blockchain-logged evidence trails. Every FL model update and node
behavior can be logged immutably on blockchain [94], ensuring trans-
parent detection of tampering or poisoned models.

Cross-node intelligence sharing. In peer-to-peer microgrids, [97] use
blockchain to aggregate insights from distributed dew servers. Anoma-
lies in transactions or data patterns are detected by correlating logs
across the network.
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Table 7
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Integrated blockchain-federated learning solutions across DER cyber security layers.

Layer

Challenges

Blockchain solution

Federated learning solution

Device Layer

- Sensor/data tampering
- Hardware Trojans

- Physical access
vulnerabilities

- Hardware identity verification via
blockchain [93]

- Tamper-proof component
provenance records

- Lightweight FL models for local
anomaly detection [94]

- Local drift detection without raw
data exposure

Firmware Layer

- Maximum power-point
tracking or converter logic
manipulation

- Compromised firmware
updates

- Insider threats via legacy
access

- Immutable firmware logs and
version control on blockchain [95]
- Smart contract-based update
validation

- Anomaly detection using FL across
DERs [95,96]
- Encrypted gradient sharing in FL

Cyber Network
Layer

- Man-in-the-middle attacks
- Denial of Service (DoS)

- Spoofed control signals

- Packet interception

- Blockchain-secured communications
with integrity checks [96], [97]
- Time-stamped immutable logs [98]

- Distributed FL intrusion detection
systems [94]

- Traffic anomaly detection via local
FL agents

DERMS Application
Layer

- Scheduling/dispatch
manipulation

- Adversarial ML attacks
- False market bids or

- Smart contracts for policy
enforcement [97]

- Proof of SoC for transaction
validation [86]

- Encrypted hierarchical FL models
[98]

- Distributed model training to resist
poisoning [84]

poisoned models

5.2.3. Analysis

BlockFL provides immutable, time-sequenced forensic data, allows
collaborative threat attribution across organizations and maintains con-
fidentiality during cyber incident analysis.

Forensic integrity with blockchain. With blockchain maintaining a
tamper-proof history of actions, analysts can trace event chains and
attribute malicious activity reliably [93].

Distributed model comparison. FL enables comparison of local model de-
viations to identify malicious or compromised nodes [99]. For instance,
if a subset of clients shows model divergence, it may signal a poisoning
attack.

Secure and auditable aggregation. Federated model updates stored on
blockchain allow secure backtracking and root cause analysis, while
preserving local data privacy [86].

Edge-centric correlation. Smart contracts and FL coordination allow
local logs to be analyzed in correlation with global events [100],
enhancing threat attribution across charging infrastructure.

5.2.4. Decision

BlockFL reduces reaction time through local decision-making, elim-
inates human bottlenecks via smart contracts and increases decision
trust via consensus mechanisms.

Autonomous smart contracts. Blockchain-based smart contracts [97,
101] automate decisions like isolating a node or triggering
re-authentication, without central authority delays.

Adaptive learning with FL. FL facilitates fast local model updates in
response to new threats [85], enabling near-real-time decision-making
without retraining the full global model.

Weighted model aggregation. Trust scores and model accuracy metrics
logged on-chain can inform decision-making in FL aggregation [94],
balancing participation against risk.

5.2.5. Recovery
BlockFL maintains operational continuity, provides trusted state
snapshots, and facilitates long-term resilience through collaboration.

Model rollbacks and reinitialization. Since blockchain stores prior FL
updates immutably, it enables trusted rollback to known-good model
versions [54].
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Dynamic reconfiguration of network trust. Compromised or underper-
forming nodes can be flagged and excluded through consensus mecha-
nisms, while the rest of the network continues functioning securely [84].

Distributed data revalidation. Blockchain-backed logs and federated
metrics can be revalidated to restore operational parameters post-attack
without risking data leakage [98].

Collaborative  reputation recovery. Federated approaches using
blockchain can help nodes rebuild their trust scores through validated
contributions over time.

5.3. Overall evaluation

Table 8 summarizes the features of the key literature on BlockFL.
Across these studies, blockchain serves as a foundational trust an-
chor, enabling secure validation of transactions, coordinated agent
interactions, and tamper-proof management of model updates. Its im-
mutability ensures data integrity, which is essential in highly de-
centralized environments such as EV charging networks, peer-to-peer
energy trading, and smart microgrids. In parallel, FL offers scalable
and privacy-preserving intelligence, allowing edge devices like electric
vehicles, prosumers, and sensors to collaboratively train global models
without disclosing raw data. This is particularly valuable for applica-
tions such as load forecasting, user utility optimization, and dynamic
energy pricing. Many recent studies adopt hybrid architectures, includ-
ing hierarchical or semi-decentralized topologies [96-98], to strike a
balance between local autonomy and global coordination. Notably, FL
models tend to experience only marginal performance degradation—
typically around 1.7-5.7%—relative to centralized training approaches,
indicating that the trade-off between accuracy and privacy is acceptable
in practical implementations.

Nevertheless, the integration of blockchain and FL presents several
technical and operational challenges. Resource constraints remain a pri-
mary concern, as both technologies introduce additional computational
and communication overhead—especially on low-power edge devices.
Promising research directions include model compression, adaptive
consensus algorithms, and lightweight encryption methods. Further-
more, interoperability issues arise from the use of non-standardized
blockchain protocols and consensus mechanisms such as Avalanche or
Proof-of-State-of-Charge, which may limit seamless integration with
conventional grid infrastructures. The complexity of embedding FL
logic within smart contracts, as explored in works like [101], also
introduces difficulties in scaling and debugging. In addition, while some
consensus mechanisms like Proof of Authority and Federated Byzantine
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Summary of key literature on integrated blockchain-federated learning for DERs.

Reference

Application

Blockchain type

Key contribution

Advantage

Disadvantage

Electric Vehicle Applications

Al-chip and blockchain-based EV
integration using FL

FL-QLMS algorithm with reduced
transactions and improved prediction

Federated reinforcement learning +
Proof of State of Charge

Privacy-aware FL with blockchain for
secure smart EV data sharing

FL with CNN-BiLSTM-Attention +
Cheon-Kim-Kim-Song (CKKS)

Block-FeDL: BiLSTM +
blockchain-based FL aggregation

Vertical FL + blockchain to preserve

[96] EVs in VPPs Not specified
[84] EVs in VPPs Semi-decentralized
blockchain
[86] EV energy trading Avalanche blockchain
[95] Smart EV consumer Not specified
electronic devices in
cities
[98] EV charging networks Hierarchical blockchain
encryption
[85] EV load forecasting Decentralized
blockchain
[99] EV charging Blockchain for cloudlet
recommender system communication EV user privacy
[100] Vehicle-to-grid (V2G) Distributed ledger

operation

Privacy-preserving V2G scheduling
using FL and edge computing

Cost-efficient and
secure

5.7% better RMSE;
robust against attacks

High user utility;
validated in real-world
blockchain

Secure data exchange;
system reliability

Low latency, high
accuracy, strong
privacy

Up to 96% MAE
improvement;
decentralized learning
Reduced latency,
improved security
Scalability, reduced
latency, data protection

Slight accuracy drop in
FL; memory and
latency overhead
FL-QLMS
implementation
complexity

Complexity of custom
consensus

Generic blockchain,
lacks deployment
details

Homomorphic
encryption is
computationally heavy
High model complexity;
heavy BiLSTM
computation

Limited generalization
beyond cloudlet clusters
Needs intelligent edge
devices at all charging
points

Energy Trading

and Microgrids

[97]

P2P Energy Trading

Dew-computing

blockchain
[102] Secure energy trading Not specified (edge
in microgrids computing based)
[101] Energy trading and Smart contracts on

sharing among
microgrids

blockchain

BDC-FL system for private, profitable
energy trading

Distributed framework for energy
trading using blockchain and FL

Hybrid P2P energy trading/sharing
with smart contracts

Up to 18% profit gain;
privacy-preserving

Trustworthy, secure,
real-time edge trading

Autonomous switching
between trade/share;
privacy

Requires
dew-computing
infrastructure
Implementation
complexity in vehicular
environments
Complexity in
forecasting and
switching logic

Renewable Energy Systems and Forecasting

[94] RES prosumer Blockchain-integrated
forecasting FL
[54] Blade icing detection in Blockchain-enhanced FL

wind turbines

Sparse Transformer in FL for
renewable energy forecasting

BlockFL framework with validation
and imbalanced learning

Up to 20.4% MSE
improvement;
privacy-preserving
Improves privacy and
robustness of detection

Training complexity of
Transformer models

Added complexity for
validation/imbalance
handling

Grid Control and Management

[103] Decentralized frequency Proof-of-Authority
control in islanded MG
[104] Guarantee of Origin Federated Byzantine

verification

Agreement (FBA)

Smart contract participation matrix
for P2P trading

Blockchain platform for Guarantee of
Origin traceability compatible with
European Energy Certificate System

Robust frequency
control, decentralized
contracts

Fast processing, low
energy consumption

Complexity in design
and validation

FBA adoption
complexity and
scalability limitations

General Frameworks and Taxonomies

[93]

Internet of Energy

Not specified

Classified models combining
blockchain, smart contracts, and FL
in internet of energy

Broad overview and
taxonomy; clear
research directions

No experimental
implementation or
quantitative analysis

VPP is virtual power plant, P2P is peer to peer, QLMS is quaternionic least mean squares, BDC is blockchain and dew computing, RMSE is root mean square error, and CNN-BiLSTM
is hybrid Convolutional Neural Networks and Bidirectional Long Short-Term Memory networks.

Agreement offer reduced latency and energy use, they may compromise
decentralization and fault tolerance. Finally, data heterogeneity and
non-IID (non-independent and identically distributed) characteristics—
common in dynamic systems such as EV fleets and wind farms—
continue to pose unresolved challenges for robust federated model
training.

6. Challenges and future trends

The preceding state-of-the-art literature review reveals several per-
sistent challenges that hinder the seamless integration of BlockFL DER
systems. These challenges span technical, operational, and systemic
domains, impacting the scalability, security, and efficiency of such
integrations. While early BlockFL systems were only required for simply
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logging updates securely, present-day BlockFL systems are active in ag-
gregation, incentives, and privacy proofs. Based on current research di-
rections, and emerging technological capabilities, future trends include
BlockFLs with sector-optimized multi-chains which are quantum-safe
and are autonomously incentivized. This section is a comprehensive
discussion on the challenges and future trends of BlockFL solutions for
DER systems.

6.1. Challenges

6.1.1. Resource constraints on edge devices and network

The embedded processing units on DERs often have limited com-
putational power, storage capacity, and energy resources. However,
several BlockFL architectures propose the concurrent execution of FL
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Table 9
Existing standards for blockchain and federated learning.
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Standard

Scope

Specification

Relevance

IEEE 3230.02-2024 [105]

Blockchain Testing
Specification

Definitions, types, test specifications, test methods,

and test processes for blockchain systems including

functional, performance, security, stability, and
compliance testing

Provides testing framework for
blockchain components in DER
management systems

IEEE 3127-2025 [106]

Blockchain-based
Federated ML
Framework

Architectural framework guide for
blockchain-based federated machine learning
systems integration

Directly addresses BlockFL
integration challenges for DER
applications

IEEE 3241.01-2024 [107]

Blockchain in Low
Carbon Zones

Standard for using blockchain technology in low
carbon zone evaluation and management

Specific to renewable energy and
carbon footprint tracking in DER
systems

IEEE 3217-2023 [108]

Blockchain Application
Interface

API collection and data transmission format
between chain layer and application layer in
blockchain systems

Standardizes DER system integration
with blockchain networks

IEEE 2418.2-2020 [109]

Blockchain Data Format

Data format requirements, structures, types, and
elements for blockchain systems

Ensures interoperability of DER data
across blockchain platforms

ISO/TC 307 [110]

Blockchain and DLT
Technologies

Comprehensive standardization framework for
blockchain technologies and distributed ledger
technologies

Foundational standards applicable to
all DER blockchain implementations

ITU-T Y.4476 [111]

IoT Data Management
via Blockchain

Recommendation for Internet of Things data
management using blockchain technology

Addresses smart grid IoT device data
management and security

ITU-T Y.2342 [112]

Next-Generation
Networking

Architectural framework for next-generation
networking technologies

Network infrastructure standards for
distributed DER communications

ITU-T F.751.2 [113]

Secure Blockchain

Standardized security processes and protocols for

Security framework for critical power

Processes

blockchain implementations

system blockchain applications

DER = Distributed Energy Resources; FL = Federated Learning; IoT = Internet of Things; API = Application Programming Interface DLT = Distributed Ledger Technology.

training and blockchain operations (mining and consensus participa-
tion), which exacerbate these limitations, and can lead to potential sys-
tem inefficiencies. Furthermore, blockchain systems require increased
storage demands, while FL necessitates frequent communication be-
tween clients and servers for model updates. These factors can also
increase network overheads and impact system performance.

6.1.2. Data heterogeneity and non-independent or identical distributions

FL schemes often assume that data on edge devices is independent
and identically distributed (IID) across clients. However, DER systems
can have non-IID data due to geographical, temporal, and operational
differences. This non-IID nature of data can lead to biased global
models and reduced convergence rates.

6.1.3. Consensus mechanism efficiency and scalability

Traditional blockchain consensus mechanisms, such as PoW and
PoS, are often resource-intensive and may not be suitable for the
dynamic and resource-constrained environments of DER systems. These
mechanisms can introduce significant latency and energy consumption,
hindering real-time operations. Proof of authority (PoA) consensus
mechanism is a highly energy-efficient alternative as it eliminates the
need for computationally intensive mining.

6.1.4. Smart contract vulnerabilities

Smart contracts can be susceptible to various vulnerabilities such
as incorrect exception handling and parameter type confusion. Adver-
saries could take advantage of these weaknesses to disrupt operations
or gain unauthorized access. Since these smart contracts are associated
with FL processes in BlockFl, it is crucial to ensure their security and
accuracy.

6.1.5. Interoperability and standardization challenges

The lack of standardized protocols and frameworks for integrating
blockchain and FL in DER systems poses significant interoperability
challenges. Although several standards have been published for IoT and
network applications Table 9, their specifications do not always explic-
itly address the unique characteristics of DERs in smart grids. Also,
diverse blockchain platforms and FL frameworks may not seamlessly
interact, leading to fragmented systems and increased complexity in
deployment and maintenance.
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6.1.6. Security threats

Both blockchain and FL systems are susceptible to various security
threats earlier outlined. Ensuring robust security measures to detect and
mitigate such threats is essential for maintaining the trustworthiness of
BlockFL systems.

6.1.7. Lack of standardized pilot projects

Despite the significant research progress, a major challenge hinder-
ing the widespread adoption of BlockFL in DERs is the limited number
of large-scale, real-world pilot projects and commercial deployments.
Most current validation efforts are confined to laboratory-scale pro-
totypes, simulations using synthetic or historical data, or conceptual
frameworks. Bridging this gap requires collaborative efforts between
academia, industry, and regulatory bodies to de-risk pilot deployments
and demonstrate scalability and reliability in live grid environments.

6.2. Future research trends

6.2.1. Multi-chain federated learning

Multi-chain FL involves FL systems operating across multiple het-
erogeneous interacting blockchains with sophisticated cross-chain con-
sensus mechanisms. This means different lightweight blockchains can
specialize in different types of DERs while still contributing to a unified
energy management system. This architecture is crucial for integrating
diverse energy networks that span multiple geographic regions, regu-
latory jurisdictions, and energy resource types. A multi-chain system
can include specialized blockchains for solar PV performance optimiza-
tion, wind farm output prediction, vehicle-to-grid coordination, and
energy storage management. Cross-chain protocols would enable these
specialized systems to contribute to global grid optimization while
maintaining their domain-specific operations.

6.2.2. Quantum-resilient BlockFL

Energy infrastructure are critical infrastructure with long lifecycle
requirements. Quantum-resilient BlockFL incorporates post-quantum
cryptographic algorithms into both blockchain protocols and FL sys-
tems to ensure security against future quantum computing attacks. This
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can be done by replacing current cryptographic primitives with post-
quantum alternatives in both blockchain transaction verification and FL
model update encryption. This ensures that even if quantum computers
become capable of breaking current cryptography, historical energy
data and trained models remain secure.

Gharavi et al. [114] proposed a post-quantum blockchain-based pro-
tocol for FL which integrates post-quantum cryptographic algorithms
to counter quantum threats posed by Shor and Grover algorithms.
The hybrid communication strategy provides computational cost op-
timization while maintaining O(n*) communication complexity across
FL rounds. Another approach is a multivariate polynomial-based cryp-
tography [115] that offers practical computationally-efficient quantum
resilience, enabling immutable logging and access control while pre-
serving privacy in DERs. Gurung et al.’s [116] hybrid stateless-stateful
signature scheme combines Dilithium or Falcon with XMSS hash-based
schemes, leveraging both computational efficiency and proven quan-
tum resistance. The verifiable random function integration strengthens
blockchain consensus mechanisms while optimizing performance based
on computational power and stake accumulation.

6.2.3. Verifiable computation for FL

This trend involves smart contracts not only logging model up-
dates but actively verifying the correctness of FL training using zero-
knowledge proofs, without revealing the underlying data. Verification
is critical in DERs where incorrect models could lead to grid instability
or inefficient resource allocation. This can involve renewable energy
plants proving correctly trained forecasting models on their actual
generation data without revealing proprietary information on hardware
configurations or exact generation patterns.

6.2.4. Autonomous incentive mechanisms

Blockchain-based decentralized autonomous organizations can au-
tonomously manage FL incentives by rewarding high-quality model
updates and penalizing lazy or malicious nodes through programmatic
governance. For instance, there can be independent evaluations of the
quality of wind farm production forecasts contributed to a collaborative
prediction model, distributing token rewards based on forecast accu-
racy. This would incentivize the continuous improvement of forecasting
models while penalizing poor contributions.

6.2.5. Adaptive blockchain layering

Adaptive blockchain layering involves protocols that dynamically
switch between on-chain and off-chain processing based on FL work-
load requirements, network conditions, and security needs. During
normal grid operations, energy forecasting models might update using
lightweight off-chain channels. When critical events occur (extreme
weather, demand spikes), the system would automatically transition
to full on-chain validation to ensure maximum security and consensus
during high-risk periods.

6.2.6. Federated analytics with blockchain

A federated analytics system might analyze patterns across thou-
sands of home battery systems to predict available capacity for grid
services, without ever centralizing the data about individual house-
holds. Blockchain would secure the analytics process and ensure fair
compensation for participation.

7. Conclusion

This paper has presented an in-depth examination of integrating
blockchain and federated learning to enhance cybersecurity in dis-
tributed energy resources. This comprehensive analysis establishes that
architecture selection necessitates careful consideration of inherent per-
formance trade-offs, where computational efficiency conflicts with se-
curity guarantees, scalability requirements compete with implementa-
tion complexity, and deployment context across device, firmware, net-
work, and application layers determines optimal architectural choices
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for achieving desired operational objectives in distributed energy re-
source management. The review of recent integrated blockchain and
federated learning architectures demonstrates that while significant
advances have been made, particularly in privacy preservation, dis-
tributed intelligence, and trustless coordination, challenges such as
interoperability, computational load, and consensus scalability remain.
Also, while integrated blockchain and federated learning presents a
promising solution for secure, reliable, and scalable next-generation
smart grids, its full potential will be realized as more comprehensive
real-world validations and pilot projects emerge to demonstrate its
practical efficacy and address implementation challenges. Moving for-
ward, future integrated blockchain and federated learning systems must
evolve beyond basic security logging to support active coordination,
privacy proofs, and dynamic incentives.

Nomenclature
BlockFL Integrated blockchain-federated learning
DER Distributed energy resource
DERMS DER management system
EV Electric vehicle
FL Federated learning
IoT Internet of things
MARL Multi-agent reinforcement learning
PBFT Practical Byzantine Fault Tolerance
PoS Proof-of-stake
PoW Proof-of-work
SCADA Supervisory control and data acquisition
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