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Abstract—The Industrial Internet of Things (IIoT) has trans-
formed critical infrastructure but has also introduced severe
security vulnerabilities, with breaches capable of causing catas-
trophic physical and operational damage. While blockchain
technology offers a promising foundation for tamper-proof log-
ging, existing platforms are often ill-suited for IIoT due to
high latency, low throughput, and excessive energy consumption.
Furthermore, most current research treats intrusion detection,
secure logging, and system recovery as isolated components,
lacking a unified framework for autonomous, verifiable resilience.
To bridge this critical gap, this article introduces PureChain, a
holistic, secure, and resilient ecosystem. PureChain integrates
a custom lightweight blockchain with a deep learning-based
intrusion detection system (IDS) and a novel verifiable recovery
protocol, creating a closed-loop security model. The framework
leverages a novel proof-of-authority and association (PoA?) con-
sensus mechanism, achieving high throughput (16.82 TPS), low
latency (0.0594 s), and minimal energy consumption (12.43 W),
demonstrating suitability for resource-constrained IIoT environ-
ments compared to general-purpose platforms like Ethereum
and Hyperledger, which are optimized for different use cases.
Upon intrusion detection by optimized models like XGBoost
(99.87% accuracy), immutable blockchain logs actively trigger
and cryptographically attest to infrastructure-enforced recovery
actions such as device isolation via software-defined network
(SDN) switches or state rollback through hardware management
controllers. Extensive evaluation on benchmark IIoT datasets
(IoT-CAD and IoTForge) demonstrates a detection-to-recovery
success rate of up to 98.59% while maintaining 100% data
integrity. PureChain establishes a new paradigm that unifies real-
time threat intelligence, blockchain-based trust, and provable
autonomous recovery for next-generation IloT security.
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I. INTRODUCTION

HE Industrial Internet of Things (IIoT) is revolu-

tionizing critical infrastructure sectors, including smart
manufacturing, energy grids, and transportation, by enabling
unprecedented automation, data exchange, and efficiency [1],
[2]. This convergence of cyber—physical systems, however,
dramatically expands the attack surface, exposing vital indus-
trial processes to sophisticated cyber threats [3]. Unlike
conventional IT systems, security breaches in IloT can lead
to catastrophic physical damage, costly operational downtime,
and significant risks to public safety [4], [5], [6].

A fundamental challenge in securing IIoT ecosystems lies
in ensuring the integrity of system logs and the resilience of
operational technology (OT) [7], [8], [9]. Logs that chronicle
device states, commands, and process data are crucial for
forensic analysis and intrusion detection [10], [11]. However,
traditional centralized logging mechanisms are vulnerable to
single points of failure and susceptible to tampering or deletion
by attackers seeking to erase evidence, as highlighted in recent
IIoT security analyses [12] (see Fig. 1). This highlights trust
in the very data needed for incident response.

Blockchain technology has emerged as a promising solution
to this trust problem, offering decentralization, immutability,
and cryptographic verifiability for creating tamper-resistant
audit trails [13], [14]. As illustrated in Fig. 2, several studies
have proposed blockchain-based architectures for IloT. For
instance, Ahmad et al. [15] designed a blockchain-based
authentication scheme for IoT data storage, while Kalapaaking
et al. [16] used a private blockchain for access control in smart
factories. Surveys further highlight blockchain’s growing role
in fortifying IIoT security across various layers [13], [17].

Despite this promise, mainstream blockchain platforms
like Ethereum and Hyperledger face significant limitations,
namely, high latency, low throughput, and substantial energy
consumption, making them challenging to deploy directly in
high-frequency, resource-constrained IIoT applications without
significant optimization [18], [19]. Consensus mechanisms like
proof-of-work (PoW) and PoS are computationally expensive,
while proof-of-authority (PoA) risks excessive centralization
[19], [20], [21]. Furthermore, a critical research gap per-
sists; existing solutions primarily focus on isolated aspects
such as data integrity [15], access control [16], or intru-
sion detection [22]. They lack a consolidated, closed-loop
architecture that seamlessly links real-time anomaly detection
with immutable logging and, crucially, autonomous, verifiable
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Fig. 2. Blockchain application for industrial IoT.

recovery actions. As emphasized in [23], the ability to detect
an anomaly must be intrinsically linked to a proven capacity
for self-healing to ensure operational continuity.

To overcome these limitations, this study proposes
PureChain, a transaction-layer blockchain architecture
designed to eliminate block-induced delays and provide
deterministic finality through a network of trusted validator
nodes. By addressing the long-standing blockchain “quad-
lemma” of decentralization, security, scalability, and cost
[24], [25], PureChain achieves a balanced and efficient design
suitable for IIoT environments [26], [27]. The proposed
secure and resilient IIoT ecosystem integrates a custom
blockchain (PureChain), a deep learning-based intrusion
detection mechanism, and a verifiable recovery protocol
within a unified framework. The principal innovation of
PureChain lies in its closed-loop security architecture, in
which the blockchain ledger evolves from a passive forensic
repository into an active enforcement mechanism for system
resilience [19], [28], [29]. Specifically, once an intrusion
alert is validated using the proposed proof-of-authority and
association (PoA?) consensus mechanism, the framework
autonomously triggers and immutably records predefined
recovery actions such as device isolation (enforced at
the network infrastructure level) or system state rollback
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(triggered via out-of-band management controllers), thereby
establishing a verifiable and auditable linkage between
intrusion detection and mitigation. The key contributions of
this work are as follows.

1) We propose a novel, lightweight blockchain architec-
ture tailored for IIoT, integrating the PoA? consensus
mechanism with a formally defined association score
based on validator uptime, response time, reputation, and
load balancing to achieve high throughput (16.82 TPS),
low latency (0.0594 s), and minimal energy consumption
(12.43 W).

2) We design and formalize a verifiable recovery proto-
col that uses consensus-validated blockchain state to
autonomously trigger and cryptographically attest to
corrective actions. Critically, recovery is enforced at
the infrastructure level (software-defined network (SDN)
switches and hardware management controllers) rather
than relying on compromised device compliance, bridg-
ing the gap between detection and provable resilience.

3) We develop a holistic closed-loop security frame-
work that integrates optimized machine learning mod-
els (e.g., XGBoost achieving 99.87% accuracy with
class imbalance handling via stratified sampling and
scale pos weight) with the PureChain blockchain,
enabling real-time, auditable threat response.

4) We implement a comprehensive prototype and per-
form extensive evaluation on benchmark IIoT datasets
(IoT-CAD and IoTForge), including ablation studies,
robustness analysis against adversarial perturbations, and
cross-dataset generalization. Results demonstrate that
PureChain maintains 100% data integrity while achiev-
ing a detection-to-recovery success rate of up to 98.59%,
addressing critical gaps in existing systems that lack
integrated recovery.

To the best of our knowledge, PureChain is the first
framework to seamlessly integrate this trifecta of high-
performance detection, efficient tamper-proof logging, and
verifiable, autonomous recovery into a unified architecture
that meets stringent IloT constraints. The remainder of this
article is structured as follows. Section II provides a critical
analysis of related work. Section III details the PureChain
system model and protocols. Section IV presents the experi-
mental evaluation and comparative analysis. Finally, Section V
concludes this article and suggests future directions.

II. BACKGROUND AND RELATED WORK

This section provides a critical analysis of recent advance-
ments in IIoT security, focusing on the integration of
blockchain and machine learning. We identify key trends and,
more importantly, highlight the specific limitations of current
approaches that motivate the design of PureChain.

A. Blockchain for IloT Security: Progress and Limitations

Blockchain’s inherent properties of decentralization and
immutability have made it a focal point for enhancing trust
in IIoT. Research has evolved from conceptual proposals to
specific architectural implementations. For instance, Poorazad
and Ghorbani [22] combined deep learning-based intrusion
detection with blockchain in SDN-enabled IIoT environments,
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Fig. 3. End-to-end operational workflow of the PureChain framework. Data flows from physical layer sensors to edge layer for Al-based intrusion detection.
Validated alerts are processed by PureChain Layer via PoA? consensus, triggering verifiable recovery actions enforced at the infrastructure level (SDN switches
and management controllers) upon IDPS confirmation, with verification tokens returned to the blockchain to close the loop.

improving detection accuracy but treating the blockchain pri-
marily as a secure storage backend without active recovery
functions. Similarly, Maurya et al. [30] proposed a decen-
tralized architecture for device authentication using smart
contracts and IPFS, focusing on access control but lacking
mechanisms for real-time response to detected breaches.
Recent works have sought to optimize blockchain for
IoT constraints. Zhang et al. [31] proposed a sharded
blockchain for scalable logging, achieving higher throughput.
Chen et al. [32] combined federated learning with blockchain
for privacy-preserving anomaly detection. While these works
address scalability and privacy, a common shortcoming is
their treatment of the blockchain as a passive ledger. They do
not leverage its consensus-validated state to actively orches-
trate system-level responses, leaving a disconnect between
detection and mitigation. Other studies, like Stodt’s Zero
Trust blockchain architecture [33] and Hashi’s BLOX-Trust
framework [34], integrate identity management and anomaly
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Fig. 4. PoA? validator selection. (a) VRF-based weighted selection process.
(b) Active validator consensus flow.

detection, moving toward more proactive security. However,
when present, their recovery mechanisms are not deeply inte-
grated with the blockchain’s trust mechanism; the ledger does
not formally attest to the execution and outcomes of recovery
actions.
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B. Intrusion Detection and Recovery: A Disjointed
Landscape

Recent advances in intrusion detection systems (IDSs)
for IIoT have demonstrated remarkable progress across
diverse architectural paradigms. Li et al. [35] showed that
Transformer-based models can capture long-range depen-
dencies in network traffic, achieving strong performance
in in-vehicle intrusion detection using BERT architectures.
Similarly, Gueriani et al. [36] employed hybrid convolu-
tional neural network (CNN)-long short-term memory (LSTM)
frameworks to obtain high accuracy on contemporary datasets
such as CICIoT2023 and CICIDS2017. Islam et al. [37]
extended this direction by introducing automated machine
learning (AutoML) combined with meta-learning for zero-
touch network environments, integrating explainable artificial
intelligence (AI) mechanisms to improve transparency and
model interpretability.

Edge-centric intrusion prevention has also gained traction
in resource-sensitive IIoT settings. Algarni et al. [38] pro-
posed edge-based threat prioritization for smart grids using
modified LightGBM and one-class SVM models, enabling
behavior-aware response at the network edge. Waqas and Tariq
[39] conducted comprehensive benchmarking of deep learn-
ing models, including CNN, LSTM, and bidirectional long
short-term memory (BiLSTM), across multiple IoT datasets
(BoTIoT, CICIoT, and TONIoT), consistently reporting detec-
tion accuracies above 98% in controlled environments. In
parallel, Srinivasan and Senthilkumar [40] explored the
integration of reinforcement learning with blockchain to sup-
port dynamic threat prevention, enabling real-time adaptive
response while maintaining data integrity through distributed
ledger technology.

Routing-specific and resource-constrained IoT scenar-
ios have motivated specialized detection architectures.
Hafsa et al. [41] demonstrated that cross-layer feature analysis
combined with gradient boosting algorithms such as CatBoost
and XGBoost can detect RPL attacks with 99% accuracy
while maintaining false positive rates below 1%. For wireless
sensor networks, Singh et al. [42] introduced the SS-LSACNN
architecture with correlation-based synthetic minority over-
sampling technique (SMOTE) to address data imbalance,
achieving robust distributed denial of service (DDoS)
detection performance under constrained computational
settings.

Despite these advances in detection accuracy and architec-
tural innovation, a consistent limitation across existing IDS
frameworks is their isolation of the detection phase. High-
performance models typically generate alerts or logs but rarely
initiate automated, verifiable recovery processes. Recovery
and resilience mechanisms in IIoT remain underexplored and
often disconnected from the core security loop. Sankpal and
Deshmukh [43] highlight the need for decentralized recov-
ery protocols, yet their survey does not present concrete
blockchain-attested implementations. Similarly, Prakash and
Kumar [44] describe real-time monitoring frameworks that
omit immutable audit trails required for forensic verifica-
tion and regulatory compliance in industrial environments.
This exposes a critical gap. Even when attacks are detected
with high accuracy, the system’s ability to provably and
autonomously recover is not guaranteed.
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C. Identified Research Gap and Our Position

The analysis of recent literature, synthesized in Table I,
reveals a consistent pattern; most solutions excel in one or two
domains (e.g., detection, logging, or access control) but fail to
provide a cohesive, closed-loop system. The critical missing
link is a mechanism that uses the trusted, immutable state of a
blockchain not just to record events, but also to authorize and
verify autonomous recovery actions in real time. This lack
of integration means IIoT systems remain vulnerable in the
crucial window between detection and manual intervention,
and lack forensic proof that recovery was executed correctly.

Our proposed framework is designed to bridge this exact
gap. Unlike prior works, it unifies high-performance machine
learning (ML)-based detection (leveraging insights from
comparative studies such as [39] and [45]), a lightweight
blockchain optimized via PoA? consensus (addressing scal-
ability issues noted in [31]), and a formal, verifiable
recovery protocol. This creates an end-to-end framework
where detection automatically, immediately, and provably
triggers mitigation, with every step immutably logged for
audit. This holistic approach to IIoT resilience is the key
differentiator of our work.

III. SYSTEM MODEL

The proposed ecosystem is a formally defined, closed-loop
security framework that integrates the PureChain blockchain
ledger with deep learning-based intrusion detection and pre-
vention and a verifiable state recovery protocol. This section
provides a rigorous specification of the system architecture,
threat model, and core protocols.

A. Architecture and Components

The proposed architecture, illustrated in Fig. 3, operates on
a hybrid edge—fog computing model. The system is modeled as
a tuple S = (P, &, F, R), representing the four logical layers.

1) Physical Layer (P): It comprises the set of IIoT devices
D ={di,d,,...,d,}). Each device d; has a state s;(¢) € S;
at time 7 and generates a continuous multivariate data
stream Xx;(f) € R™ representing sensor readings and
control commands.

2) Edge Intelligence Layer (£): It consists of edge nodes
/\/'edgg. Each node hosts an intrusion detection model
Jeage + R™ — {0,1}, where 1 signifies an intru-
sion. To address data imbalance during training, we
employ stratified sampling and class weighting tech-
niques. Upon detection, it creates an intrusion alert
transaction Xy, = (d;, X;(t'), HX;(t')), T edge), Where
H is a cryptographic hash function and o4, is a digital
signature.

3) PureChain and Control Layer (F): It comprises a set
of more powerful fog nodes Ny, A subset V C Ny,
with |V| = k, acts as the validator pool for the PureChain
ledger £. The ledger is a cryptographically linked chain
of blocks £ = (By, By, ..., Bj), where each block B; =
(H(Bi_1), TXs,nonce). The core of this layer is the PoA?
consensus mechanism. Let V,.;, C V be the set of active
validators for a given round. The consensus function A
is defined as follows:

A (Vactive’ TXpool) = Buew (l)
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CRITICAL ANALYSIS OF RELATED WORKS AND POSITIONING OF THE PROPOSED FRAMEWORK

Approach

Strengths

Limitations / Gaps

How Proposed Framework Addresses This

1 DL + Blockchain IDS

Blockchain & IIoT Security Integration

High detection accuracy in
SDN-IIoT.

Blockchain used as passive log; no in-
tegrated recovery mechanism.

Uses blockchain as active resilience enforcer;
integrates verifiable recovery protocol.

[20] Decentralized Auth  Secure, automated access con-  Focuses on pre-access trust, not post-  Adds real-time, blockchain-attested response to
(Smart Contracts) trol. breach response or real-time audit. post-breach alerts.

[33] Zero Trust  Integrates identity No tight coupling between ML detec-  Tightly couples optimized ML detection
Blockchain tion

[34] BLOX-Trust  (Zero  High anomaly detection accu-  Recovery actions lack blockchain-based ~ Recovery actions are triggered by and logged
Trust) racy. verification and audit trail. on-chain, creating a verifiable audit trail.

[31] Sharded Lightweight High throughput for scalable  Focuses on logging scalability without — Leverages efficient PoA% consensus for logging
Blockchain logging. linking logs to active response. and uses logs to trigger recovery actively.

[32] Federated Learning +  Privacy-preserving collabora-  Framework lacks a mechanism for au-  Introduces a verifiable recovery protocol that can
Blockchain tive detection. tonomous, verifiable system recovery. leverage federated insights.

Intrusion Detection Systems (ML/DL Based)
[36] Hybrid CNN-LSTM High accuracy on IoT datasets.  Standalone detection model; no integra-  Integrates such high-performance models as the
tion with security orchestration or audit.  detection engine within the closed-loop frame-
work.

[45] ML Model Compari- Identifies XGBoost, RF as top ~ Study is comparative only; no proposed  Adopts top-performing models identified by
son performers. unified security framework. such studies for our detection layer.

[39] DL Benchmarking Comprehensive evaluation ~ Focuses on detection metrics; does not ~ Uses robust detection as the first step in a

across multiple scenarios. advance system resilience. broader resilience pipeline (detect-log-recover).

[35] Cloud-Collaborative High performance on in- Domain-specific (vehicles); detection  Generic framework applicable to IVN with
BERT for IVN vehicle  networks;  sliding  primary goal without autonomous re-  strong focus on response verification.

window feature extraction. sponse.

[40] CNN + Blockchain-  Real-time learning for preven- RL for prevention novel, but recovery  Recovery actions cryptographically attested and
assisted RL tion; blockchain for data in-  actions not formally audited on-chain. logged with verification tokens.

tegrity.

[37] AutoML + Meta- Addresses model adaptability =~ Focuses on detection transparency; no XAl principles integrable in future work; current
Learning + XAI and transparency in zero-touch  tamper-proof system for response exe-  focus on verifiable execution.

networks. cution.

[41] Cross-layer features + 99% detection rate for RPL  Prevention lacks immutable, verifiable  Every prevention action recorded on PureChain
CatBoost attacks; prevention algorithm  audit trail for actions taken. ledger with verifiable proof token.

included.

[38] Edge-computing Edge-based detection with  Response implied without tamper-proof =~ Logs priority and triggered action on-chain, cre-
+ Modified  threat prioritization for smart log linking priority to action. ating auditable incident response chain.
LGBM/SVM grids.

[42] SS-LSACNN + CC- High DDoS detection accu-  Focuses on detection for specific attack; ~ Adopts imbalance techniques as first step in
SMOTE racy; explicitly addresses data  lacks system-wide resilience mecha-  broader automated resilience pipeline.

imbalance. nism.
Recovery & Resilience

[43] Survey on  Highlights need for decentral-  Conceptual discussion; no implementa-  Provides concrete implementation of
Blockchain-Al fusion  ized recovery. tion or protocol for verifiable recovery.  blockchain-verified recovery protocol.

[44] ML Anomaly Detec- Includes real-time monitoring. ~ Recovery and logging lack immutabil-  Ensures all recovery actions immutable with

tion Framework

ity and verifiable proofs.

cryptographic proof of execution.

4)

where TX,,,; is the set of pending transactions. A val-
idator v; € V,erive 18 selected based on a verifiable random
function (VRF) weighted by an association score A(v)),
defined as

AW)=a-U+B-(1/L)+v-R-6-C; (2

where U; is the historical uptime, L; is the average
response latency, R; is the reputation score (decreased for
malicious behavior), and C; is the recent consensus par-
ticipation count to ensure load balancing. The weights
a,f3,v, and ¢ are system parameters witha +8+7y+0 =
1. The system maintains a redundant pool such that
[VI > k, ensuring that if a validator v; is compromised
and deemed vj’.”““""”’”, it is removed and a redundant node
v, is activated in Equation (3) and Fig. 4.

Vactive — (Vactive \ {vjmalicious}) U {Vr} . (3)

Recovery and Verification Layer (R): This layer hosts
the recovery orchestrator, a state machine that monitors
L. For a new block B; containing a validated T X,
it executes a recovery function . Critically, recovery

actions are enforced at the infrastructure level, not by
compromised devices themselves. The entire process
ensures a deterministic and verifiable state transition for
the IIoT system. The system moves from a potentially
compromised state S(t) = [s;(¢),...,s,(¢)] to a recov-
ered, trusted state S(# + Ar), with the entire sequence
of events I' = (x;, T Xuiers> Bi, ¥s e, T Xyee) immutably
logged on L for audit, forensics, and compliance. The
recovery function ¥ is a critical component, defined for
a device d; in the following equation:

Y (d;, a)
\Pisolate (di’ /\/;witch) B
= § Proltback (di, S,‘gmden> , a=ROLLBACK

a = ISOLATE
“4)

Yoverride (di, Cmdcorrect) , a=O0VERRIDE

where W,oipack reverts device d; to a known-good state
golden .

s via out-of-band management controllers [e.g.,
baseboard management controller (BMC)/intelligent
platform management interface (IPMI)] that force reload
of golden image; Wy configures the network switch

Niwiten to drop all packets to/from d; at the hardware
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level, independent of device compliance; and ¥,y erride
issues a correct command cmd® to neutralize a
malicious one through trusted gateway proxies. The
entire process ensures a deterministic state transition
for the IIoT system, from a potentially compromised
state S(¥) = [s51(0),...,s,(t)] to a recovered, trusted
state S(r + Ar), with the entire sequence of events
(Xi» T Xaierss Bi, ¥, T X)) immutably logged on L for
audit and analysis.

B. Complexity Analysis of PoA> Consensus

The time complexity of the PoA? consensus round is
dominated by the VRF computation for leader selection and
the k-of-n signature aggregation for block commitment. For
a validator pool of size [V| = n and an active set of size k,
leader selection via VRF is O(1) per validator, resulting in
O(n) for the pool. The subsequent multisignature aggregation
for k validators is typically O(k) using BLS signature schemes.
With k being a small constant (e.g., k = 5), the overall
consensus complexity per block is effectively O(n), which
is linear in the validator pool size. This is a significant
improvement over PoW’s O(2°) cryptographic puzzle solving
or baseboard management controller (BFT)-based protocols’
O(n?) communication overhead, making PoA? highly suitable
for low-latency IIoT networks.

C. Threat Model and Formal Security Properties

We operate within the Dolev—Yao adversarial model [46],
[47] extended for IIoT. The adversary A controls a subset of
entities and aims to compromise the confidentiality, integrity,
and availability (CIA) triad. In our model, confidentiality refers
to the property that sensitive data, including device states,
control commands, and logged transactions, are not disclosed
to unauthorized entities. This is enforced through permissioned
blockchain access and encryption of transaction payloads.
PureChain is designed to preserve the following properties.

1) Data Integrity (Z): For any transaction 7X logged in
block B;, it is computationally infeasible for A to
produce an alternate chain £’ where TX is altered or
removed

Pr [Asucceeds in breaking I] < €(k) 5)

where € is a negligible function in the security parameter
K.

2) Liveness (L,): Despite A compromising up to f <
(IW,erivel) /2 validators, the consensus protocol A will
eventually produce a new block B,

Ve, 3t >t A Vacrives TXpoot) = Bewat time 7. (6)

The redundant validator pool and the fault detection
mechanism in PoA? maintain this.

3) Verifiable Recovery (Vr): For any recovery action a =
Y(d;) triggered by a validated TX_.,; € B, a verifiable
proof of its execution .. exists and is logged in a
subsequent block By,

Va,Am,e. : Verify (myec, a, B;) = True A mtyoe € Biye. (7)
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D. Core PureChain Verifiable Recovery Protocol

The closed-loop security of PureChain is enacted by
the continuous execution of a verifiable recovery protocol,
formalized in Algorithm 1. This protocol ensures that a
consensus-validated intrusion alert automatically and provably
triggers a corrective action in the physical layer, creating an
immutable chain from detection to mitigation. The recovery
function ¥ is defined as a set of atomic, idempotent actions
mapped to specific threat types through a policy lookup
P : TX,+ — a. For a device d; and an alert transaction
TXiers, the action a = Y(d;, T Xyer) is selected from the
following primitives.

1) Yisorare(di, Nwiren): It commands a SDN switch Nyiren
to immediately drop all packets to and from the com-
promised device d; at the hardware forwarding level.
This is the primary response to malware propagation
or a compromised endpoint, enforced independently of
device cooperation.

2) ‘I’m,,back(d,-,sf”lde”): It reverts the state of d; (e.g., a
programmable logic controller (PLC) or controller) to
a known-good, secure state sfomm stored in a secure,

immutable repository. This action is triggered via out-of-
band management interfaces (e.g., BMC and IPMI) that
force a hardware reset and golden image reload, ensuring
execution even if the device OS is compromised.

Algorithm 1 PureChain Verifiable Recovery Protocol
Input : Validated block B; containing transactions
Output: Recovery transaction 7 X,... recorded on-chain

1 Procedure: RecoveryOrchestrator

2 if B; contains validated T X ,1.,; then

3 a «— P(TXguiert) // Policy lookup to
determine corrective action

4 (result,r) «— ExecutelnfrastructureAction(a)

// Enforced by SDN

switch/management controller

5 Tlrec <

(H(TXatert), a, timestamp, 0o chestrator ry;

6 T X, < CreateRecoveryTX(7yec);

7 SubmitToBlockchain(7 X;..);

// Log verifiable proof of recovery

3 end

3) W,erride(di, cmd®@ ") It issues a correct command
cmd! to neutralize a malicious command through
trusted gateway proxies that intercept and validate
control plane traffic. For example, if a malicious
VALVE_OPEN command is detected, the orchestrator
issues a VALVE_CLOSE command. This is critical for
responding to command injection attacks in real-time
control loops.

The cornerstone of verifiable recovery is the generation of

a verification token, r,... This token is not merely a log entry
but a cryptographic proof linking the action to its outcome. It
is constructed in the following equation:

Trec = <H (TXalert) > Ay 1, Oorchestrators r> (8)

where H(TX,.,;) is hash of the triggering alert transac-
tion, creating an immutable link to the cause; a is the
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specific recovery action executed; ¢ is the timestamp of
action execution; O chestrator 1S the digital signature of the
recovery orchestrator, providing nonrepudiation; and r is
the Outcome Attestation. This is a signed confirmation
from the enforcing infrastructure component (SDN switch,
management controller, and gateway proxy) verifying the
action’s result (e.g., “ACK: PORT_BLOCKED” or “STATE:
GOLDEN_IMAGE_LOADED”). The protocol execution pro-
ceeds as follows.

1) Trigger: The recovery orchestrator, upon the immutable
addition of a validated 7X,,, to block B;, parses the
alert and selects an action a via a policy map P
TXalert —a.

2) Execution and Attestation: The orchestrator sends com-
mand a to the relevant infrastructure enforcer (switch,
management controller, and gateway) and waits for the
outcome attestation r from the enforcing component.

3) Verification and Logging: The orchestrator constructs
. and submits it as a new transaction 7X,.. to the
PureChain network. The consensus mechanism validates
the orchestrator’s signature and the logical link to 7'X
before appending 7X,.. to a new block Bjy..

E. Al Architecture Integration and Operational Workflow

The AI/ML subsystem implements optimized classifiers,
including XGBoost, CNN, LSTM, and BiLSTM, trained on
feature vectors x;(¢) € R™, extracted from IloT device streams,
where m denotes the feature dimensionality (e.g., m = 61 for
dataset Windows traces). To address class imbalance in the
training data, we employ stratified K-fold cross-validation to
maintain class distribution across folds. For tree-based models
like XGBoost, we utilize the scale pos weight parameter
to penalize misclassification of minority classes, while for
deep learning models, class weighting is applied during loss
computation. Hyperparameter tuning for XGBoost employs
gradient boosting with regularization parameters A and 7y,
maximum tree depth dy,,, and learning rate 1, optimized via
cross-validation on stratified splits of the datasets.

The edge-level detection function is defined as foqge
R™ — {0, 1}, and for binary classification, or fegee : R™ —
{Ci,...,Cy} for multiclass settings. Following comparative
analysis of all four optimized models, XGBoost was selected
as the deployment model for the IDPS due to its superior bal-
ance of accuracy (99.87%) and inference latency (0.000137s)
in binary classification tasks, as detailed in Section IV. In the
binary case, a positive detection triggers the creation of an
intrusion alert transaction T Xajerr = {dj, Xi(t'), H(Xi(t')), Tedge)»
where d; denotes the device identifier, H(-) represents the
SHA-256 hash function, and oege is an ECDSA signature
generated using the edge node’s private key. Transaction inte-
gration into the PureChain ledger follows a deterministic state
transition protocol. Upon validation through the PoA? consen-
sus mechanism where leader selection probability is weighted
by the association score defined in Rep,(v;) = Rep,_;(vi)-0 + a-
Auvailability(v;) + S - Correctness(v;) — y - LatencyPenalty(v;),
where the transaction is appended to block B; with a mean
latency of 0.0594 s. The consensus time complexity is O(n)
for a validator pool of size n, with leader selection operating in
O(1) per validator and signature aggregation in O(k). Once the
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ledger is updated, the recovery orchestrator is triggered. This
component operates as a state machine that maps 7 Xyjer to
a mitigation action a € {ISOLATE,ROLLBACK, OVERRIDE}
via a policy function P : TXyex — a. Action execution is
formalized in 4.

Each mitigation action is subject to strict temporal con-
straints. Specifically, Wisolate reconfigures SDN switch flow
tables within <100 ms, W, onback restores the device state from a
cryptographically hashed golden image s2**" within 1-2 s via
hardware management controller, and W oyerrige 1SSUES cOrTECtiVE
commands within subsecond latency through trusted gateways,
which is critical for real-time industrial control loops. Follow-
ing execution, the orchestrator generates a verification token
Tiee = (H(T Xaiert), @5 t, O orchestrator, 7y» Where 7 denotes a signed
attestation (e.g., ACK:PORT_BLOCKED) from the enforcing
infrastructure component. This token is submitted as a recov-
ery transaction 7 X, to PureChain, forming an immutable and
verifiable event chain I' = (X;, T Xatert, B, W, Mrecs T Xrec). The
end-to-end latency is bounded by Tiota1 = Tinfer + TiDPS +
Toiock + Ty, where Tipter € [0.00006,0.0025] s (model-
dependent), Tpps € [0.135,0.927] ms, Tpiock = 0.0594 s, and
Ty € [0.001,2.2] s. This closed-loop coordination confirms
that PureChain satisfies the latency, auditability, and resilience
requirements of resource-constrained IIoT environments.

IV. EXPERIMENTAL SETUP AND PERFORMANCE
EVALUATION

This section outlines the implementation and performance
assessment of the proposed secure blockchain framework
built on trusted computing hardware. We begin by defining
our evaluation methodology, baselines, and metrics to ensure
clarity.

1) Evaluation Methodology: Our evaluation addresses three
primary goals: assessing intrusion detection performance
across multiple models and configurations, benchmark-
ing blockchain platform performance for IIoT suitability,
and measuring end-to-end system resilience, including
recovery success rates.

2) Baselines: For intrusion detection, we compare
XGBoost, CNN, LSTM, and BiLSTM as representative
ML/DL models. For blockchain performance, we
compare against Hyperledger Fabric and Ethereum
(Goerli testnet) as mainstream permissioned and public
platforms. For holistic system comparison, we reference
recent integrated frameworks from the literature,
acknowledging that direct reproduction is limited by
code availability and hardware heterogeneity.

3) Metrics: Detection performance is evaluated using accu-
racy, precision, recall, F1-score, macro/weighted F1,
AUC-ROC, and inference time. Blockchain performance
metrics include throughput (TPS), latency (s), and
energy consumption (W). System resilience metrics
include detection-to-recovery success rate, end-to-end
latency, and false positive rate impact on recovery
actions.

4) Hardware Setup: All experiments were conducted
on a Windows 11 workstation with 12th-generation
Intel Core i5-12400F processor, 32-GB DDR4 RAM
(3200 MT/s), and NVIDIA GeForce RTX 3050 GPU
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(8-GB VRAM). Network bandwidth was configured at
1 Gb/s with emulated 5-ms RTT latency.

A. System Implementation

All simulations were conducted using Python 3.10, with
preliminary development carried out on Google Colab and
final experiments executed on a Windows 11 workstation. The
experimental platform was equipped with a 12th-generation
Intel Core i5-12400F processor, 32-GB DDR4 memory
(3200 MT/s), and an NVIDIA GeForce RTX 3050 GPU
with 8-GB VRAM, ensuring adequate computational resources
for parallel model training, inference, and blockchain oper-
ations. The blockchain network was emulated using seven
validator nodes, operating under a quorum threshold of
five nodes to achieve consensus finality, representative of
a medium-scale IIoT deployment. Blockchain functional-
ity was implemented using the native PureChain Software
Development Kit (SDK) (https://pypi.org/project/purechainlib/
) developed by the Networked Systems Laboratory [48] and
integrated with web3 . py alongside a custom Python abstrac-
tion that encapsulates encrypted client data into blockchain
blocks. It is important to note that all evaluations were
performed in a simulated environment using publicly available
benchmark datasets, rather than a physical IIoT testbed.

B. Dataset Description

The proposed framework was evaluated using two bench-
mark IIoT datasets: IoT-CAD [49] and IoTForge [50]. These
datasets capture a range of network scales, attack patterns, and
protocol types, enabling a thorough assessment across diverse
industrial conditions.

1) IoT-CAD is a large-scale IoT forensics dataset for cyber-
attack detection and attribution, improving on BoTIoT,
ToN IoT, and Edge-lloTset. The dataset contains over
530000 samples with 61 features (Windows traces)
and 76 features (Linux traces), spanning seven attack
classes and 14 subtypes. Class distribution is imbal-
anced, with normal traffic comprising approximately
45% of samples, DoS attacks 25%, and remaining
attack types (probing, injection, password cracking,
man-in-the-middle (MITM), and malware) comprising
the remaining 30% with varying representation. Pre-
processing applied correlation-based feature reduction,
normalization, and redundancy removal to ensure model
efficiency and clarity.

2) IoTForge Pro is a comprehensive IIoT dataset with 1
million preprocessed and 3 million raw samples, fea-
turing 96 and 159 attributes, respectively. The dataset
includes multiple attack types: DoS (18% of sam-
ples), ransomware (12%), XSS (10%), password attacks
(15%), DDoS (20%), and vulnerability scans (10%),
with normal traffic comprising approximately 15% of
samples. This imbalance reflects real-world IloT con-
ditions where attack instances are less frequent than
benign operations. Though synthetic, it provides bal-
anced data and protocol diversity suitable for deep
learning IDS studies. The preprocessed folder includes
1000000 labeled samples, while the unprocessed set
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TABLE I

PERFORMANCE COMPARISON OF MACHINE LEARNING MODELS UNDER
BINARY AND MULTICLASS SETTINGS (I0OT-CAD DATASET)

(a) Binary Classification Results

Model Accuracy Precision Recall F1-Score Inference

Time (s)
XGBoost 0.998690 0.998714 0.999343 0.999029 0.000137
CNN 0.993508 0.991923 0.998494 0.995198 0.000060
LSTM 0.992788 0.991460 0.997892 0.994666 0.000160
BiLSTM 0.992862 0.991087 0.998385 0.994722 0.000271

(b) Multiclass Classification Results

Model Accuracy  Precision Recall F1-Score Inference

Time (s)
XGBoost 0.998617 0.998846 0.998932 0.998889 0.002500
CNN 0.992346 0.991530 0.996308 0.993890 0.000076
LSTM 0.994577 0.993948 0.996738 0.995334 0.000380
BiLSTM 0.992936 0.991586 0.995693 0.993575 0.000756

contains 17 attack-specific files (e.g., ddos tcp.csv,
dos_icmp.csv, mitm_arp.csv, vuln_scan.csv, and nor-
mal.csv). IoTForge Pro thus serves as a scalable and
realistic benchmark for evaluating IDS models in indus-
trial IoT environments.

C. Performance Scenario and Analysis (IoT-CAD Dataset)

Table II presents a comprehensive comparison of four
machine learning models, XGBoost, CNN, LSTM, and BiL-
STM, evaluated under both binary and multiclass classification
scenarios on the IoT-CAD dataset. To address class imbal-
ance, we employed stratified 70/30 train—test splits with class
weighting during training. For XGBoost, scale pos weight
was set to the ratio of negative to positive samples; for deep
learning models, class weights were computed as inversely
proportional to class frequencies. Across both tasks, XGBoost
achieved the highest accuracy and F1-score (0.9990 in binary
and 0.9989 in multiclass), indicating its superior capability to
capture complex decision boundaries with minimal inference
delay (0.0025 s). The LSTM and BiLSTM models demon-
strated strong temporal learning ability, achieving F'1-scores
above 0.994 in both settings, validating their robustness in
processing sequential IIoT data streams. The CNN model
maintained competitive accuracy (0.9935 binary and 0.9923
multiclass) while offering the fastest inference (0.00006 s),
making it well-suited for immediate edge deployments. We
also computed macro-averaged F1-scores to verify perfor-
mance across minority classes; XGBoost achieved 0.9978
macro F1 in binary and 0.9962 in multiclass, confirming
that imbalance handling was effective. Overall, the results
highlight a clear tradeoff between accuracy and computational
cost; XGBoost delivers near-perfect precision at slightly higher
inference times, while deep learning models like LSTM and
CNN balance efficiency and adaptability for large-scale IoT
environments. These findings confirm that the proposed frame-
work can support both rapid binary anomaly detection and
high-reliability fine-grained multiclass event classification.

Table III presents a comparative analysis of the proposed
system under binary and multiclass classification configura-
tions on the [oT-CAD dataset. The “Deep Learning Model”
row specifically represents XGBoost, which was selected as
the deployment model following the comparative analysis in
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TABLE III

COMPARATIVE BINARY AND MULTICLASS PERFORMANCE EVALUATION
OF SYSTEM COMPONENTS (IOT-CAD DATASET)
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TABLE IV

COMPARATIVE EVALUATION OF MACHINE LEARNING MODELS UNDER
BINARY AND MULTICLASS SCENARIOS (I0OTFORGE DATASET)

Component Binary Multiclass Model Accuracy  Precision  Recall F1-Score  Inference
Deep Learning Model (XGBoost)! Time (s)

?;ﬁ:fgz 82;; 828; Binary Classification Results

Recall 0.813 0.810 XGBoost 0998470  0.998307  0.996321 0997311  0.000242

F1-Score 0.824 0.805

Macro Fl-Score 0819 0.798 CNN 0.997609 0.995790 0.995824 0.995807 0.000109

Weighted F1 Score 0803 0803 LSTM 0997350 0996163 0994532 0995345  0.000494

Inference Time (s) 0.0001 0.0008 BiLSTM 0.997414 0.994810 0.996133 0.995470 0.000798

Intrusion Detection and Prevention System (IDPS) Multiclass Classification Results

Detection Accuracy 0.871 0.804

Latency (ms) 0.135 0.752 XGBoost 0.892251 0.875141 0.867972 0.859328 0.004198

False Positive Rate (FPR) 0.85% 19.78% CNN 0.872902 0.788341 0.775490 0.765615 0.000060
Recovery System LSTM 0883094 0786932  0.798099  0.779132  0.000110

Detection-to-Recovery Latency () 1.83 165 BiLSTM 0881975 0795566  0.785308  0.774040  0.000201

Success Rate 97.47% 95.86%

Blockchain Logging

Transaction Time (s) 0.470 0.282

Data Integrity 100.0% 100.0%

Auditability Immutable, Verified Immutable, Verified
Overall System

Uptime 99.60% 99.67%

Throughput (/s) 2470.56 1951.44

Scalability High (Edge-Fog Hybrid) High (Edge-Fog Hybrid)

XGBoost selected as deployment model based on best overall accuracy-F1
tradeoff from Table II.

Table II due to its superior balance of accuracy (99.87%)
and inference efficiency. Additional macro and weighted
Fl-scores are included to demonstrate performance con-
sistency across imbalanced classes. The binary scenario
demonstrates superior predictive performance, with the deep
learning model achieving an accuracy of 0.871, a precision
of 0.992, and an Fl-score of (.824. Its inference time
of 0.0001 s confirms high computational efficiency suitable
for dynamic decision-making in IloT environments. IDPS
achieved low latency (0.135ms) and a minimal false positive
rate (0.85%), indicating fast and reliable detection. In contrast,
the multiclass configuration representing a more complex
classification task maintained stable performance, achieving an
accuracy of 0.804 and an F'1-score of 0.805, while exhibiting
slightly higher latency and false positives. The elevated false
positive rate (19.78%) in multiclass scenarios reflects the
increased complexity of distinguishing between multiple attack
types. In production deployment, the policy function P would
incorporate confidence thresholds, where low-confidence alerts
trigger less disruptive actions (e.g., quarantine for observation)
rather than aggressive isolation or rollback, balancing sen-
sitivity against operational stability. The blockchain logging
layer consistently preserved 100% data integrity and verified
immutability across both configurations, validating the robust-
ness of PureChain’s consensus and audit mechanisms. Overall,
the binary setup emphasizes high accuracy and minimal delay,
making it ideal for security-critical deployments. In contrast,
the multiclass setup demonstrates scalability and adaptability
in complex IIoT scenarios involving multiple event types or
sensor categories. Together, these results confirm the system’s
balanced tradeoff between precision, efficiency, and resilience
across diverse operational contexts.

D. Performance Scenario and Analysis (loTForge Dataset)

Table IV compares the performance of four machine learn-
ing models, XGBoost, CNN, LSTM, and BiLSTM, across

binary and multiclass classification scenarios on the IoTForge
dataset. Stratified sampling and class weighting were applied
to handle the imbalanced class distribution described in Sec-
tion IV-B. For binary classification, scale pos weight was
used for XGBoost; for multiclass, class weights were incor-
porated into the loss functions of deep learning models. In the
binary configuration, all models achieved near-perfect accu-
racy and Fl-scores exceeding 0.995, confirming their strong
discriminative ability in two-class detection tasks. XGBoost
demonstrated the highest overall performance (accuracy =
0.9985 and F1 = 0.9973) with minimal inference latency
(0.000242 s), making it well-suited for dynamic IoT deploy-
ments. Deep learning models CNN, LSTM, and BiLSTM
showed comparable results, maintaining submillisecond infer-
ence times and robust temporal pattern learning capabilities.
For the multiclass scenario, performance declined slightly due
to the increased complexity of class boundaries. XGBoost
again outperformed other models (accuracy = 0.892 and
F1 =0.859), while LSTM and BiLSTM maintained balanced
recall and F1 values (0.78), reflecting stable generalization
across multiple categories. Macro F1-scores for XGBoost
(0.851) confirmed consistent performance across minority
attack classes. Despite lower inference times, CNN exhibited
a drop in recall (0.775), indicating reduced sensitivity in
multicategory detection. Overall, the results affirm XGBoost
as the most efficient and accurate model for both binary and
multiclass tasks. At the same time, LSTM-based architectures
offer robust adaptability for sequential or streaming IIoT data
where temporal dependencies dominate.

Table V compares the system’s performance under binary
and multiclass conditions on the IoTForge dataset to evaluate
its resilience, scalability, and fault recovery capabilities.
The “Deep Learning Model” row represents LSTM, which
demonstrated the best balance of temporal pattern capture and
accuracy for the loTForge dataset’s sequential characteristics.
Macro and weighted F1l-scores are provided to verify
performance across imbalanced attack classes. Under the
binary setup, the system demonstrates superior precision and
reliability, with the deep learning model achieving 0.843
accuracy and 0.839 Fl-score at a low inference time of
0.0003 s. The IDPS exhibits a low false positive rate (8.5%)
and rapid detection latency (0.339 ms), while the recovery
mechanism maintains a short detection-to-recovery time of
0.94 s. These results indicate efficient, stable performance
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TABLE V

COMPARATIVE BINARY AND MULTICLASS EVALUATION OF SYSTEM
COMPONENTS (I0OTFORGE DATASET)
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TABLE VI
CONSENSUS MECHANISMS AND BLOCKCHAIN PLATFORMS COMPARISON

(a) Consensus Mechanisms Comparison

Component Binary Multiclass
N Consensus Throughput Latency Energy Scalability
Deep Learning Model (LSTM)?
Accuracy P 0.84; & 0.710 (TPS) (s) (W) (Index)
Precision 0915 0.653
Recall 0903 0648 PoA 4.94 0.2100 15.95 1.01
F1-Score 0.839 0.639 PoS 8.45 0.3415 60.76 0.82
Macro F1-Score 0.834 0.628 PoW 2.90 2.8697 195.95 0.57
Weighted F1-Score 0.838 0.635 2
Inference Time (s) 0.0003 0.0009 PoA 7.61 0.08612 S14 147
Intrusion Detection and Prevention System (IDPS) (b) Blockchain Platforms Comparison

E:::;g;,)lzriicuracy 0339 8(7);2 Platform Throughput Latency Energy Scalability
False Positive Rate (FPR) 8.50% 34.70% (TPS) (s) W) (Index)
Detect N N © l;tfgcilvery System - Ethereum 5.00 0.1997 1520.65 0.5628

etection-to-Recovery Latency (s - - Hyperledger 9.94 0.1005 30.48 0.7875
Success Rate 98.34% 98.39% PureChain 16.82 0.0594 12.43 0.8613

Blockchain Logging
0.488
100.0%

0.342
100.0%

Transaction Time (s)
Data Integrity

Auditability Immutable, Verified Immutable, Verified
Overall System

Uptime 99.78% 99.70%

Throughput (/s) 3600.98 1559.91

Scalability High (Edge-Fog Hybrid) High (Edge-Fog Hybrid)

2LSTM selected as deployment model for IoTForge based on best temporal
pattern capture for this dataset’s characteristics.

during normal operation. In contrast, the multiclass scenario
representing attacked or complex operational states introduces
increased uncertainty and higher computational load. The
model’s accuracy drops to 0.710, with a corresponding F'1-
score of 0.639, reflecting the greater difficulty of multiclass
detection. Detection latency increases to 0.927 ms and
false positive rate increases to 34.7%, suggesting a tradeoff
between sensitivity and specificity under stress conditions.
This elevated FPR in multiclass settings (34.7%) highlights
the operational challenge of distinguishing between multiple
attack types. In practice, the policy function P would incor-
porate confidence-based graduated responses; low-confidence
alerts (e.g., FPR-sensitive) might trigger monitoring or quar-
antine rather than disruptive isolation, preventing unnecessary
downtime while maintaining security posture. Despite this, the
recovery system preserves a high success rate (98.59%), and
blockchain logging continues to ensure 100% data integrity
with reduced transaction latency (0.342 s). Overall, the results
confirm that while attacks or complex classification scenarios
affect detection accuracy and latency, the PureChain-based
architecture sustains robust fault recovery, immutability,
and scalability, validating its reliability for dynamic IIoT
resilience in dynamic and adversarial environments.

E. Consensus Mechanism and Platform Benchmarking for
Industrial loT

Table VI presents a comprehensive evaluation of consensus
mechanisms and blockchain platforms, focusing on through-
put, latency, energy efficiency, and scalability key performance
indicators for low-latency IIoT applications. The scalability
index is a composite metric defined as Scalability Index =
(Normalized Throughput + Normalized Inverse Latency -+
Normalized Inverse Energy)/3, where each component is
normalized against the maximum value observed across
compared mechanisms/platforms (e.g., Throughput norm
= Platform TPS / Max_ TPS). This provides a relative

score where higher values indicate a better balance of
throughput, latency, and energy efficiency critical for scalable
IIoT deployment. In the consensus mechanism comparison,
the PoA? demonstrates a significant performance advantage
over traditional approaches. It achieves a high throughput of
7.61 TPS and the lowest latency of 0.086 s while maintaining
minimal energy consumption (5.14 W) and superior scalability
(index = 1.47). This performance stems from PoA? hybrid
validator selection mechanism, which combines authoritative
trust with dynamic association scoring [see (2)]. Unlike PoW
and PoS, which require intensive computational or economic
stakes, PoA? delegates validation to a rotating pool of pre-
approved nodes, reducing consensus overhead. The association
score ensures load balancing and mitigates centralization risks
inherent in traditional PoA. This makes PoA? particularly
suitable for IIoT environments where low latency, energy
constraints, and trust are paramount.

In contrast, POW exhibits the lowest throughput (2.90 TPS)
and highest latency (2.8697 s), reflecting its inefficiency for
time-sensitive IIoT environments due to its high energy cost
(195.95 W). PoS and PoA show moderate tradeoffs between
throughput and energy, yet fall short of PoA? in scalability
and responsiveness. For the blockchain platform compari-
son, PureChain demonstrates strong performance across all
metrics, achieving the highest throughput (16.82 TPS) and
lowest latency (0.059 s) while maintaining excellent energy
efficiency (12.43 W). It is important to note that Ethereum
and Hyperledger are general-purpose platforms optimized
for different use cases (public decentralized applications and
enterprise permissioned networks, respectively). PureChain is
specifically architected for closed-loop IIoT recovery, explain-
ing its performance advantages in this niche. Hyperledger,
operating under a permissioned BFT-style consensus, performs
reasonably well (9.94 TPS and 0.1005-s latency) but incurs
slightly higher computational overhead. Ethereum, constrained
by PoW consensus, lags considerably with only 5.00 TPS
and high energy demand (1520.65 W), making it less suit-
able for low-latency edge deployments. Overall, the results
confirm that PoA? and PureChain together establish an opti-
mal balance between performance, scalability, and energy
efficiency for the specific requirements of IIoT security and
recovery.
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FE. Comparative Analysis

Table VII presents a comparative evaluation of the pro-
posed PureChain framework against several recent intrusion
detection and prevention systems. To address the inherent
limitations of cross-study comparisons where differences in
datasets, hardware configurations, and evaluation protocols
can significantly impact reported metrics, we reimplemented
three representative baseline frameworks [22], [36], [39] in
our experimental environment. Each model was trained and
evaluated on the IoT-CAD dataset using the same hard-
ware configuration described in Section IV. Compared to
prior studies, PureChain demonstrates competitive detec-
tion performance, achieving 99.87% accuracy and 99.90
% F1-score in binary classification while maintaining excep-
tionally low inference latency (0.00006-0.0042 s). It is
important to note that direct numerical comparison across
different datasets and experimental setups is inherently limited
due to variations in hardware, network conditions, and dataset
characteristics. Where possible, we have reported metrics
from original publications; however, for our reimplemented
baselines, we provide both originally reported and experi-
mentally reproduced values for transparency. For frameworks
where source code was unavailable or domain adaptation
was infeasible, we report original metrics with appropriate
caveats. Unlike earlier frameworks, which focus primarily
on detection accuracy without integrating autonomous recov-
ery, PureChain achieves a verified recovery success rate
of 97.47%-98.59%, enabled through its blockchain-logged
closed-loop resilience protocol with infrastructure-enforced
actions. Additionally, while most existing systems rely on stan-
dard blockchain audit trails or partial transparency, PureChain
provides immutable, verifiable auditability with cryptographic
proof tokens linking detection to mitigation. The key dif-
ferentiator is not superior detection accuracy alone several
recent works achieve comparable 98-99% accuracy but rather
the tight coupling of detection with autonomously triggered,
infrastructure enforced, and cryptographically verifiable recov-
ery. This positions PureChain as an end-to-end resilience
framework rather than a specialized detector, addressing the
critical gap between threat identification and provable reme-
diation.

1) Reimplemented results obtained by training the original
authors’ model architectures (where available) on the
IoT-CAD dataset under our unified experimental envi-
ronment (Windows 11, Intel i5-12400F, 32-GB RAM,
and RTX 3050). Values represent binary classification
performance averaged over five runs.

2) Reimplementation not performed for these frameworks
due to domain-specific datasets not transferable to
IIoT context [35], [38], proprietary or unavailable code
implementations [40], [41], or framework complexity
requiring significant adaptation [37], [42].

G. Ablation Study

To assess the contribution of each core component within
the proposed framework, we systematically evaluate the roles
of Al-based intrusion detection, blockchain-based immutable
logging, and automated recovery in the PureChain architecture.
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By selectively removing one module at a time and measuring
the resulting degradation in system performance, we quantify
the necessity of each component to achieve a holistic, resilient
IIoT security architecture. The findings reveal critical tradeoffs
among detection accuracy, attack mitigation, latency, and
auditability, underscoring the inherently integrated nature of
modern industrial cybersecurity systems.

The ablation results in Table VIII clearly demonstrate
that each component of the proposed architecture contributes
uniquely to the system’s resilience, while their integration
yields the strongest overall performance. In the Al-only con-
figuration, the system achieves high detection accuracy on
both datasets (88.92% on IoT-CAD and 90.14% on IoT-
Forge), confirming the ability of modern machine learning and
hybrid deep learning models to identify malicious IIoT traffic
patterns. However, the lack of blockchain support and real-
time recovery results in significantly elevated attack success
rates (31.45% and 27.80%), revealing that accurate detection
alone is insufficient for operational protection and provides no
audit trail for post-incident verification. Adding blockchain to
Al introduces a moderate, predictable latency increase (from
approximately 0.14-0.34 to 0.47-0.49 s), primarily due to
consensus and block finalization. Yet, it substantially improves
auditability by ensuring tamper-proof logging of security
events. Nevertheless, the attack success rate remains non-
negligible (25.30% and 21.50%), indicating that blockchain,
functioning solely as a passive recorder rather than an active
defense mechanism, cannot prevent ongoing intrusions.

Conversely, augmenting Al with automated recovery yields
a dramatic reduction in attack success, achieving 0% across
both datasets without introducing additional latency, thereby
confirming the critical value of real-time mitigation strategies
such as device isolation, state rollback, or command override.
However, without blockchain-based verification, these recov-
ery actions lack cryptographic attestation, limiting their foren-
sic and regulatory usefulness. The integrated framework com-
bining A, blockchain, and automated recovery delivers the
most balanced and comprehensive performance. It preserves
the Al+Recovery configuration’s perfect prevention rate,
maintains high accuracy, and ensures complete auditability
through immutable on-chain logging. Although it introduces
slightly higher latency, the overall delay remains well within
the bounds required for real-time IIoT operation. Collectively,
these findings show that while Al alone provides strong detec-
tion, only the complete framework delivers holistic security by
unifying precise identification, guaranteed prevention, accept-
able latency, and end-to-end auditability, thereby establishing
a resilient and operationally viable defense for modern IIoT
systems. The ablation study confirms that the strength of
PureChain lies not in any individual component but in their
tight, closed-loop integration, addressing the long-standing
triad of detection, prevention, and verification in IloT security.

H. Robustness Analysis: Adversarial Attacks and Concept
Drift

To rigorously assess robustness, we conducted additional
experiments under simulated adversarial conditions and con-
cept drift, extending evaluation beyond standard test-set
benchmarking.
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TABLE VII
COMPARATIVE ANALYSIS OF RECENT FRAMEWORKS AND THE PROPOSED PURECHAIN SYSTEM

Ref. Model(s) Used Dataset(s) Original Re- Original F1- Re- Latency (s) Recovery Auditability
Accuracy implemented Score (%) implemented
(%) Accuracy F1-Score (%)t
(%)t
This Work  XGBoost, CNN, IoT-CAD, loTForge 99.87 99.87 99.90 (Binary) 99.90 (Binary) 0.00006— 97.47-98.59% Immutable,
LSTM, BiLSTM (Binary) (Binary) 0.0042 Verified
[22] DL + Blockchain ~ SDN-enabled IIoT 98.00 96.42 97.00 95.87 0.0085 No Recovery Yes
IDS
[36] CNN + LSTM CICIoT2023, 98.42 97.83 98.57 97.91 0.0092 No Recovery Yes
CICIDS2017
[39] CNN, LSTM, BiL-  BoTIoT, CiCIoT, To-  99.00 98.21 98.00 97.64 0.0150 No Recovery Partial
STM NIoT
[35] BERT + Cloud IVAD (In-vehicle) 94.20 —F 93.80 —F 0.0230 No Recovery Partial
[40] CNN + Blockchain ~ CICIDS2019, NSL-  93.70 —i 96.90 —f 0.0080 Basic Yes
RL KDD Prevention
[37] AutoML + Meta- CIC-IDS2017, 98.10 —F 97.80 —f 0.0150 No Recovery Partial (XAI)
Learning UNSW-NBI5
[41] CatBoost (Cross- RPL-NIDS 99.00 — 98.20 — 0.0012 Basic No
layer) (simulated) Prevention
[38] Modified LGBM + Power System Intru-  93.00 —i 93.00 —% 0.0020 No Recovery Partial
SVM sion
[42] SS-LSACNN +  WSN-DS, 98.15 —F 95.48 —F 0.0030 No Recovery No
CC-SMOTE CICIDS2017
TABLE VIII

ABLATION STUDY OF THE PROPOSED FRAMEWORK ACROSS DATASETS

Configuration Accuracy Attack Success End-to-End  Auditability
(%) (%) Latency (s)
TIoT-CAD Dataset
Baseline (AI only) 88.92 31.45 0.135 None
Al + Blockchain 91.85 25.30 0.470 Partial
Al + Recovery 98.33 0.0 0.136 None
Full Framework 98.33 0.0 0.470 Full
IoTForge Dataset
Baseline (Al only) 90.14 27.80 0.339 None
AI + Blockchain 93.22 21.50 0.488 Partial
Al + Recovery 98.34 0.0 0.340 None
Full Framework 98.34 0.0 0.488 Full

1) Adversarial Robustness: We evaluated model resilience
against evasion attacks using the fast gradient sign
method (FGSM) with perturbation magnitudes € €
{0.01,0.05,0.10}. Feature perturbations were applied
to test set samples while preserving label integrity.
XGBoost, our deployment model, showed accuracy
degradation from 99.87% (clean) to 97.2% (e = 0.01),
91.4% (e = 0.05), and 83.7% (e = 0.10). While this
confirms susceptibility to adversarial inputs, a known
limitation of gradient-based models, the impact on
recovery actions is mitigated by two factors: blockchain
validation of alerts requires consensus among multiple
edge nodes, reducing single-point evasion success, and
infrastructure-enforced recovery triggers only upon con-
firmed alerts, with low-confidence predictions subject to
graduated response policies. Future work will integrate
adversarial training to harden the detection layer.

2) Concept Drift Simulation: To assess long-term stabil-
ity, we trained models on IoT-CAD and tested on
IoTForge without adaptation, simulating environment
changes. XGBoost accuracy dropped from 99.87%
(in-distribution) to 84.3% (cross-dataset), indicating sen-
sitivity to distribution shift. This motivates our planned
federated learning extension, which will enable peri-
odic model updates using decentralized data without

compromising privacy. In production deployments, drift
detection mechanisms would trigger retraining when
performance degrades below the threshold.

V. CONCLUSION

This article has presented PureChain, a holistic security and
resilience framework designed to address critical challenges
in Industrial IoT ecosystems. PureChain advances the state of
the art by unifying three core capabilities: high-performance
machine learning-based intrusion detection, a lightweight
blockchain with the novel PoA? consensus for tamper-proof
logging, and a verifiable protocol for autonomous recovery.
This integration creates a closed-loop security model where
the blockchain actively enforces system resilience, a capability
lacking in prior works. Key innovations include: 1) formally
defined PoA? consensus with association score weighting
validator selection by uptime, response time, reputation, and
load balancing; 2) infrastructure-enforced recovery actions
through SDN switches and hardware management controllers,
ensuring execution independent of compromised device com-
pliance; and 3) comprehensive evaluation including adversarial
robustness analysis and cross-dataset generalization.

The experimental evaluation validates the framework’s
effectiveness and novelty. The PoA? consensus enables
PureChain to achieve high throughput (16.82 TPS) and low
latency (0.0594 s) with minimal energy consumption, demon-
strating suitability for resource-constrained IIoT environments
when compared to general-purpose platforms designed for dif-
ferent use cases. When integrated with optimized models such
as XGBoost (achieving 99.87% accuracy with class imbalance
handling via stratified sampling and scale pos weight), the
system demonstrated its core resilience, successfully execut-
ing and verifying recovery actions with a success rate of
up to 98.59%. Ablation studies confirmed that each com-
ponent contributes uniquely, with full integration achieving
0% attack success while maintaining complete auditabil-
ity. Robustness analysis revealed expected vulnerability to
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adversarial perturbations and concept drift, motivating future
work on adversarial training and federated adaptation. The
comparative analysis confirms that PureChain’s scope end-to-
end detection, logging, and verifiable recovery differentiates
it from frameworks focused solely on detection accuracy or
blockchain logging in isolation.

Conclusively, PureChain provides a foundational step
toward truly resilient and self-healing IIoT systems. By
transforming the blockchain ledger from a passive forensic
log into an active orchestrator of trusted system state, it
ensures operational continuity can be maintained and veri-
fied even during sophisticated cyberattacks. Future work will
focus on enhancing adaptability through federated learning for
privacy-preserving collaborative detection, adversarial training
to improve robustness against evasion attacks, and deployment
in large-scale, multidomain industrial testbeds with physical
IIoT devices. The proven collaboration of Al and blockchain
within PureChain establishes a new paradigm for IloT security
where trust, autonomy, and resilience are intrinsically linked.
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