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Abstract

This study introduces an integrated system for detecting and managing driver inattention using a combination of artificial
intelligence (Al), blockchain technology, and edge computing. The proposed system utilizes You Look Only Once version
8 Nano (YOLOvVS8n) for real-time object detection and a Raspberry Pi 5 for edge-based analysis, ensuring efficient and
accurate detection of inattentive behaviors such as drowsiness, distraction, and other unsafe driving patterns. Blockchain
integration with Hyperledger Besu, using the Istanbul Byzantine Fault Tolerance version 2.0 (IBFT 2.0) consensus proto-
col, provides a secure and tamper-resistant ledger for recording and verifying driver inattention events. The system dem-
onstrated robust performance metrics, including a mean precision of 92.99%, mean recall of 93.47%, and mean Average
Precision at Intersection over Union threshold 0.5 (mAP@0.5) of 92.5% for YOLOvSn, establishing its superiority among
evaluated YOLO models. The blockchain network achieved a throughput of up to 128.5 transactions per second (TPS) and
an average latency ranging from 0.84 seconds for transfer operations to 4.43 seconds for open operations, demonstrating
its capability to support real-time event logging. This research addresses limitations in traditional centralized systems by
offering a scalable, permissioned, and transparent framework for enhancing driver safety through real-time monitoring
and secure data management.
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1 Introduction
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capabilities and technological sophistication have propelled
significant social and economic progress. However, this
growth has been accompanied by a substantial increase in
vehicular traffic, particularly in countries like India and
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more frequent, posing substantial risks to daily commut-
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ing and overall safety. Among the various causes of these
accidents, distracted driving emerges as a critical issue [29],
with investigations revealing it as a primary factor, espe-
cially in severe incidents. Statistics indicate that distracted
driving contributes to approximately 43% of accidents
in heavy traffic and 37% on highways [27], particularly
when drivers engage in activities such as drinking or using
mobile phones, diverting their attention from the road. Such
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behaviors, categorized as visual and cognitive distractions,
significantly diminish drivers’ decision-making and opera-
tional capacities, raising the likelihood of personal injury
and property damage, particularly during high-speed driv-
ing [28]. Fatigue is also a significant concern, with drivers
being considered fatigued after continuous driving for over
four hours.

In crucial industrial operations, maintaining monitoring
personnel’s focus is vital to prevent accidents and subse-
quent material wastage and economic losses. Distraction
and fatigue stand out as primary causes of lapses in attention.
Typical distractions encompass looking-away, drinking, and
mobile phone usage, with the latter posing significant risks.
Both driving and industrial processes entail safety hazards,
with fatigue and inattention impairing concentration [2].

Hence, to mitigate the likelihood of accidents, the instal-
lation of Advanced Driver Assistance Systems (ADAS)
becomes crucial [15]. ADAS serves to alert drivers of
potential risks or even intervene to avert collisions. Cur-
rently, both unmanned driving and ADAS technologies
have gained widespread adoption. By identifying driver dis-
tractions, timely ADAS interventions prove instrumental in
preventing numerous traffic accidents [19].

Currently, there are two primary approaches to assess
personnel attention: wearable device-based detection and
machine vision-based detection. Wearable device-based
methods involve collecting physiological signals like elec-
troencephalograms, [26] electrocardiograms, and electro-
myograms [8] through medical equipment, offering precise
insights into the individual’s physical state. However, these
devices suffer from limited usability, complex operation,
and high costs, potentially compromising the detection
accuracy in practical settings. In contrast, machine vision-
based methods analyze facial characteristics to assess atten-
tion divergence, offering a non-intrusive and cost-effective
alternative [7]. This approach boasts superior real-time
performance compared to wearable devices and is gaining
traction, driven by advances in machine vision and deep
learning technologies [13, 16]. In this work, the terms used
to describe driver behavior are defined as follows for consis-
tency. Drowsiness refers to fatigue-related loss of alertness
characterized mainly by prolonged eye closure and yawn-
ing. Distraction refers to the diversion of visual or cognitive
attention due to activities such as phone usage, drinking,
texting, or looking away from the road. Inattention is used
as a broader term that encompasses both drowsiness and
distraction, representing any driver state that reduces focus
on safe driving. These definitions are applied consistently
throughout the manuscript.

Motivation Previous studies did not effectively address the
issues associated with using a centralized Internet of Things
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(IoT) server for data storage. One major concern is that
storing data on a central device, computer, or in the cloud
makes it vulnerable to unauthorized alterations or loss. Ear-
lier research did not adequately tackle the problem of data
mutability, meaning that the stored data could be changed
without proper authorization, potentially allowing mali-
cious actors to tamper with the server’s data.

In essence, the lack of comprehensive solutions in previous
research left central storage systems like IoT servers and vehi-
cle black boxes susceptible to data manipulation. The concen-
tration of data in a single server made it an attractive target for
data mutability, which could have far-reaching consequences
for the system’s integrity and functionality. The limited atten-
tion given to issues related to data mutability further exacer-
bated trust concerns. If data could be altered without proper
oversight or safeguards, it significantly eroded the trustworthi-
ness and accuracy of the stored information.

Prior research has not explored the integration of deep
learning and blockchain technologies working in tandem for
secure data storage. This novel research emphasizes the cohe-
sive combination of these technologies, unlike previous studies
that separately focused on either deep learning or blockchain.
By harnessing their collaborative potential, this approach aims
to enhance their capabilities and unlock new possibilities for
applications that have not been explored before.

Contribution: The major contributions of this research are
as follows:

1. This research enhances driver safety by developing an
integrated detection and alert system using Raspberry
Pi 5 for real-time monitoring of driver distractions and
eye states. By incorporating Arduino Nano 33 IoT and
a servo motor, the system provides immediate vibration
and voice alerts, significantly improving upon traditional
single-camera methods. Additionally, temporary delay of
3 seconds was introduced in the design to double-check
the inattention class detected before confirmation in
order to reduce false alarm rate.

2. An innovative framework was introduced for stor-
ing and managing critical driving behavior data, such
as prolonged eye closures exceeding three seconds. A
high-performance IBFT 2.0 Proof of Authority block-
chain network was implemented to ensure secure and
reliable data management without gas fees. Leveraging
blockchain technology, the system enables safe driving
incentives, post-accident investigations, and insurance
premium adjustments by maintaining immutable driver
performance records. Smart contracts were also devel-
oped to automate the recording of inattention events and
manage secure access to this information.
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3. To facilitate interaction with the system, a Flutter-based
mobile decentralized application (DApp) was developed,
featuring role-based access control. This interface allows
various stakeholders, including police, road safety offi-
cials, insurance companies, and logistics organizations,
to access driver performance data securely. The DApp
ensures effective collaboration while safeguarding data
privacy and integrity.

The subsequent sections of this document are structured as
follows: Section 2 provides a comprehensive review of exist-
ing literature, highlighting gaps and motivations for the study.
Section 3 presents the proposed system model, including its
architecture, flowchart, and smart contract design. Section 4
outlines the dataset and performance metrics used to evaluate
the system. Section 5 discusses the implementation and exper-
imental results, including model performance and blockchain
evaluation. Finally, Section 6 offers the conclusion of the
paper and suggestions for future research directions.

2 Literature review

This section reviews three areas of related work that col-
lectively motivate the proposed system. Figure 1 illustrates
the broader ADAS context in which this work is situated.
Although ADAS incorporates various sensors and commu-
nication modules for real-time environment perception, it
cannot directly assess the cognitive state of the driver. Exist-
ing research has addressed this limitation through three pri-
mary directions: drowsiness detection, distraction detection,
and blockchain-based data management. These domains
define the technical context and highlight the gaps that the
proposed system aims to address.

Fig. 1 Overview of Advanced
Driver Assistance Systems
(ADAS) technology illustrating
the integration of multiple sensing )
and communication modules— \
including Radar, Lidar, Camera,
(Global Navigation Satellite
Systems (GNSS), and Vehicle-to-
Everything (V2X)—coordinated
through a Central Processing
Unit (CPU). The system relies on
Power Supply/Management for
sustained operation and supports
real-time environment perception
and decision-making to enhance
vehicle safety and automation

Power
Supply/Management

2.1 Drowsiness detection systems

A prominent thread of research focuses on detecting driver
drowsiness through eye-state and facial cue analysis. One
approach integrates near-infrared (NIR) imaging with deep
learning. For example, Sinha et al. [22] combined NIR
cameras with the YOLOV3 architecture for face detection,
achieving 97% accuracy under partial occlusion. While
effective in low-light conditions, the reliance on special-
ized hardware increases deployment cost, and the binary
eye-state classification limits the ability to capture varying
levels of drowsiness.

Lightweight and embedded solutions have also been
explored. Soman et al. [24] proposed a real-time IoT
framework using the Eye Aspect Ratio (EAR), deployed
on a Raspberry Pi 4B with multimodal alert mechanisms.
However, the use of a fixed EAR threshold (0.2) introduces
sensitivity to individual facial differences and head pose
variation, limiting generalizability. Similarly, Ziryawulawo
et al. [30] demonstrated a camera-based system in a real-
world transit setting, confirming deployment feasibility, but
did not validate performance across diverse environments
or driver populations.

Deep learning-based approaches provide higher
accuracy but introduce computational challenges. Phan
et al. [21], a hybrid system combining facial landmark
detection with MobileNetV2 and ResNet-50 achieved
97% accuracy. However, the high parameter count of
ResNet-50 raises concerns for edge deployment, and
real-time performance metrics were not reported. Gan-
guly et al. [11] proposed two-stage pipeline using Faster
R-CNN followed by a CNN classifier, achieved 97.6%
accuracy but increases inference latency due to sequen-
tial processing.

Y
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Efficient object detection frameworks have also been
considered. Shakeel et al. [23] employed MobileNet with
SSD, achieving an mAP of 0.84 on embedded devices such
as Raspberry Pi 3 and smartphones. While computationally
efficient, the accuracy may be insufficient for safety-critical
applications, and binary outputs cannot capture gradual
drowsiness onset.

2.2 Driver distraction detection systems

A parallel body of work addresses driver distraction through
activity classification. Christy et al. [6] used CNN models to
classify seven distraction scenarios under stress conditions,
achieving 99% accuracy. However, the dataset included
only ten drivers, limiting generalizability and lacking cross-
subject validation.

Comparative analyses of deep learning architectures
have also been conducted. Hossain et al. [12], MobileNetV2
achieved the highest accuracy (98.12%) among evaluated
models. Despite this, the study focused solely on accuracy
without considering deployment constraints such as infer-
ence latency or memory usage, which are critical for real-
time systems.

Benchmark-driven approaches have shown strong perfor-
mance under controlled conditions. Bekka et al. [3] utilized
a VGG16-based model trained on the State Farm Distrac-
tion Dataset, achieving over 99% accuracy with real-time
alert functionality. However, VGG16’s large computational
footprint limits its applicability in resource-constrained
environments, and the dataset’s staged nature reduces its
representativeness of real-world driving behavior.

2.3 Blockchain-based data management
frameworks

A third line of research explores blockchain for secure and
decentralized data management, primarily in the health-
care domain. Zhang et al. [31] enables secure clinical data
exchange between patients and providers, while Patel [20]
proposed off-chain mechanisms to improve scalability in
medical data sharing. Similarly, Usman and Qamar [25]
introduced a private blockchain for electronic medical
records, and Du et al. [9] suggested a consortium-based
model where hospitals maintain shared data infrastructure.
Smart contract-based solutions have also been explored
to enhance access control and process efficiency. For
instance, Khatoon [14] demonstrated improved healthcare
workflows through automated data access management,
although overly permissive access policies may introduce
security risks. More recently, Aditya et al. [1] proposed a
comparable integration of deep learning classification with
blockchain smart contracts and cryptographic security for
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IoT-based healthcare monitoring, demonstrating strong per-
formance in both threat detection and disease diagnosis.
Despite these advances, blockchain applications remain
largely confined to healthcare. None of the reviewed frame-
works have been adapted to vehicular monitoring systems,
leaving a gap between decentralized data management
capabilities and their application in driver safety contexts.

2.4 Research gaps and motivation

Across the reviewed studies, two structural gaps consis-
tently emerge. First, drowsiness detection and distraction
detection have evolved independently. Eye-state monitoring
systems do not account for cognitive or manual distractions,
while activity-based systems do not incorporate physiologi-
cal indicators of fatigue. No existing work integrates both
modalities into a unified detection framework.

Second, current driver monitoring systems rely on cen-
tralized data architectures, which introduce single points of
failure, limit auditability, and restrict secure multi-stake-
holder access. While blockchain-based systems demon-
strate the feasibility of decentralized data management, this
approach has not been extended to vehicular environments.

These gaps collectively motivate the proposed system,
which aims to unify driver inattention detection and incorpo-
rate decentralized data management within a single frame-
work. Table 1 summarizes the reviewed studies against key
evaluation criteria.

3 Problem formulation

We aim to detect driver inattention and securely store the
detected information in a decentralized database. The prob-
lem consists of two components: Inattention Detection and
Decentralized Storage.

Table 1 Comparison of studies on driver inattention detection

Studies Distraction ~ Drowsiness Decen-  Real-
tralized  time
Access  Alert
inh. 1.[22
:m aet il 1[ 21 v % v
Z(.)manela.[t]l v y v
iryawulawo et al.
[30] v X v
Phan e; al. [211] y v y Y
Gljnkgulyetzi.[ll] % v % v
S a. eel et al. [23] % Y % v
ChrlsFy etal. [6] v v y v
Hossain et al. [12] v « « v
Bekka et al. [3] v % % v

Proposed Tech.

4
4
4
4
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3.1 1.Inattention Detection

Driver inattention (/) is influenced by drowsiness (D) and
distraction (R):
Input Variables:

e X € R™: Feature vector representing observed driv-
er behavior, where n is the number of observed
features. Weight Matrices:

di1  diz ... din i1 Tri2 ... Tin

da1  da2 dap T21  T22 ... T2n
D= . . .|, R=1|. . .

dml dm2 e dmn T'm1 Tm2 o Tmn

Inattention Score:

I = aDX + BRX,

where « and ( are weights to balance the influence of
drowsiness and distraction.

3.2 2. Decentralized Storage
Detected inattention (/) is stored in a decentralized database

(Z) for future use.
Database Representation:

Z11 Z12 N 21k

221 22 22k
7= . ,

Zm1l Zm?2 cee Z2Zmk

where each row Z; contains:

Zi = (i, I;, i, 1;),
with:

t;: Timestamp.

1, Inattention score.

¢;: Confidence level.

l;: Location or metadata.

3.3 3. Objective

Minimize the overall error (E) in detecting and storing
inattention:

E=|I-YI|?,

where Y is the ground truth for inattention labels.

3.4 4. Constraints

Real-time Processing:

T() <,
where 7(J) is the time to compute 7, and 7 is the maximum
allowable time.

Secure Storage:

Z; must be stored immutably in the blockchain.

It is important to clarify that the above mathematical for-
mulation serves as a conceptual abstraction describing the
relationship between drowsiness, distraction, and overall
driver inattention. The proposed YOLO-based implemen-
tation does not explicitly compute the weight matrices or
the inattention score as expressed symbolically. Instead,
these relationships are implicitly learned by the deep neu-
ral network during training through convolutional feature
extraction and classification. The formulation is therefore
intended to provide theoretical intuition for the problem
structure rather than to represent the exact computational
pipeline of the implemented system.

4 Proposed system

The proposed system model is designed to detect and man-
age driver inattention in real time using a combination of
artificial intelligence, edge computing, blockchain, and
decentralized applications (DApps). The model is divided
into two main phases: Design and Implementation, which
work together to provide an efficient, real-time, and trans-
parent monitoring system.

4.1 System architecture

Figure 2 illustrates the overall architecture of the proposed
driver inattention detection framework, which is organized
into two complementary phases: the design phase and the
implementation phase. The design phase presents the con-
ceptual workflow, where a vehicle-mounted camera captures
driver behavior, an edge node performs Al-based object
detection, a blockchain server securely stores confirmed
inattention events, and a decentralized application (DApp)
enables authorized stakeholders to access the recorded
information. The implementation phase demonstrates the
practical realization of this architecture using a Raspberry
Pi 5 running YOLOv8n for edge inference, a Hyperledger
Besu blockchain network for immutable event logging,
and a Flutter-based DApp for secure visualization and
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[ Vehicle with

Camera Edge:Node ]

] |

[Blockchain server] [User Computer]

_.....Design

object detection
using artificial intelligence

store object detection

%inanention result

from the blockchain .~

LALL
&
e

Raspberry Pi 5 with
YOLOv8n deployed

Vehicle with front
Camera

_Implementation

i e

Fig. 2 Proposed system model showcasing both the design and imple-
mentation phases of a blockchain-integrated object detection system.
The model includes a vehicle equipped with a camera capturing real-
time footage, an edge node (Raspberry Pi 5) running YOLOVS for

management of driver inattention records. This layered
architecture bridges the conceptual system design with
its real-world deployment, highlighting the integration
of artificial intelligence, edge computing, and blockchain
technologies into a unified driver monitoring framework.

The framework begins with a vehicle-mounted cam-
era that captures real-time driver behavior. The captured
data is transmitted to an edge node for local processing.
The YOLO model in the proposed system performs object
detection only, producing bounding boxes and class labels
for driver behaviors. The interpretation of these detec-
tions into driver state classification (normal, distracted,
or drowsy) is handled by a separate rule-based temporal
verification module. Detected behaviors such as eye clo-
sure, yawning, phone usage, drinking, and looking away
are tracked across consecutive frames, and a three-sec-
ond persistence check is applied before confirming true
inattention. This approach does not compute a numerical
inattention score; instead, behavioral state is determined
based on event persistence over time. This approach is
more suitable for real-time edge deployment in vehicu-
lar environments. The edge node identifies inattentive
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Decentralized Application

Personal Computer installed on a computer

Al-based object detection, a blockchain server for securely storing
detection results, and a user computer with a decentralized application
(DApp) to access and manage inattention alerts

states, such as distraction and drowsiness, and transmits
the inference results to a Hyperledger Besu blockchain for
immutable storage. To ensure privacy-preserving account-
ability, driver identities are encoded via 160-bit Ethereum-
compatible wallet addresses, acting as pseudo-anonymous
identifiers that shield personal credentials. To maintain led-
ger scalability, the system employs a hybrid storage model
where high-bandwidth raw data is discarded post-inference
at the edge, while only lightweight metadata, comprising
the event class and timestamp, is committed on-chain.

The blockchain server also facilitates interactions with
a user’s computer. The user computer retrieves inattention
detection results from the blockchain. The user computer can
analyze these results or issue commands based on the data. For
example, it might generate alerts or provide recommendations
to improve driver safety. This blockchain-based architecture
enables seamless communication between all components of
the system and supports real-time monitoring and decision
making.

The implementation phase transforms the conceptual
design into a practical system. A vehicle with a front
camera collects real-time footage of the driver, focusing
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on capturing signs of inattention. The captured data is
processed locally using a Raspberry Pi 5, which runs the
YOLOVS8n object detection algorithm. This lightweight and
high-performance edge device ensures real-time detection
without heavy reliance on external computational resources,
thereby reducing both latency and dependency on network
connectivity.

Once the analysis is complete, the detection results are
sent to a personal computer that acts as a central hub for fur-
ther processing and visualization. This computer integrates
with a decentralized application (DApp), which provides a
user-friendly interface for interacting with the blockchain.
The DApp allows users to verify the authenticity of results,
track driver behavior records, and monitor driving safety
insights. By utilizing a DApp, the system ensures secure
and tamper-proof interaction, enhancing data accessibil-
ity and user confidence in the results. The DApp retrieves
these records by querying indexed Solidity events stored
on the Hyperledger Besu network. This indexing structure
allows stakeholders to filter millions of events by driver
address or inattention type through efficient indexed event
lookups, which provides the scalability required for large-
scale fleet monitoring.

Figure 3 depicts the proposed flowchart for a real-time sys-
tem for detecting and addressing drivers’ inattentive behav-
iors. It starts with the vehicle’s camera capturing images.
These images are then analyzed by a deep learning model
on the edge node. If unsafe behavior is detected, the system
triggers an initial alarm and monitors for distraction or pro-
longed eye closure, with re-evaluations and escalated alerts
as needed. Confirmed inattentive behaviors are securely
stored on a blockchain, enabling data access through DApps
for stakeholders such as companies, insurance providers,
and traffic authorities, ensuring transparency and actionable
insights. Three seconds delay was chosen because eye closure
lasting for more than two seconds is considered to be drowsi-
ness [4, 5, 17].

The pseudocode in algorithm 1 describes a system that
detects and manages inattentive driver behaviors using
YOLO object detection and logs the results on the Ethereum
blockchain. It begins by initializing the test to speech (TTS)
engine, connecting to the Ethereum network via Infura, and
loading YOLO model weights and configurations. The sys-
tem enters a loop where it captures video frames from a cam-
era, performs YOLO detection to identify unsafe behaviors
(e.g., drinking, texting, yawning), and triggers alarms if such
behaviors are detected. If behaviors persist after a recheck,

Input image
from camera

Distracted

r—v—\
Trigger vibrator
& alarm for 10s

Store in
blockchai
network

Y I Y

Company da Insurance Traffic authority
oty CSPR company dapp dapp

End

Y

Fig. 3 The Flowchart of the proposed system

the system categorizes them as either “drowsy” or “dis-
tracted” and logs the incidents on the blockchain by creating
and signing a transaction with the driver’s private key. The
process continues until manually exited, ensuring real-time
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detection, escalation, and secure data logging for transparency
and accountability.

Algorithm 1 Inattention Driver Detection System with Blockchain
Logging

: Input: addr,jyer : driver Ethereum address, P K : private key

: Output: Blockchain record of inattention events

: Notations:

B: Bounding boxes, L: Labels, C: Confidence,

D: Drinking, L 4: Looking away, Tp: Talking on phone,

Cg: Closed eyes, T: Texting, Y: Yawning, 7" X: Transaction

: Initialize TTS engine and connect to the IBFT 2.0 blockchain
network via RPC

8: if connection successful then

9:  Announce: “Connected”

10: else

11:  Announce: “Connection failed” and exit

12: end if

13: Load YOLO weights, config, and labels

14: Start camera feed and initialize serial communication

15: while true do

16:  Capture and resize frame

17: {B, L, C} < Perform YOLO detection

18: if LN{D,Ly,Tp,Cg,T,Y} # ( then

NouE LS

19: Trigger alarm and announce: “Unsafe driving”

20:  endif

21: if L contains {D, L 4, Tp, T, Y} then

22: Wait 3 seconds and recheck detection

23:  endif

24: if L still contains {D, L 4, Tp, T, Y} then

25: Trigger alarm and announce: “Distracted”. Call sub-
mit(distraction)

26:  end if

27: if L contains Cg then

28: Wait 3 seconds and recheck detection

29:  endif

30:  if L still contains Cg then

31: Trigger alarm and announce: “Sleeping”. Call sub-
mit(drowsy)

32:  endif

33:  Display processed frame with B
34:  if Esc key pressed then

35: break

36:  endif

37: end while

38: procedure SUBMIT(inattentionType)
39: if inattentionType = drowsy then

40: T X <« recordDrowsyDriver(addr,iver )
41:  else

42: T X < recordDistractionDriver(addrg,iver )
43:  end if

44: SignedT X < Sign(T X, PK)

45:  Send transaction and wait for receipt

46:  Announce “Logged” and return transaction hash
47: end procedure

4.2 Blockchain network
The system’s blockchain infrastructure was implemented

using Hyperledger Besu, a permissioned blockchain infra-
structure designed for enterprise-grade applications. The
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blockchain network was configured with the Istanbul Byz-
antine Fault Tolerance Protocol (IBFT 2.0), a PoA variant
specifically designed for authorized blockchain networks
[10]. IBFT 2.0 ensures consensus through a predefined set
of authorities, providing improved resilience against Byz-
antine faults while maintaining network coherence and reli-
ability. The IBFT 2.0 consensus mechanism is particularly
suitable for the system’s requirements, as it allows trusted
validators to maintain network integrity in a permissioned
environment. The network creation and consensus process
is illustrated in Fig. 4, and the interface of the node’s opera-
tional status is presented in Fig. 5.

The system’s blockchain infrastructure was implemented
using Hyperledger Besu (v25.11.0), a permissioned block-
chain client designed for enterprise-grade applications. The
network is configured around four validator nodes (n = 4
), with one node assigned per institutional stakeholder,
namely Police, Road Safety Authority, Insurance Com-
panies, and Logistics Organizations. This validator count
simultaneously satisfies the IBFT 2.0 minimum Byzantine
fault-tolerant network size (n > 3f +1 for f=1) and
aligns with the four-party governance structure inherent
to the system design. Additional validator nodes beyond
n =4 would introduce O(n?) consensus-message over-
head without a corresponding governance justification, as
each consortium party is already represented. Besu oper-
ates two parallel networking stacks. The first is a UDP-
based discovery stack for finding peers, and the second is
a devP2P stack over TCP for all data transport once peers
are bonded. In this deployment, the UDP discovery stack is
disabled (-discovery-enabled=false) and connec-
tivity relies on a static node list (static—-nodes. json),
in which each validator holds the enode URLs of the other
three; this prevents the node from soliciting connections
from unknown peers. Note that static-nodes. json
governs outbound connectivity to the known validator set,
and the experimental deployment operates on a private local
network not exposed to public internet access. This design
prioritises security and determinism over dynamic scalabil-
ity: restricting connections to a known validator set reduces
the attack surface against Sybil and eclipse attacks, at the
cost of limiting open participation. The result is a logically
fully connected mesh of persistent TCP devP2P connections
among the four validators. Edge devices (Raspberry Pi) and
the Flutter DApp do not act as validators; they participate
as lightweight JSON-RPC clients that submit locally signed
transactions to their respective institutional validator’s RPC
endpoint over HTTP/WebSocket.

Networkconfiguration Table2 summarisesthegenesis. json
parameters governing the experimental network. The block
period of 1 second provides rapid deterministic finality;
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User Besu

Execute command to generate
blockchain config

>
>

Nodel |Node2 | Node3 'Node4d

Generate config using
ibftConfigFile.json
]

_Configuration generated

Execute command to generate
node keys and genesis file

>

Generate keys and genesis file

for nodes

_Keys and genesis file generated

Copy genesis file to IBFT-Network
directory

Genesis file copied

Copy node private keys to node directories

_Node keys copied
Start Nodel

_Start Nodel

Start Nodel with specified
parameters

Start Node2

_Start Node2

Start Node2 with specified
parameters

Start Node3

Y

~_Start Node3

Start Node3 with specified
parameters

Start Noded

Y

_Start Node4

Start Node4 with specified

parameters

Confirm private network
is working

>
>

Execute curl command to call
ibft_getValidatorsByBlockNumber
-

Response with four validators

User Besu

Fig.4 Network Setup for IBFT 2.0

the request timeout of 4 seconds ensures a round-change
is triggered only when the current proposer is genuinely
unresponsive rather than delayed by normal propaga-
tion. The gas price is fixed at zero, enabling a fee-free

Nodel 'Node2 | Node3 |Nodea

institutional environment. The gas limit of 4,700,000 was
dimensioned relative to the cost of the core write opera-
tions. The recordDrowsyDriver () and record-
DistractionDriver () functions each perform one
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Fig.5 Zero-Gas-Fee Blockchain Network Activated

Table 2 Hyperledger Besu IBFT 2.0 Network Configuration

Parameter Value Configuration field
Besu version 25.11.0 —
Consensus protocol IBFT 2.0 consensus
Validator count 4 ibft2.validators
Block period ls blockperiodseconds
Request timeout 4s requesttimeoutseconds
Gas price 0 -min-gas-price=0
Gas limit 4,700,000 gasLimit

(0x47b760)
Fault tolerance f 1 |(4 —1)/3]

Node topology Fully con- static-nodes.json

nected mesh

to two SSTORE operations and emit a Solidity event, con-
suming approximately 30,000-50,000 gas per transaction.
This yields a per-block write capacity of 94—157 operations,
which directly accounts for the observed write-throughput
ceiling of 94-128 TPS; the gas limit is correctly matched to
the IBFT 2.0 throughput envelope at a 1-second block inter-
val and is not the performance bottleneck, as the limiting
factor is consensus round-time. IBFT 2.0 was selected for
its deterministic finality and well-established performance
characteristics at small validator sets.

Threat model The primary adversary is an insider with
administrative access to a centralised logging system, such
as a database administrator at a logistics company attempt-
ing to delete a driver’s drowsiness record to avoid liability
after an accident. A conventional relational database can-
not fully mitigate this threat, as a sufficiently privileged
administrator can disable audit triggers, restore from a
tampered backup, or rotate credentials. The audit-log pro-
tection chain terminates at a trusted human. The proposed
blockchain architecture addresses this by distributing write
authority across four institutionally independent validators.
Appending any block to the chain requires the commit quo-
rum of 2f + 1 = 3 validators to sign it. A malicious actor
controlling one node cannot unilaterally alter or delete any
confirmed record without colluding with at least two other
independent stakeholders that have competing legal and
financial interests. The security guarantee combines crypto-
graphic consensus with institutional separation of authority,
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which is the standard trust model for permissioned consor-
tium blockchains.

Fault tolerance and recovery IBFT 2.0 guarantees safety,
meaning no conflicting blocks are ever finalised, pro-
vided fewer than f 4 1 = 2 validators are simultaneously
Byzantine. If the current block proposer fails to broadcast
a PRE-PREPARE message within the 4-second request
timeout, the remaining validators automatically initiate a
round-change and elect a new proposer, resuming block
production without manual intervention. As documented in
Section 8, liveness requires at least 2f + 1 = 3 validators
to be concurrently online; the implications of this boundary
are discussed there.

The latency between event submission and confirmed on-
chain record is decomposed as:

Tblockchain = Lnetwork 1 Tconsensus (1)

where Thetwork 1S the JSON-RPC submission delay and
Teonsensus 18 the IBFT 2.0 block finalisation time. The mini-
mum consensus latency is bounded by:

Teonsensus = Tblock_period + 2 - RTTvanidator (2)

With a 1-second block period and co-located validators
(RT T alidator = 0), Ttonsensus approaches 1 second as a
lower bound. Blockchain submissions are handled asynchro-
nously after the inattention event is confirmed locally, so that
Thiockehain does not affect driver safety response time.

4.3 Smart contract

The smart contract, which serves as the backbone of the
system’s blockchain integration, was developed using the
Solidity programming language, a widely adopted choice for
creating self-executing contracts on blockchain platforms.
The contract was subsequently deployed to the Hyperledger
Besu network. The implemented smart contract comprises
four essential functions, each serving a specific purpose in the
overall system architecture. These functions are as follows.
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e recordDrowsyDriver(): This function is invoked to re-
cord instances of detected drowsiness driving. When the
deep learning-based detector identifies a driver that ex-
hibits signs of drowsiness, this function is activated to
store the relevant information on the blockchain.

e recordDistractionDriver(): When the detector spots a
driver engaging in distracted behavior, whether they are
texting, calling, drinking, or not focusing on the road,
this function saves such actions to blockchain.

e getDrowsyDriverEvents(): This function allows au-
thorized parties to retrieve all recorded drowsy driving
events from the blockchain.

e getDistractionDriverEvents(): This function facilitates
the retrieval of blockchain-recorded distractions from
authenticated organizations.

The smart contract was further hardened through four
deliberate design decisions. Key management is handled
entirely at the edge: the Raspberry Pi autonomously signs
transactions using an offline-generated private key stored
in isolated environment variables, ensuring credentials
never traverse the network. Authorization granularity is
enforced through a registry contract implementing Role-
Based Access Control (RBAC), so only verified stakehold-
ers (e.g., police, insurance, road safety, and logistics entities)
can execute state-changing functions or retrieve sensitive
records. Event auditing is achieved via immutable Solidity
event emissions that log behavior classes and timestamps
on-chain post-transaction, enabling the DApp to reconstruct
driver histories through gas-free, efficient indexed off-chain
queries without redundant state enumeration. Finally, vul-
nerability mitigation was performed through static analy-
sis via Slither and Aderyn, which collectively checked over
130 known attack vectors and confirmed the absence of
reentrancy and arithmetic overflow vulnerabilities.

4.4 Practical deployment considerations

For real-world applicability, it is important to address practi-
cal deployment challenges such as data privacy, false alarm
mitigation, and compatibility with existing Advanced Driver
Assistance Systems (ADAS). The proposed framework was
designed with these considerations in mind to ensure safe
and effective operation in realistic vehicular environments.

4.4.1 Data privacy preservation

The system adopts a privacy-preserving architecture by
ensuring that all video processing and driver behavior
analysis occur locally on the edge device (Raspberry Pi
5). Raw images and video streams are neither transmitted
over the network nor stored externally. After inference, only

lightweight metadata consisting of the detected inattention
event type and timestamp is committed to the blockchain.
Drivers are represented using pseudo-anonymous wallet
addresses rather than personal identifiers. The permissioned
blockchain network implemented with Hyperledger Besu
further restricts access through role-based permissions,
allowing only authorized institutions such as police, insur-
ance organizations, road safety authorities, and logistics com-
panies to retrieve relevant records. The edge-processing and
blockchain-based storage approach ensures accountability
while minimizing exposure of sensitive personal data.

4.4.2 False alarm mitigation

To reduce false alarms caused by transient driver movements
such as brief glinks, blinking, or posture adjustments, the sys-
tem incorporates a temporal verification mechanism. When
an unsafe behavior is first detected, the system waits for three
seconds and performs a second evaluation before confirming
the event. Only persistent behaviors are classified as genu-
ine distraction or drowsiness and subsequently logged on the
blockchain. In addition, the use of multi-class object detec-
tion (e.g., phone usage, drinking, looking away, eye closure,
yawning) provides contextual validation, reducing reliance
on a single visual cue and improving detection robustness.

4.4.3 Integration with existing ADAS platforms

The proposed system is designed as a modular driver moni-
toring and accountability layer that can operate alongside
existing ADAS infrastructures without altering their core
sensing components such as radar, LIDAR, GNSS, or V2X
modules. Alerts generated by the system can be delivered
through standard audio or visual channels already present in
vehicles. Since inference is performed locally on the edge
device and blockchain logging occurs asynchronously, the
framework does not introduce additional latency into the
real-time vehicle control loop. This design enables straight-
forward integration as an auxiliary safety and accountability
module within current ADAS architectures.

5 Dataset description

This section presents the dataset that is used for detecting
driver inattention, followed by the performance metrics
used to evaluate the proposed system.

5.1 Dataset collection

The proposed system adopted an object detection-based
computer vision approach to solving the driver inattention
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problems. Instances of driver inattention identified as nine
classes namely Drinking, Driver Looking away, Driver talk-
ing on Phone, Driver, Eyes Closed, Eyes Open, Seat Belt,
Texting and Yawning made-up input RGB image dataset.
The 640 by 640 pixel input dataset from Roboflow [18]
which comprises of 3787 images for training, 1078 images
for validation and 550 images for testing were utilized to
train, validate and test Deep learning-based computer vision
models such as YOLOv5n (Nano), YOLOv6n (Nano),
YOLO V7 and YOLOv8n (Nano) for object detection task.
It is important to note that the dataset does not provide
explicit metadata regarding the number of unique drivers,
demographic distribution, or exhaustive real-world varia-
tions such as extreme lighting conditions, complex occlu-
sions, and diverse camera placements. The dataset was
primarily used to validate the feasibility of the proposed
detection framework rather than to claim comprehensive
real-world generalization.

5.2 YOLO training configuration and reproducibility

To ensure experimental transparency and full reproducibil-
ity of the object detection results, the training configura-
tion, hyperparameters, and data augmentation procedures
adopted for all YOLO models are explicitly documented
in this section. All experiments were conducted using the
Ultralytics implementation of YOLOvS8, while maintain-
ing identical training conditions for YOLOv5n, YOLOV6n,
YOLOV7, and YOLOv8n to guarantee a fair performance
comparison.

5.2.1 Training hyperparameters

The models were trained using the stochastic gradient
descent (SGD) optimizer with momentum. The training
parameters were selected based on convergence stability
and object detection practices for 416 x 416 RGB inputs.
Table 3 summarizes the adopted hyperparameters.

The choice of 50 epochs was guided by empirical con-
vergence analysis. The validation mean Average Precision
(mAP) for all YOLO variants stabilized after approximately
50 epochs, and further training did not yield significant
improvements, indicating convergence without overfitting.

Table 3 YOLO Training Hyperparameters

Parameter Value
Input image size 416 % 416
Batch size 8

Number of epochs 50

Initial learning rate 0.01

IoU threshold (evaluation) 0.5
Confidence threshold 0.25
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5.2.2 Data augmentation strategy

The default data augmentation pipeline provided by Ultra-
lytics YOLO was utilized during training. Rather than
manually configuring individual augmentation operations,
the training process relied on the framework’s built-in aug-
mentation strategy and default parameter settings, which are
internally optimized for object detection tasks.

5.2.3 Reproducibility procedure

The experiments can be reproduced by following these
steps:

1. Obtain the dataset described in Section 4.1 from Robo-
flow with the same class labels and image resolution.

2. Install the Ultralytics YOLO framework.

3. Train the models using the documented hyperparameters
and input size.

4. Evaluate using an IoU threshold of 0.5 and a confidence
threshold of 0.25.

A representative training command is provided below for clarity:

yolo detect train data=driver.yaml model
=yolov8n.pt imgsz=416 epochs=50 batch=8

By maintaining identical training settings across all
YOLO variants, the comparative evaluation presented in
this study remains fair, transparent, and fully reproducible.

6 Performance metrics

To comprehensively evaluate the effectiveness and effi-
ciency of the proposed driver inattention detection system,
two categories of performance metrics were employed:
object detection metrics to assess the precision of the deep
learning models, and blockchain network metrics to mea-
sure system responsiveness.

6.1 Object detection metrics

Several key metrics were used to evaluate various aspects
of the performance of the detection model, from its ability
to accurately locate objects to its precision in classification
tasks.

6.1.1 Mean average precision (mAP)
Mean Average Precision serves as the primary metric for

evaluating object detection performance, measuring the
model’s ability to make accurate detections with significant



Peer-to-Peer Networking and Applications (2026) 19:120

Page 130f 25 120

overlap between predicted and actual bounding boxes. For
this study, mAP at an IoU threshold of 0.50 (mAP@50%)
can be determined using:

Ql

c
1
mAP = =Y " AP, 3)
i=1

The Average Precision for each class (AP;) is obtained by
integrating over the precision-recall curve following:

1
AP = / P(R)dR @)
0

6.1.2 Precision (P)

To measure the model’s ability to avoid false positives, pre-
cision is calculated using:

P True Positives (TP) 6
~ True Positives (TP) + False Positives (FP) ©)

6.1.3 Recall (R)

The effectiveness in identifying actual positive cases is
quantified through:

R_ True Positives (TP) 7
~ True Positives (TP) + False Negatives (FN) )

6.1.4 F1-Score

To balance precision and recall in a single metric, the
F1-Score is derived from:

P-R

F1=2.
P+ R

®)

6.1.5 Intersection over union (loU)

The accuracy of bounding box predictions is measured
through the overlap ratio given by:

Area of Overlap

IoU = )

Area of Union

6.2 Blockchain network metrics

To assess the practical viability of blockchain implemen-
tation, two critical performance aspects were measured:

the system response time and its transaction processing
capabilities.

6.2.1 Latency

Network responsiveness is assessed by measuring the
time interval between submission and confirmation, which
follows:

Latency =TCT —TST (10)

where TCT represents the transaction confirmation time and
TST denotes the transaction submission time. Note that this
operational measurement formula complements the archi-
tectural decomposition given in Eq. 1, which models the
theoretical lower bound of end-to-end latency.

6.2.2 Throughput

The network’s transaction processing capacity is measured
as the number of confirmed transactions per unit time.

CcT
Throughput = - (11)

where CT represents the number of confirmed transactions
and ¢ is the measurement duration.

7 Implementation and experimental results
7.1 Implementation

Figure 6 shows the prototype of our proposed solution using
Raspberry Pi 5, a Rapoo USB Camera, speakers, Arduino
Nano 33 IoT, and a servo motor. The camera monitors the
driver’s face in real-time while the Raspberry Pi detects inat-
tention. Upon detection, it communicates with the Arduino
to trigger the servo motor to vibrate the driver’s seat belt for
10 seconds and outputs a warning voice alarm through the
speakers to alert the inattentive driver.

Figure 7 presents the Android-based decentralized appli-
cation (DApp) developed using Flutter, which serves as an
interface for various road safety stakeholders to access and
monitor driver inattention records. The DApp implements
a role-based access control system, allowing four distinct
stakeholder categories—police authorities, road safety offi-
cials, insurance companies, and logistics companies—to
query driver records using blockchain addresses. The block-
chain integration, demonstrated through the smart contract
interface in Fig. 8, provides the underlying infrastructure for
the DApp’s functionality.
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5V Power Supply

Powers Raspberry Pi 5
(All peripherals receive power
through Raspberry Pi 5 via USB)
Outputs warning voice
alarm to awaken driver

Fig. 6 A working prototype of the design using Raspberry pi 5, Rapoo
USB Camera, a pair of speakers, Arduino nano 33 IoT, and a Servo
motor. The camera monitors the drivers’ face in real-time while the
Raspberry Pi 5 uses its intelligence and input from camera to detect

To manage the time required for blockchain transactions
to be confirmed, the Flutter DApp is designed asynchro-
nously so that the application never freezes while waiting
for data. When stakeholders check a driver’s history, the
DApp fetches the records in the background by listening
to Solidity events. Such background fetching keeps the
user interface smooth and responsive. Most importantly, the
real-time safety alarms inside the vehicle operate entirely on
the edge device. Such local execution ensures that the asyn-
chronous blockchain logging never delays the split-second
warnings required for driver safety.

7.2 YOLO model performance

The performance of different YOLO object detection mod-
els (YOLOv8n, YOLOv7, YOLOv6n, and YOLOvVS5n) was
evaluated based on several key metrics: mean precision,
mean recall, mean F1-score, and mean Average Precision
at an Intersection over Union threshold of 0.5 (mAP@0.5).
The results, illustrated in Fig. 9, show that all models per-
form well, with scores consistently above 80% across all
metrics.
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and checks for inattention, upon detection, it communicates to the
Arduino to trigger the servo-motor for 10 seconds to vibrate driver’s
seat-belt, the speakers outputs the warning voice alarm to awaken inat-
tentive driver

Among the models, YOLOvS8n achieved the highest per-
formance, with a mean precision of 92.99%, a mean recall
0f 93.47%, and an mAP@0.5 of 92.5%. This indicates that
YOLOVSn not only detects objects with high precision but
also achieves excellent recall rates, making it one of the
most reliable choices for applications requiring high preci-
sion and robustness.

The results highlight the incremental improvements
introduced in the newer YOLO versions, with YOLOv8n
emerging as the best-performing model for detecting inat-
tentive driving behaviors. These performance metrics affirm
that YOLOVS8n is particularly suited for tasks that demand
high precision and recall. However, YOLOv7, YOLOv6n,
and YOLOv5n remain effective alternatives, especially in
resource-constrained environments, where slightly reduced
computational demands may be prioritized over marginal
gains in accuracy and precision.

The performance analysis presented in Fig. 10 reveals
YOLOvV8n mAP@50% of 0.925, demonstrating notable
precision in detecting “Driver Looking away” (0.992) and
“Eyes Open” (0.956). While the model maintained above
80% performance across most classes, its mAP@0.5
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Fig. 7 The DApp’s main interface displays a comprehensive list of
recorded inattention incidents. Stakeholders can search for specific
driver records by entering the driver’s blockchain address. Tapping

dropped when detecting “Yawning” (0.787). As evidenced
in Fig. 11, YOLOV7 achieved a mAP@50% of 0.909, excel-
ling in the detection of “Driver Looking away” (0.991) and
“Driver” (0.985) categories, despite its relatively weaker
performance in identifying “Yawning” (0.721). The results
documented in Fig. 12 indicate that YOLOv6n recorded the
lowest performance with a mAP@50% of 0.831. Although
this model maintained reasonable precision in detecting
“Driver Looking away” (0.984) and “Driver talking on
phone” (0.916), it faced challenges with “Yawning” (0.579)
and “Texting” (0.742). Figure 13 demonstrates YOLOv5n
good performance, achieving a mAP@50% of 0.931 and
exhibiting good detection capabilities across some classes,
particularly for ”Driver Looking away” (0.993) and ”Driver
talking on phone” (0.966).

The performance of YOLO models (YOLOVSn,
YOLOv7, YOLOv6n, and YOLOvSn) is analyzed based
on metrics such as precision, recall, Fl-score, accuracy,
and mAP@0.5, as illustrated in Table 4: YOLO Compari-
son Table and Fig. 9: YOLO Models Comparison. These
metrics are evaluated across various inattentive driving
behaviors, including drinking, texting, yawning, and more.
Among the models, YOLOv8n achieves the best perfor-
mance, with a precision of 92.99%, recall of 93.47%, and

18:18

07:20

Driver Address
0x9a0Ad579d2CA34A393c54155eD716D207ab00

0x9a0Ad...b0017 17a

Time
November 25, 2024. 12:21

0x9a0Ad...b0017
Transaction Hash
0x02a6d3ea278c431cf26019ef1d8122187e43a29cc
d2d3ba582ed7f995c41edadb

0x9a0Ad...b0017

0x9a0Ad...b0017
0x9a0Ad...b0017

0x9a0Ad...b0017

any record reveals detailed event information, including timestamps,
transaction hashes, and classification of the inattentive behavior

F1-score of 92.47%, making it the most reliable for detect-
ing driver inattention. YOLOv7 and YOLOv6n perform
comparably, maintaining an average accuracy above 90%,
while YOLOv5n shows slightly lower but still competi-
tive performance, with an average accuracy of 89.94%. As
shown in Fig. 9, YOLOvS8n consistently excels across all
metrics, confirming its robustness for real-time object detec-
tion in driver monitoring systems. These results highlight
the incremental advancements in newer YOLO versions,
underscoring YOLOv8n’s suitability for high-precision
safety applications.

Figure 15 presents representative inference results
obtained using the trained YOLOv8n model on unseen test
images. The figure demonstrates the model's ability to per-
form simultaneous multi-object detection by identifying
several driver-related classes within a single frame, includ-
ing Driver Looking Away, Eyes Open or Eyes Closed, and
Seat Belt. Each detected object is enclosed by a bounding
box and assigned a confidence score, illustrating the mod-
el's confidence in its predictions.Across the test samples, the
YOLOvV8n model consistently detects and localizes mul-
tiple driver-related objects and behaviors within the same
image, including Driver Looking Away, Eyes Open or Eyes
Closed, and Seat Belt. The ability to simultaneously identify
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Fig. 8 The image illustrates a smart contract designed to track driver
inattention. When a specific driver (identified by their blockchain
address) is detected being inattentive, the recordDrowsyDriver func-
tion is triggered. The contract logs instances of drowsiness, such as
closed eyes, and in this example, it records that the driver’s eyes were
closed twice

these inattention-related classes from a single camera image
demonstrates the effectiveness of the proposed multi-class
object detection approach for comprehensive driver inatten-
tion monitoring.

7.3 Detection-centric evaluation and per-class
performance analysis

To ensure methodological correctness for object detection
evaluation, this study emphasizes detection-specific metrics
rather than overall accuracy. Metrics such as mean Aver-
age Precision (mAP@J0.5) (Table 5) and per-class Average
Precision (AP) (Table 6) provide a more reliable assess-
ment of both localization and classification performance of
the YOLO models, especially in the presence of class imbal-
ance across driver behavior categories.

Certain behavior classes such as yawning and seat belt
detection contain fewer representative samples and exhibit
higher occlusion patterns, which directly influence their AP
values. This highlights the effect of class imbalance and
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real-world visual complexity on detection performance.
Therefore, model comparison and selection in this work are
based primarily on AP and mAP metrics.

The results show that although YOLOvV5n achieves the
highest overall mAP, YOLOv8n provides the most balanced
and consistent performance across most important driver
behavior classes. This balanced performance is critical for
real-time in-vehicle monitoring, where robustness across
diverse behaviors is more important than peak performance
in a few categories.

Certain behavior classes such as yawning and seat belt
detection contain fewer representative samples and exhibit
higher occlusion patterns, which directly influence their AP
values. This highlights the effect of class imbalance and
real-world visual complexity on detection performance.
Therefore, model comparison and selection in this work are
based primarily on AP and mAP metrics.

7.4 Edge device inference performance

The feasibility of real-time deployment was evaluated on a
Raspberry Pi 5 (8 GB RAM) during continuous YOLOv8n
inference. The system achieved 4.05 FPS with a per-frame
latency of 246.60 ms, while maintaining moderate resource
utilization (41.70% CPU and 24.60% RAM), as summa-
rized in Table 7. The trained YOLOv8n model weight occu-
pies only 6100 KB (approximately 6.1 MB), demonstrating
its suitability for practical deployment on low-power edge
devices.

Although the FPS is lower than GPU-based systems, it is
sufficient for the proposed framework due to the 3-second
temporal verification rule. At this rate, approximately 12
consecutive frames are analyzed before confirming driver
inattention, which improves robustness and minimizes false
alarms. The measured latency is also comparable to human
reaction time (250-300 ms), indicating suitability for real-
time monitoring.

The device was powered using the official 27 W USB-C
supply. However, given the moderate CPU and memory
usage observed, the practical operating power during infer-
ence is expected to remain well below this limit, confirming
that the system is power-efficient and appropriate for con-
tinuous vehicular embedded deployment.

7.5 Blockchain network performance

The performance evaluation of the IBFT 2.0 Proof of Author-
ity (POA) blockchain network revealed distinct patterns
across different operational parameters, as documented in
Table 8. To evaluate the network’s scalability, Hyperledger
Caliper was employed as the load generation tool. The
analysis focused on three key operations under varying
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Fig. 10 YOLOv8n Confusion Matrix and Precision-Recall Curve showing the mAP@0.5 loU

send rates ranging from 100 to 1000 requests per second:
open (creating a new instance on the ledger), transfer (state-
updating transactions such as recordDrowsyDriver ()
or recordDistractionDriver ()), and query (read-
only calls such as getDrowsyDriverEvents ()).
Performance evaluation was conducted using Hyperledger
Caliper (v0.6.0) as the load generation tool. All reported
metrics represent the arithmetic mean of ten independent

benchmark rounds. Run-to-run variance was low across all
rounds, consistent with the deterministic block-finalisation
behaviour of IBFT 2.0 on a stable local network. The block
period was configured to 1 second and maintained constant
across all experimental conditions (Fig. 14).

The network demonstrated a robust stability and perfect
reliability with a 100% success rate across all send rates.
The latency characteristics, as illustrated in Fig. 15 (left),
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Table 8 IBFT 2.0 PoA Blockchain Network Performance

Send Rate Success Failure Avg Latency (s) Throughput (TPS)

(Req/s) Open Query Transfer Open Query Transfer
100 100.000 0.000 1.040 0.001 0.840 92.000 100.100 94.000
200 200.000 0.000 3.090 0.001 1.730 96.000 200.600 128.500
400 400.000 0.000 4.150 0.001 2.990 94.300 291.100 121.300
600 600.000 0.000 4.080 0.001 3.000 95.200 271.100 125.600
800 800.000 0.000 4.430 0.001 3.040 94.400 296.000 121.800
1000 1000.000 0.000 3.600 0.001 3.240 105.100 299.100 119.600

| SRR AT
<

Fig. 14 YOLOv8n inference result using test dataset
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Average Latency vs. Send Rate

—8— Open
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Fig. 15 IBFT 2.0 PoA blockchain network performance

operation type. Query operations showed the most impres-
sive scalability, with throughput increasing significantly from
100.1 TPS at 100 Req/s to approximately 299.1 TPS at 1000
Req/s. Open operations maintained relatively stable throughput
around 95 TPS across most send rates, with a slight improve-
ment to 105.1 TPS at 1000 Req/s. Transfer operations initially
increased from 94 TPS to 128.5 TPS at 200 Req/s, before sta-
bilizing around 120 TPS for higher send rates.

The observed latency values are consistent with the
decomposition in Eq. 1. The 0.84-second baseline transfer
latency corresponds to Teonsensus approaching the 1-sec-
ond block period at low load with co-located validators.
Increases at higher send rates (up to 3.24 s) reflect block-
filling effects as the per-block gas capacity is approached,
not a fundamental protocol constraint.

7.6 Ablation study and performance analysis

To evaluate the individual contributions of the core compo-
nents within the proposed framework, an ablation study was
conducted focusing on the Temporal Verification (TV) logic
and the Blockchain (BC) logging module. As illustrated
in Table 9, maintaining a consistent mAP@0.5 of 92.5%
across all configurations confirms the robustness of the
underlying YOLOvVS8n detection engine. However, the study
reveals that the TV logic is the critical determinant for sys-
tem reliability; removing it results in the False Alarm Rate
(FAR) climbing from 1.1% to 7.9%, as the system loses the
ability to filter out transient natural movements like stan-
dard blinking. Regarding system efficiency, the processing
latency at the edge remains low (/2246.60 ms), while the
inclusion of blockchain introduces a measurable network
latency of 840.0 ms. Crucially, since the blockchain opera-
tions are handled asynchronously, they do not interfere with

Throughput (TPS)

Throughput vs. Send Rate

300 1 —e— Open

Query
—8— Transfer

250 A

200 A

150 1

100

200 400 600

Send Rate (Req/s)
Table 9 Ablation study of the proposed integrative framework
Configuration mAP@0.5 FAR  Proc. Net.
(%) (%) Latency Latency

(ms) (ms)
Full System 92.5 1.1 246.60 840.0
—Blockchain 92.5 1.1 246.60 0.00
—Temporal Logic 92.5 7.9 243.60 840.0
YOLOVS8n only 92.5 7.9 246.60 0.00

the real-time processing required for safety alerts. The full
system configuration thus emerges as the most effective,
providing high precision and a minimized False Alarm Rate
alongside immutable data security without compromising
immediate driver safety interventions.

7.7 Comparison with existing technologies

A comparative analysis of the proposed solution against exist-
ing technologies was conducted, focusing on three critical
parameters: simultaneous inattention and eye-state detec-
tion using a single camera, decentralized storage capabilities
through blockchain integration, and real-time inattention alert-
ing mechanisms. Table 10 presents a detailed comparison of
these technological features across various studies.

While previous studies such as [3, 7, 24] successfully
implemented real-time inattention alerts, they faced limi-
tations in two crucial aspects. First, these studies required
multiple cameras or separate systems to detect inattention
and eye-state conditions, increasing system complexity and
implementation costs. Second, they relied on traditional
centralized storage systems, which may present vulnerabili-
ties in terms of data security and integrity.

The developed framework addresses these limitations
through several technological innovations. The implementation
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Table 10 Comparison of studies on driver inattention detection

Studies Distraction Drowsiness Decen- Real-
tralized  time
Access Alert
:mha et ?1.1[22 v y v
Z(.)manela.[t]1 v % v
iryawulawo et al.
[30] v X v
Phan et al. [21] y v y v
G}::nguly etal. [11] y Y « v
S a#eel et al. [23] » v y %
Chrlst.y etal. [6] v % % %
Hossain et al. [12] v . y v
Bekka et al. [3] v y y v

Proposed Tech.

4
4
4
4

of advanced computer vision algorithms enables simultaneous
detection of both inattention and eye-state conditions using a
single camera setup, resulting in reduced system complexity
and cost. Blockchain integration provides secure, immutable,
and decentralized storage capabilities, ensuring data integ-
rity and transparent access control. The system architecture
maintains real-time alerting capabilities while enhancing
functionality through a unified detection approach. Based on
the comparative analysis, the proposed solution effectively
addresses the key technological gaps identified in existing sys-
tems, delivering an integrated, efficient, and secure framework
for driver monitoring and safety enhancement.

8 Ethical and privacy considerations

The deployment of a system that records and distributes
driver behavior data to institutional stakeholders necessi-
tates a rigorous treatment of privacy, consent, and regula-
tory compliance. The proposed system is designed around
a Privacy-by-Design principle that addresses these concerns
at the architectural level rather than as an afterthought.

Edge-only processing and data minimization Raw visual
data—camera frames and facial imagery—are processed
entirely on the Raspberry Pi at the edge and are never trans-
mitted to the blockchain or any external server. Only behav-
ioral event classifications (e.g., drowsiness, distraction) and
a pseudonymous blockchain address are recorded on-chain.
Recording is event-triggered and fires only when inattention
persists beyond the confirmed threshold (three seconds), not
as a continuous stream. Such design ensures the system acts
strictly as an event logger, not a surveillance tool.

Driver consent and data governance In an institutional

deployment context (e.g., a logistics fleet or a road safety
authority program), drivers are informed of monitoring

@ Springer

conditions as part of their employment or participation agree-
ment, consistent with occupational monitoring frameworks
recognized under GDPR and comparable national regula-
tions. Stakeholder access to a driver’s records is not granted
by default: each requesting organization must first receive
explicit approval from the driver before the smart contract
permits data retrieval. No personally identifiable information
is stored on-chain; the mapping between a blockchain address
and a physical identity is maintained off-chain by the deploy-
ing institution under its own data controller obligations.

Reconciling immutability with the right to erasure Block-
chain immutability and the right to erasure under data pro-
tection regulations are not inherently contradictory when
the stored data is pseudonymous. Should a driver invoke
the right to erasure, the institution can sever the off-chain
identity link, rendering the on-chain records effectively
anonymous without altering the blockchain state. Because
raw visual data resides only on the edge device and is never
committed to the chain, physical deletion of that local data
is straightforward and complete.

Access control and misuse prevention Unauthorized data
mining is prevented at the smart contract level through the
RBAC registry described in Section 3.3. Only registered,
authenticated stakeholder addresses can invoke retrieval
functions, and the contract enforces role boundaries in
code rather than in policy—no party can escalate its own
privileges without an explicit governance transaction. Every
query invocation is recorded as an immutable Solidity
event, creating an auditable trail of who accessed which
records and when, deterring surveillance misuse and provid-
ing accountability to the driver.

9 Limitations

While the proposed framework demonstrates the viability of
integrating edge Al with permissioned blockchain for driver
safety monitoring, several limitations define the scope of the
current work and inform future research directions.

Blockchain validator set size and liveness resilience The
experimental network operates with n = 4 validator nodes,
the minimum configuration for IBFT 2.0 to provide any
Byzantine fault tolerance (f = |(n —1)/3] =1). While
this size aligns naturally with the four-stakeholder gover-
nance model, it implies a strict liveness boundary. The net-
work halts if two validators are simultaneously unavailable,
as the remaining two cannot form the commit quorum of
three. The safety property, which guarantees that no con-
flicting record is ever finalised, is maintained as long as
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fewer than two nodes are Byzantine. Expanding the valida-
tor set beyond the minimum is identified as a direction for
future work to improve this liveness boundary.

Co-located experimental deployment The blockchain per-
formance results in Table 8 were obtained with all four
validator nodes running as instances on a single physical
machine. This configuration deliberately isolates the soft-
ware-level throughput characteristics of IBFT 2.0 by elimi-
nating inter-node network variance. The reported consensus
latency values (0.84—4.43 s) therefore represent a lower
bound; in a geographically distributed deployment, inter-
node round-trip time will increase T¢onsensus accordingly.
Similarly, the Raspberry Pi communicated with the Besu
node over the local network during experiments; the effect
of network variability on T} etwork Under real-world deploy-
ment conditions was not independently characterised.

Consensus protocol alignment IBFT 2.0 was selected at the
time of system design for its well-established deterministic
finality properties and its documented behaviour at small
validator sets. Hyperledger Besu also supports QBFT as an
alternative Proof of Authority consensus protocol. Evalua-
tion of QBFT as a drop-in replacement, and comparison of
its round-change performance at n = 4 under failure sce-
narios, is identified as a direction for future work.

Connectivity resilience The current implementation assumes
eventual network connectivity for blockchain event submis-
sion. While the asynchronous local queue prevents data loss
during brief outages, behaviour under prolonged disconnec-
tion, including scenarios involving queue capacity limits and
clock-drift effects on event timestamps, was not evaluated.
Evaluation of behaviour under prolonged disconnection,
including queue capacity management and timestamp correc-
tion strategies, is identified as an avenue for future work.

10 Conclusion

This research successfully integrates deep learning and
blockchain technologies to create a robust system for
detecting and managing driver inattention. By leverag-
ing YOLOv8n, which achieved the highest performance
metrics with a mean precision of 92.99%, mean recall of
93.47%, and mAP@0.5 of 92.5%, the system ensures
reliable real-time detection of inattentive behaviors. The
deployment of Hyperledger Besu with IBFT 2.0 consensus
further enhances the system’s data management and scal-
ability, with a throughput of up to 128.5 transactions per
second (TPS) and latency ranging from 0.84 seconds to 4.43
seconds, ensuring secure and efficient data storage.

The implementation of DApps allows role-based access
for stakeholders, such as road safety officials and insurance
companies, enabling transparency and secure retrieval of
driver behavior records. This integrated approach reduces
system complexity through a single-camera setup for simul-
taneous inattention and eye-state detection, while also
addressing the susceptibility to data tampering that charac-
terises traditional centralized systems. Overall, the proposed
solution demonstrates the potential of combining advanced
deep learning techniques with blockchain technology to
enhance road safety through real-time monitoring, reliable
data management, and stakeholder accessibility. Although
the proposed system demonstrates strong detection perfor-
mance under the experimental conditions, extensive real-
world validation across diverse drivers, vehicles, lighting
conditions, and camera configurations remains an impor-
tant direction for future research to further establish practi-
cal deployment robustness. Future work could also explore
additional use cases, optimize blockchain performance, and
expand detection capabilities to accommodate a broader
range of inattentive behaviors. Future research will focus
on enhancing the statistical robustness of the experimental
evaluation by incorporating k-fold cross-validation, con-
fidence interval estimation, and variance analysis across
multiple training runs. These additions will enable more
rigorous performance differentiation among YOLO variants
and improve the reliability of model selection for safety-
critical applications. Furthermore, extended real-world
validation under diverse driving conditions and larger-scale
datasets will be conducted to strengthen generalizability.
On the system side, future work will also explore optimi-
zation techniques such as model pruning, quantization, and
hardware acceleration to further improve inference speed,
energy efficiency, and scalability for embedded deployment.
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