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Abstract—Increased automation, connectivity, and data shar-
ing enabled by 6G technology have heightened the vulnerability
of Internet of Vehicles (IoV) networks. Addressing this challenge
requires an intrusion detection system (IDS) capable of accurately
identifying data falsification within IoV while adhering to real-
time constraints. This article presents a Blockchain-enhanced
feature-engineered IDS to ensure precise attack detection and
classification with minimal computational overhead in in-vehicle
networks (IVNs). The proposed lightweight IDS utilizes a hybrid
Pearson’s Correlation Coefficient (PCC) feature selection tech-
nique designed for deployment on the Telematics Control Unit
(TCU). Furthermore, we propose a custom private blockchain
network utilizing the proof of authority and association (P0A2)
consensus mechanism, deployable on the roadside unit (RSU),
for the secure logging of vehicle electronic control unit (ECU)
information, detection results, and the automatic isolation of
malicious ECUs via smart contracts. Experimentation analy-
sis demonstrates that the proposed approach achieves notable
performance, with a 99.9% detection accuracy and minimal
computation times of 0.24 and 1.32 s on the CICIoV2024 and
CAN-Intrusion datasets. Furthermore, the system achieves high
blockchain scalability, maintaining stable throughput of 16 tx/s
and low transaction latency of 0.062 s under increasing ECU
density and RSU coverage.

Index Terms—6G IoV, blockchain, data falsification, feature
engineering, intrusion detection system (IDS), in-vehicle networks
(IVNs).

I. INTRODUCTION

THE 5G networks have transformed communication effi-
ciency, enabling diverse applications and laying a robust
foundation for the 6G network paradigm [1] in the Internet
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of Vehicles (IoV). Projected for widespread adoption beyond
2030, 6G promises ultrareliable low-latency communica-
tion (URLLC), terahertz frequencies, and multiaccess edge
computing (MEC) [1], thereby creating intelligent networks
capable of real-time data generation, processing, and anal-
ysis [2] (see white paper on 6G Vision and Candidate
Technologiesl;viewed July 10, 2024).

The interconnectedness in IoV enables seamless com-
munication among vehicles, smart urban infrastructure, and
other entities to support intelligent transportation systems [3],
expected to evolve due to the capabilities of 6G. This archi-
tecture leverages vehicle-to-everything (V2X) communication,
including vehicle-to-vehicle (V2V), infrastructure-to-vehicle
or vehicle-to-infrastructure (I2V/V2I), vehicle-to-pedestrian
(V2P), and vehicle-to-network (V2N) communication [3].
Reliable and secure V2X communication, standardized by the
SAE J2735 [4] with basic safety messages (BSMs) trans-
mitted at 100 ms intervals across 300-1000 m ranges [5],
is integral to these critical advancements. Central to the
IoV framework, in-vehicle networks (IVNs) connect onboard
units (OBUs), sensors, actuators, and electronic control units
(ECUs) via the controller area network (CAN) Bus proto-
col [6]. Roadside units (RSUs) and edge servers facilitate
low-latency V2I communication and real-time processing for
applications like threat detection [7]. The centralized cloud
infrastructure supports large-scale data storage, analytics, and
coordination across the IoV network, while 6G-enabled V2X
protocols, such as Cellular V2X (C-V2X) and dedicated short-
range communication (DSRC), ensure high-speed, reliable
data exchange between components [7].

As vehicles increasingly become autonomous and
interconnected, the volume and complexity of generated
in-vehicle data grow exponentially, exposing CAN Bus
vulnerabilities. Lacking authentication and encryption [8],
the CAN Bus is susceptible to spoofing, denial of service
(DoS), and data falsification attacks [9], where malicious
entities manipulate sensor data or ECU commands, potentially
leading to erroneous decisions and accidents [10]. In
the broader 6G IoV ecosystem, threats extend beyond
the vehicle to V2X layers encompassing the external,
communication, infrastructure, and cloud layers. These
threats, including jamming, eavesdropping, man-in-the-middle
(MitM) attacks,and malware injections [11] exploit specific

1 http://www.caict.ac.cn/english/news/202106/P020210608349616163475.
pdf
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wireless communication technologies.

vulnerabilities across the IoV architecture, as depicted in
Fig. 1.

The CAN Bus operates at relatively low speeds (typically 1
Mb/s) [8], constraining its ability to meet the high-throughput
demands of external communication and blockchain integra-
tion in 6G IoV. To address this limitation, telematics control
units (TCUs) serve as gateway ECUs to bridge internal and
external vehicle networks [12], as shown in Fig. 2. Equipped
with DSRCs and C-V2X modules, TCUs offer the process-
ing power, security, and connectivity necessary for intrusion
detection system (IDS) and blockchain operations, enabling
real-time, low-latency data exchange between the CAN Bus
and RSUs [11].

In 6G-based IVNs, extensive sensor and control unit
data create high-dimensional datasets, causing delays and
increased computational costs. Conventional IDS for IVNs
face performance degradation in 6G-enabled IoV due to
increased feature dimensions, making real-time, resilient threat
detection challenging in dynamic, distributed topologies [13].
To mitigate this, feature engineering is applied to anomaly
based IDS to boost ML model performance, thus improv-
ing data falsification detection while reducing computational
costs [14]. An efficient IDS should accurately identify and
extract relevant data while differentiating between malicious
and normal traffic. Centralized approaches face single points of
failure and latency, and local logging lacks tamper resistance
and scalability. Blockchain addresses these issues by offering
decentralized trust, immutable auditability, and automated
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threat mitigation via smart contracts [15], [16], [17]. Despite
significant efforts, detecting and mitigating in-vehicle threats
such as data falsification and ECU misbehavior, remains chal-
lenging in 6G IVNs [18]. Existing studies primarily focus on
deploying IDS on the CAN Bus, which restricts communica-
tion with advanced security mechanisms, such as blockchain,
integrated into external network architectures. To address this
gap, this study proposes a TCU-deployed IDS framework
integrating feature-engineered ML with blockchain. Our con-
tributions in this article are as follows.

1) Strategic deployment of the IDS on the TCU as a
gateway ECU, addressing the architectural challenge
of connecting IVNs to external security mechanisms
without compromising the CAN Bus protocol.

2) A hybrid Pearson’s Correlation Coefficient (PCC)-based
feature selection (FS) approach combining PCC with
partial correlation to identify the most significant fea-
tures for attack detection with minimal redundancy,
enhancing model interpretability while maintaining high
accuracy.

3) A custom private blockchain network, PureChain, uti-
lizing the Proof of Authority and Association (PoA?)
consensus mechanism for efficient, secure storage of
vehicle ECU information and detection results.

4) Design of lightweight smart contracts for auto-
mated, real-time isolation of malicious nodes triggered
by false message detection along the CAN bus
protocol.

The system architecture in Fig. 3 illustrates the proposed
placement of the IDS to ensure secure, decentralized com-
munication while addressing the security demands of 6G IoV
systems. By addressing CAN Bus vulnerabilities and V2X
threats, this framework aims to deliver a scalable, secure
solution for 6G IoV, advancing the safety and reliability of
intelligent transportation systems.

II. BACKGROUND STUDY AND RELATED WORKS

This section reviews related works on IoV intrusion
detection, feature engineering, and the implementation
of blockchain to enhance security. Despite significant
advancements, current solutions face limitations in scalabil-
ity, real-time performance, and resilience against evolving
threats.
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A. In-Vehicle Intrusion Detection

Comprehensive studies on in-vehicle IDSs explore future
trends and challenges, serving as a key reference for stake-
holders. These studies review benchmark datasets, detection
techniques, features, and attack types, detailing the develop-
ment of Al-based in-vehicle IDSs, assessing Al model security,
identifying limitations of current solutions, and proposing
future research directions [19], [20], [21]. To enhance intru-
sion detection and classification accuracy within the 5G-V2X
environment, Anbalagan et al. [22] introduced an advanced
IDS that utilizes a modified deep convolutional neural network
(DCNN). The study by [23] introduced a system for detecting
false locations in IoV BSMs, utilizing an optimized Ensemble
Random Forest to enhance security. Nakayiza et al. [24]
evaluated various machine-learning algorithms to detect and
classify data falsification introduced to the IVN via the CAN-
Bus protocol. Furthermore, to analyze IVN traffic sequential
patterns, Song et al. [25] introduced a DCNN-based IDS
that effectively detected message injection attacks by moni-
toring alterations in CAN Bus traffic. While these approaches
improve accuracy, they do not address data integrity and
tamper resistance, which are crucial in ensuring trustworthy
IDS logs and alerts.

B. Feature Engineering for Intrusion Detection

FS techniques, broadly classified into filter-based, wrapper-
based, and embedded methods, play a pivotal role in
optimizing ML models for intrusion detection [14]. Filter
methods, characterized by their computational efficiency,
excel with large datasets, whereas wrapper methods, though
resource-intensive, enhance model accuracy through iterative
optimization. Embedded approaches synergistically integrate
the strengths of both, balancing efficiency and performance.
This process is instrumental in anomaly detection, enabling
the extraction of relevant features from raw data to iden-
tify patterns indicative of data falsification [26]. Within
vehicular networks, feature engineering markedly elevates
detection rates for attacks such as position falsification in
VANETs [5], underscoring its relevance to in-vehicle secu-
rity. By evaluating feature importance, we can gain deeper
insights into data dynamics and model behavior, facilitating
the prioritization of high-value features for predictive accu-
racy and advancing the interpretability of IDSs in 6G IoV
networks. Abdelkreem et al. [5] and Anyanwu et al. [27]
applied the PCC for FS on the VeReMi dataset, focusing on
the association between BSM features and their corresponding
classes. Additionally, Recursive Feature Elimination (RFE)
to select the most useful features [28] and a stacked FS
model for dimensionality reduction [29] were employed on the
CAN-Intrusion and CICICDS2017 datasets. However, these
approaches exhibit high execution times, posing challenges for
real-time applications in 6G vehicular networks.

C. Blockchain in 1oV Intrusion Detection

Blockchain has emerged as a promising solution for
securing IoV by ensuring trust, data integrity, decentralized
authentication mechanisms, and immutability [30]. Several

IEEE INTERNET OF THINGS JOURNAL, VOL. 12, NO. 15, 1 AUGUST 2025

studies have explored blockchain-enhanced IDS solutions.
Ayaz et al. [31] suggested that strategic preemptive solutions
can effectively implement these approaches, addressing IoT
systems’ evolving security and privacy needs. In their study,
Salem et al. [32] employed a private blockchain network to
enhance the protection and privacy of VANETs IVN. The
centralized blockchain structure uses the central gateway.
Su et al. [33] proposed a blockchain-based privacy protection
system utilizing the Proof of Work consensus mechanism
for secure user registration and two-way authentication in
IoV. It addressed the central dependency issue inherent in
traditional IoV systems. To improve security and automa-
tion within Industry 5.0, Anbalagan et al. [34] proposed a
blockchain-assisted IDS to detect the various autonomous
vehicle cyberattacks and provide a trusted 5G V2X network.
Andreica et al. [35] developed an IDS for in-vehicle buses
from which results were stored on the blockchain. To
enhance vehicle privacy protection, Xie et al. [36] presented
a distributed IDS combined with blockchain for intru-
sion results logging. Despite these advancements, existing
blockchain-based IDS solutions present challenges such as
high computational overhead, transaction latency, and scalabil-
ity issues when integrated into real-time vehicular networks.

D. Summary of Related Studies

The integration of vehicle sensors and processing modules
has surged due to automotive intelligence advancements [3].
These modules, typically connected via the CAN Bus
and managed by ECUs, focus on maintaining consistent
communication but often overlook node privacy protec-
tion. With vehicles evolving into mobile smart network
terminals, ECUs are more exposed to increased security
threats [37], [38]. While intrusion detection techniques and
cryptographic defenses have been widely explored, exist-
ing solutions struggle with real-time constraints, leading to
increased false positives and missed detections in dynamic
IoV settings [S5], [27], [28], [29]. Additionally, traditional
IDS logging mechanisms lack tamper resistance, making them
vulnerable to data manipulation. Table I provides a compar-
ative analysis of existing studies, emphasizing the need for
feature-engineered, blockchain-enhanced IDS frameworks to
address the decentralized security requirements and real-time
performance demands of 6G IoV networks.

III. SYSTEM MODEL

This section introduces the proposed combination of feature
engineering techniques with IDS using an optimized Decision
Tree to detect data falsification and blockchain technology to
securely store vehicle ECU information and detection results
and isolate malicious ECUs. Fig. 4 is the system workflow of
the proposed approach.

A. Blockchain Integration

A blockchain network was deployed on the RSU to secure
vehicle ECU information and detection results and isolate
malicious ECUs. The RSU acts as the control center, facilitat-
ing communication between vehicles and components. TCUs
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TABLE 1
SUMMARY OF RELATED WORKS: COMPARATIVE ANALYSIS FOR
OPTIMIZED INTRUSION DETECTION AND BLOCKCHAIN INTEGRATION IN
10V NETWORKS (v: IMPLEMENTED/TIME BELOW 5 S, X: NOT
IMPLEMENTED/TIME ABOVE 5 S)

Dataset Exe?ution .
Ref. FS Time Blockchain
Used
<5s
[5] VeReMi v X X
[22] Simulated dataset X v X
[23] VeReMi X X X
[25] CAN-Intrusion X X X
[27] VeReMi v X X
CICIDS2017,
(28] CAN-Intrusion v * X
CICIDS2017,
291 CAN-Intrusion v x X
[34] Simulated dataset X X v
CAN message
[35] data from X X v
3 different vehicles
UNSW_NBI5
361 CAN Intrusion X X v
CICIoV2024,
Proposed CAN:-Intrusion,
Approach BurST ADMA, v v v
CICDDoS2019,
5G-NIDD

serve as nodes, with the RSU as the master node to grant reg-
istration permissions and trigger smart contracts for isolating
malicious nodes and logging security events. A custom private
permissioned PureChain network [39], based on the proof of
authority and association (PoA2) consensus mechanism [39],
was utilized. PoA? enhances security, efficiency, and reliability
by using a standby validator [40]. In cases where validators
become inactive, the network activates an idle redundant
signer that identifies and replaces them to ensure uninterrupted
network stability. This mechanism was chosen over others, like
proof of stake or proof of work, for its lightweight nature and
faster transaction times while maintaining robust security [41].

1) ECU Registration on the PureChain: The RSU registers
ECUs using information such as vehicle ID, ECU ID, and
ECU address to the blockchain network via the smart contract
to allow their communication over the IVN. The RSU calls
the function registerECU (address) for the address of the ECU
to be passed as an argument. Upon calling this function, the
RSU updates the registeredECUs list, marking the provided

Algorithm 1: RSU Registers ECU
1: procedure REGISTERECU(address)
RSU calls registerECU(address)
registeredECUs[address] < true
end procedure
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Fig. 5. CICIoV2024 dataset before preprocessing showing noisy, raw corre-
lations across all features and the target class highlighting multicollinearity.

address as true to indicate that the ECU has been successfully
registered as shown in Algorithm 1.

B. Data Preprocessing

The CICIoV2024 dataset [42],> comprising false messages
that were injected via the CAN Bus protocol of a 2019 Ford
Car containing all ECUs was leveraged for this study.

Fig. 5 is the raw heatmap for the CICIoV2024 dataset,
showing noisy correlations and potential redundancy among
features, which can obscure the direct relationship between
individual features and the target attack types, highlighting the
need for data preprocessing.

Managing missing values is crucial in data preprocessing.
A common approach is mean imputation, which substitutes
missing values with the dataset’s average observed values. This

2https://WWw.unb.ca/cic/datasets/iov—dataset— 2024 .html
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Fig. 6. PCC analysis for the top 20 features most highly correlated with the
target class.

technique preserves dataset integrity by providing a plausible
estimate for missing data without significantly altering the
overall distribution. Mean imputation involves calculating the
mean of available values for each feature and using the mean
to replace any missing entries in that feature as in (1). Let X
be a feature with observed values X1, X2, ..., X,, withm <n

_ 1 &
X= ;; (1)

For each missing value in X, replace it with X. Categorical
variables were one-hot encoded, and finally, features were
normalized to a standard range.

C. Correlation Analysis In-Vehicle Scenario

After preprocessing, the PCC was computed to eliminate
redundant features as a result of their high correlation. The
PCC quantifies the linear relationship of two features X and
Y in

(X
S -2 - 1)

where X;, Y; are individual observations, and X, Y are the
means of features X and Y, respectively.

Fig. 6 shows the top 20 features most highly correlated with
the target based on their PCC and their pairwise correlations.
However, the persistence of high feature-to-feature correlations
suggests that PCC alone may still be influenced by indirect
relationships, necessitating a more robust approach.

Partial correlation controls feature Z in (3) for practical sce-
narios like in-vehicle communication with multiple variables

2

rX,Y) —rX,2)r(Y,2)

r(X, ¥|Z) = .
JO=rx.2)(1-r2,2)

3)
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For multiple control features Wi, Wa, ...
generalized partial correlation

rX,Y) —

, Wy, (4) gives the

rX, Wyr(Y, W)
J =2 w) (1 =2, w)

Equation (5) determines the statistical significance of the
feature correlation

rX,Y|W) = 4)

, ra/n—2 )
N
where n is the sample size, and the degrees of freedom are
given by n — 2.

While the PCC measures the overall linear relationship,
partial correlation isolates the relationship by controlling for
other variables, allowing for both bivariate and multivariate
analysis. Fig. 7 illustrates the correlation analysis of the top
20 features selected based on their absolute PCC with the
target, alongside their partial correlations, which control for
the influence of other features.

Feature values between 0.75 and 1.00 exhibit strong positive
correlations, indicating their initial relevance to the target.
However, partial correlations for some features drop signifi-
cantly below 0.50, highlighting the impact of multicollinearity
and confounding variables in the multivariate dataset.

This discrepancy highlights the need for a hybrid approach,
combining partial correlation with PCC as defined in (6).
The hybrid approach scales PCC by the ratio of the absolute
partial correlation to the absolute PCC, prioritizing features
where the partial correlation preserves the original signal
and penalizing those where it diminishes significantly. This
refinement isolates direct relationships with the target attack
classes and focuses on the most relevant features for enhancing

the anomaly detection model’s performance
Partial C

Hybrid PCC = pcc . [Partial Corr| ©®)
|[PCC]|

If |PCC| = 0, the ratio is set to 0 to avoid division by zero.

D. Model Training

After the correlation analysis based on the combination
of PCC and partial correlation, the prepruned decision tree
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inspired by [14] was leveraged for model training. The choice
of this model is based on its suitability for high-dimensional
heterogeneous data in in-vehicle scenarios. Prepruning pre-
vents overfitting in decision trees by limiting the tree’s growth
during the initial tree-building process. The maximum depth
parameter (max-depth) controls how deep the tree can grow
before stopping further node expansion [43].

d(n) < dmax constrains the tree depth, where d(n) is node
depth, and dpyax is the max allowed depth. Node split criterion
f(S) = argmax [I(S1) + 1(S2)] maximizes impurity reduction,
where S1,S5, are subsets and /() is the impurity measure.
Equation (7) constrains the depth impurity reduction

. max[/(S) — (I(S1) +1(S52))], d d,
Split(n) = {0 XU(S) — (I(S1) +1(52))] dEZ; i d::: %)
Equation (8) gives the entropy-based information gain
|51
H(S)=— pilog,pi. IG = H(parent) — y |—S-’|H(Sj)
®)

where p; is class proportion and expands the probability in

1, d(n) < dmax ANI(S) > 0
0, otherwise.

Pexpand = { 9

N(dmay) = 2@matD _ 1 preprunes the parent tree to max
possible nodes for dpax = 20, then L(tree) = Loss(tree) + « -
depth(tree) regularizes the tree depth and recursively splits in

Split(n), d < dmax N |S] > min_samples
CreateLeafNode(n), otherwise

S(n,d) = {
(10)

e(tree) < C - (complexity(tree)/n) generalizes possible
errors and implements the entire process as decision_tree(X,
y, max_depth=20) = Recursive_Split(X, vy, depth=0,
max_depth=20) considering the feature importance threshold,
minimum samples per leaf and max_leaf nodes. Prepruning
balances model complexity and generalization by limiting
depth, refining splits, and applying regularization.

E. Blockchain Attack Logging and Malicious Node Isolation

1) Attack Logging: When a node is detected as malicious
or behaving suspiciously, the IDS transmits an alert message
to the blockchain network and logs a detection alert as in
Algorithm 2. This ensures that every security incident is
recorded on an immutable ledger, providing a reliable audit
trail for further analysis and accountability.

2) Malicious Node Isolation: The malicious node is then
isolated via the smart contract to prevent it from communicat-
ing with other network components. This isolation is recorded
in a log with an active flag set to true, indicating that the
isolation is currently in effect as in Algorithm 3. This is to stop
the spread of malicious messages and safeguard the network’s
integrity by ensuring compromised nodes cannot interfere with
other nodes.
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Algorithm 2: Log Detection Alert

1: procedure LOGDETECTIONALERT(ECU _address,
message)

2: RSU calls logAlert(ECU_address, message) if
ECU_address € registeredECUs then

alertCounter < alertCounter + 1
4: alerts[alertCounter] < Alert(alertCounter,
ECU_address, message, block.timestamp)
5: Emit AlertLogged(alertCounter, ECU_address,
message)
6: end procedure

Algorithm 3: Isolate Malicious Node

Require: ECU address, reason
Ensure: Node isolated
1: procedure ISOLATEMALICIOUSNODE
2: RSU calls ISOLATENODE(address, reason) if ECU
address € registeredECUs then
B:
isolationCounter < isolationCounter + 1
4: isolations[isolationCounter] <
IsoLATION(isolationCounter, ECU address, reason,
block.timestamp, true)
5: Emit NODEISOLATED(isolationCounter, ECU
address, reason)
6: end procedure

Algorithm 4: Lift Isolation of Node

Input: Isolation ID
Output: Isolation lifted
1 Procedure Lift Isolation of Node:
2 begin
3 RSU calls liftlsolation(uint256)
4 if isolations[isolationld].active then
5 isolations[isolationld].active < false
6
7

end

3) Lifting Isolation: The isolation of a previously detected
malicious node can be lifted once the ECU is detected as
safe and not sending false data. The active flag of that
isolation record is then set to false as in Algorithm 4. This
change in status indicates that the ECU is no longer isolated
and can resume normal communication within the network.
This process ensures that once a node is deemed secure, it
can be reintegrated, maintaining network efficiency without
compromising security.

This approach enhances the integrity and traceability of
security measures and leverages the blockchain’s decentralized
nature to prevent single points of failure and ensure robust
protection against data falsification in the IVN. Additionally,
by automating the isolation process through smart contracts,
the system minimizes the response time to security incidents,
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TABLE 11
DISTRIBUTION OF ATTACKS IN THE EVALUATED DATASETS. v/ INDICATES
THE ATTACK IS PRESENT, WHILE X INDICATES IT IS ABSENT

Attack ToV Non-IoV
Description CICIoV | CAN- BurST CICDDoS .
2024 | Intrusion | ADMA | 2019 SG-NIDD
Denial of Service
(DoS) v v X X v
Spoofing v v X X X
Fuzzy X v X X X
Position Falsification | X X v X X
Distributed Denial of
Service (DDoS) X X X 4 4
UDP Flood X X X X v
SYN Flood X X X X v
HTTP Flood X X X X v
UDP Scan X X X X v
TCP Connect Scan X X X X v
SYN Scan X X X X v
ICMP Flood X X X X v

thereby maintaining the overall safety and reliability of the
IVN.

IV. EXPERIMENTAL RESULTS AND DISCUSSION
A. Data Description

The evaluation of the proposed scheme leveraged four other
publicly available datasets in addition to the CICIoV2024
dataset to assess its performance across various scenarios.
For IoV-specific datasets, CAN-intrusion, and BurST ADMA
datasets were analyzed. The CAN-Intrusion dataset [25]3
was generated by capturing CAN traffic through the OBD-
II port of an actual vehicle during the execution of message
injection attacks. The BurST ADMA [44]* dataset, a widely
used resource for position falsification data, was employed
to evaluate the model’s ability to detect data falsification
in intervehicular networks. To assess the robustness of the
proposed approach in non-IoV contexts, the CICDD0S2019
and 5G-NIDD Datasets were incorporated into the study. The
CICDD0S2019 [45]° dataset contains DDoS attacks carried
out using TCP/UDP-based protocols at the application layer.
The 5G-NIDD dataset captures cyber attacks on a 5G testbed
at the University of Oulu, Finland, with data collected from
two base stations, each containing an attacker node and
multiple benign users. Table II provides an overview of the
evaluated datasets and the diverse attack types they encompass.

The preprocessed dataset was divided into training (70%)
and testing (30%) sets.

B. Evaluation Metrics

An effective false data detection system should have high
accuracy, precision, recall, Fl-score, Matthews Correlation
Coefficient (MCC) and Log-loss. MCC as shown in (11), pro-
vides a robust measure of the model’s performance reliability.
Unlike the F1-score, which can sometimes give inflated results
on imbalanced datasets, the MCC offers a more balanced
evaluation by effectively handling data imbalance

3 TP.TN — FP.FN
~ /(TP £ FP).(TP + FN).(IN + FP).(IN + EN) '

MCC (11)

3 https://ocslab.hksecurity.net/Datasets/CAN-intrusion-dataset
4https:// github.com/ahzam-a/BurST-ADMA
5 https://www.unb.ca/cic/datasets/ddos-2019.html
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TABLE III
PERFORMANCE OF THE DECISION TREE ALGORITHM WITHOUT FEATURE
ENGINEERING

Datasets Accuracy (%) | Log Loss | Time (s)
CICIoV2024 99.28 0.0431 3.77
CAN-Intrusion 98.63 0.054 4.99
BurST ADMA 98.41 0.0505 2.17
CICDD0S2019 98.68 0.0731 241.87
5G NIDD 95.61 0.431 14.436

Log-loss quantifies the accuracy of a model’s predictions
for DDoS attacks by penalizing the likelihood of incorrect
classifications based on predicted probabilities as shown in

N

1
Log-Loss = —— i;(y,» log(p:) + (1 — y;) log(1 — pi)).(12)

C. Proposed Model Performance Evaluation

The performance of the Decision tree across the investigated
datasets without feature engineering is shown in Table III.
Despite the notable accuracy and loss, computation time as a
critical issue in vehicular communication scenarios remains a
concern.

D. Impact of Feature Extraction

IoV connectivity introduces security vulnerabilities that can
compromise vehicle and user privacy. As depicted in Fig. 1,
these attacks are detected by analyzing communication data
for deviations from normal behavior. Key features include
traffic patterns (message frequency, packet size, flow), latency,
protocol anomalies, signal strength, and vehicle behavior.
Under normal conditions, these features are consistent, but
attacks cause irregularities, like traffic spikes, altered flows,
or unexpected packet sizes. The proposed approach leverages
these features to recognize patterns and differentiate between
normal communication and attacks, improving IoV security
and reliability.

An in-depth analysis of the CICIoV2024 dataset was
performed using the hybrid PCC approach to assess the
relationship between minimal redundancy features and attack
classes. The goal was to identify key features for attack
detection via the proposed decision tree. Feature engineering
techniques of Chi-squared (Chi), mutual information, ANOVA
f-test, RFE, and principal component analysis (PCA) were
employed to evaluate the prepruned decision trees across
representative oV datasets. Fig. 8 illustrates the relative
importance of the top features for classifying and detecting
in-vehicle attack instances. The optimal feature set (k-sample)
balanced he performance and computation time.

Fig. 9 shows the computation time of the approach on
the CICIoV2024 and CICDDoS2019 datasets. The result
highlights the impact of FS on model performance, with the
optimal computation time achieved using ten features and PCC
having the shortest computation time among the techniques.

To assess the relationship between significant features
and attack characteristics, we analyzed their distribution
across different attack classes and normal communication
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Fig. 9. Plot demonstrating the computation time performance of compared
feature engineering techniques with k-samples of 60 to 10 features.

(Benign). Fig. 10(f) highlights the distinct patterns, demon-
strating the features’ effectiveness in attack detection within
the CICIoV2024 dataset.

Benign samples consistently cluster around 0.0 across
all features, reflecting typical in-vehicle communication

behavior under normal conditions. In contrast, attack
classes exhibit prominent peaks at 1.0 for specific
features: DATA_114 and DATA_413 show a dominant

peak for Spoofing_ RPM, DATA_014 and DATA_215 peak
for Spoofing_ STEERING WHEEL, and ID7 highlights
Spoofing_SPEED. These peaks at 1.0 suggest that the features
capture extreme or falsified values characteristic of spoofing
attacks, where malicious data manipulates critical CAN bus
parameters such as RPM, steering angle, or speed. The
bimodal nature of some distributions reflecting peaks at both
0.0 and 1.0 indicates the Decision Tree model’s ability to
leverage these differences to distinguish between normal and
attack instances in the dataset.

Employing the PCC feature engineering to representative
machine learning models on the CICIoV2024 dataset sig-
nificantly reduced the computation time and improved the
detection accuracy as in Table IV. It highlights the relevance
of the proposed PCC feature engineering for swift detection of
data falsification with < 1 s computation time in most of the
models and < 0.1 s when combined with the Decision tree.

Table V presents the performance results across the eval-
vated datasets, with and without FS. The performance is
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TABLE IV
PERFORMANCE ANALYSIS OF THE PCC FEATURE ENGINEERING WITH
VARIOUS ALGORITHMS ON THE CICIOV2024 DATASET

Model Accuracy (%) | MCC (%) | Time(s)
DT 99.99 99.99 0.0015
RF 99.99 99.99 0.390
LR 99.99 99.99 0.390
NB 95.40 93.44 0.9680
KNN 99.99 99.99 0.6942
XGBOOST | 99.99 99.99 8.169
TABLE V

FEATURE ENGINEERING PERFORMANCE IMPACT ON BOTH IOV AND
NON-IOV DATA FALSIFICATION DATASETS

. Performance

Datasets Metrics Without ES T With FS

Accuracy 99.28 99.99

F1-Score 99.28 99.99

CICIoV2024 MCC 97.55 99.99

Time (8) 377 0.245

Loss 0.0431 0.0015

Accuracy 96.60 99.96

F1-Score 96.60 99.96

CAN-Intrusion MCC 93.44 99.89
Time (s) 4.99 1.3228

Loss 0.0635 0.0104

Accuracy 98.41 99.31

F1-Score 95.37 99.31

BurST ADMA MCC 76.98 96.81

Time (s) 2.17 0.859

Loss 0.1506 0.0507

Accuracy 98.68 99.14

F1-Score 98.68 99.14

CICDDo0S2019 MCC 98.24 98.86
Time (s) 1.766 0.3178

Loss 0.1041 0.0731

Accuracy 95.61 99.95

F1-Score 95.61 99.95

5G-NIDD MCC 93.79 98.86

Time (s) 14.436 2.637

Loss 0.431 0.0144

TABLE VI

PERFORMANCE COMPARISON WITH SURVEYED STUDIES

Technique Dataset Acr;:)a ey Fl(- (sg())re Time(s)
RFE+DT [28] CICIDS2017 99.58 99.6 1011.1
RFE+DT [28] CAN:-Intrusion 99.86 99.9 105.7
FS Stacking [29] CICIDS2017 99.98 99.7 2774.8
PCC+RF [5] VeReMi 91.06 85.95 X
PCC+Ens.RF [27] VeReMi 99.62 X 6.9
Hybrid PCC+DT | CICIoV2024 99.99 99.99 0.245
Hybrid PCC+DT | CAN-Intrusion | 99.96 99.96 1.322
Hybrid PCC+DT | BurST ADMA | 99.31 99.31 0.859
Hybrid PCC+DT | CICDDoS2019 | 99.14 99.14 0.3178
Hybrid PCC+DT | 5G-NIDD 99.95 99.95 2.637

measured across accuracy, Fl-score, MCC, time, and loss
metrics. The proposed PCC feature engineering consistently
improved all metrics across all datasets, highlighting the
effectiveness of selecting relevant features for data falsification
detection. The demonstrated effectiveness of PCC feature
engineering in detecting data falsification within IoV and non-
IoV scenarios significantly enhances the overall performance
and trustworthiness of 6G-enabled applications.

A comparative analysis in Table VI highlights the effective-
ness of the proposed hybrid PCC combined with a prepruned
decision tree for detecting data falsification in IVNs. This
approach outperforms existing FS techniques, achieving near-
perfect accuracy of 99.99% and an Fl-score of 99.96%,
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180000
160000 processing times of 0.245 s for CICIoV2024 and 1.322 s for
140000 CAN-Intrusion, ensuring efficiency. The results confirm the
120000 . method’s suitability for enhancing security and reliability in
w 6G IVNs, making it well-suited for connected and autonomous
@ 100000 .
" i vehicles.
<
G 80000
60000 E. Blockchain Evaluation
40000 The performance of the blockchain component within our
20000 % proposed framework was rigorously evaluated by analyzing
0 % i gas fees and block generation times across key smart contract
registerECU  logAlert isolateNode liftisolation functions, such as registerECU, logAlert, isolateNode, and
% Ethereum  # PureChain liftlsolation. 1dentical smart contracts were deployed on two
blockchain platforms: 1) PureChain, a private permissioned
Flg 12. Gas cost for purechain versus ethereum. blOCkChalIl taﬂOI’ed fOI' efﬁCienCy [46], WhiCh iS proposed iIl

surpassing RFE+DT and FS Stacking. It demonstrates robust-
ness across multiple datasets with accuracies of 99.31%
and Fl-scores of 99.14%. Additionally, it shows competitive

this study and 2) ethereum, a widely adopted public network.
Public blockchains suffer from scalability constraints and
significant delays which can be mitigated using PureChain.
The evaluation was conducted on a system equipped with an
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Intel Core 15-8500 CPU @ 3.00 GHz and 32 GB RAM and
NVIDIA GeForce GTX 1050, operating on Windows 11 Pro.
Ganache acted as a local Ethereum environment to simulate
effectively simulate Ethereum transactions. The smart contract
was deployed using Remix IDE.

A threat analysis was performed to assess the vulnerability
of the smart contract to potential exploitation. As shown in
Fig. 11, the scan yielded a LowRisk threat score of 98.5 out of
100, indicating a highly secure implementation with minimal
vulnerabilities.

Gas fees, representing the computational cost of executing
smart contracts and transactions on the blockchain, are a criti-
cal metric for assessing the economic feasibility and scalability
of the system in a resource-constrained vehicular environment.
Fig. 12 presents a comparative analysis of gas fees between
Ethereum and PureChain. Ethereum consistently incurs higher
gas costs, particularly for isolateNode, which demands sig-
nificant computational resources to isolate malicious ECUs
in real-time. In contrast, PureChain demonstrates superior
gas efficiency across all functions, with registerECU and

30045

16.15
16.1
16.05
16
15.95

Throughput (tx/s)

15.9
15.85

15.8
20 40 60 80 100 120

Number of ECUs
(b)

140 160

Impact of RSU coverage, and increasing ECU density on PureChain transaction throughput. (a) RSU coverage. (b) Increasing ESU density.

0.0634
0.0632

0.063
0.0628
0.0626

Latency (s)

0.0624
0.0622

0.062
20 40 60 80 100 120 140 160
Number of ECUs

(b)

Impact of RSU coverage and increasing ECU density on PureChain transaction latency. (a) RSU coverage. (b) Increasing ESU density.

logAlert exhibiting only marginal differences and liftlsolation
registering the lowest fees on both platforms. These results
underscore PureChain’s optimization of contract execution,
substantially reducing transaction costs relative to Ethereum,
an essential advantage for the high-frequency, low-latency
demands of 6G IoV networks where cost efficiency directly
impacts scalability and deployment viability.

To further evaluate blockchain performance, the block
generation time, the average duration required to create and
add a new block to the chain, was assessed for each smart
contract function. This metric is pivotal, as lower block
generation times expedite transaction confirmation, enhance
network security, and bolster system efficiency, which is
paramount for real-time intrusion mitigation in safety-critical
vehicular applications.

As illustrated in Fig. 13, Ethereum exhibits markedly higher
block generation times, ranging from 0.4 to 0.65 s, attributable
to its computationally intensive proof-of-work consensus
mechanism. Conversely, PureChain achieves significantly
lower latency, processing transactions faster due to its
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TABLE VII
RSU COVERAGE AND ECU SIMULATION: IMPACT OF VARYING RSU
COVERAGE (200, 400, 600, 800, AND 1000 M) ON AREA COVERAGE,
VEHICLE COUNT, AND TOTAL ECUS (50 ECUS PER VEHICLE)

RSU Area Covered Vehicles Total ECUs
Coverage | (km?) (= Vehicles x 50 ECUs)
200 m 0.125 km? ~62 vehicles ~3100 ECUs
400 m 0.502 km? ~251 vehicles ~12550 ECUs
600 m 1.131 km? ~565 vehicles ~28250 ECUs
800 m 2.010 km? ~1005 vehicles | ~50250 ECUs
1000 m 3.141 km? ~1570 vehicles | ~78,500 ECUs

PoA? consensus mechanism. The PoA? mechanism enhances
PureChain’s suitability for 6G IoV by integrating a standby
validator that monitors network participants and an idle
redundant signer to replace inactive validators, ensuring unin-
terrupted operation and resilience against mining disruptions.

The scalability of the blockchain-enhanced IDS framework
was evaluated by analyzing its ability to handle increasing
ECUs per RSU and the impact of RSU coverage (200,
400, 600, 800, and 1000 m) on blockchain performance
under realistic vehicular densities. The simulation assumed
that each ECU sends one transaction, with an average of 50
ECUs per car actively performing transactions. Simulations
assuming 500 vehicles per km? in urban areas and RSU
coverage between 200 and 1000 m, are presented in Table VII.
Throughput, defined as the average number of transactions per
second (tx/s), and transaction latency, the time taken for each
blockchain transaction, were evaluated as the number of ECUs
per RSU increased.

Fig. 14 shows that throughput remains relatively stable,
fluctuating between 15.9 and 16.15 tx/s as ECU density
increases, without noticeable degradation. As RSU coverage
expands beyond 600 m, throughput stabilizes above 16.05 tx/s,
indicating the possibility of larger coverage areas facilitating
more efficient ECU transaction aggregation and reducing
consensus overhead. Therefore, the system maintains a high
transaction processing capability under both increasing ECU
load and expanded RSU coverage, demonstrating strong scal-
ability with minimal performance loss.

As shown in Fig. 15, transaction latency remains consis-
tently low, ranging from approximately 0.0618 to 0.063 s
as ECU density increases. These minor fluctuations indicate
the system’s ability to maintain real-time responsiveness even
under higher transaction loads. With expanding RSU cover-
age, latency slightly decreases and stabilizes beyond 600 m,
suggesting improved consensus efficiency due to broader
communication reach. Overall, the system demonstrates low
and predictable latency across both ECU and RSU scaling
scenarios, confirming its suitability for 6G IVNs.

This design improves scalability and efficiency, while also
fortifying security and reliability. These are crucial for man-
aging ECU registration, logging intrusion alerts, and isolating
malicious nodes in response to CAN Bus threats. The eval-
vation results affirm that PureChain’s lower gas fees, faster
block generation times and high scalability enable our system
to meet the stringent real-time requirements of 6G IoV, outper-
forming Ethereum in cost-effectiveness and operational agility.
These results validate the proposed framework’s efficacy in
securing IVNs, demonstrating its potential to advance the
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safety and dependability of intelligent transportation systems
within the 6G paradigm.

V. CONCLUSION

This study advances the detection and mitigation of data
falsification in 6G IVNs by integrating a feature-engineered
IDS with blockchain technology, with a focus on minimiz-
ing computational overhead. The proposed IDS, deployed
on the TCU as a gateway ECU, leverages 6G’s URLLC
to enable real-time threat detection through an optimized
PCC and a prepruned decision tree algorithm, achieving
a balance between accuracy and efficiency. Security was
enhanced through PureChain, a private blockchain network
that utilizes the PoA? consensus mechanism, deployed on
RSUs to log ECU data and securely isolate malicious ECUs.
This approach outperformed Ethereum in terms of gas fees
and block generation times and showed high scalability with
increasing ECU transactions. The framework demonstrates
efficacy in enhancing IVN security while optimizing resources,
offering a scalable solution for 6G IoV networks. Future
work will explore adaptive machine learning algorithms to
address emerging threats, ensuring resilience in dynamic 6G
IoV environments, thus laying the foundation for securing
next-generation IVNs.
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