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EQAI: Explainable Quantum-Empowered
Antispoofing Intelligence for Trustworthy
Connected Autonomous Vehicles Communication
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Abstract—The increasing complexity of connected autonomous
vehicles (CAVs) introduces new security challenges in the Internet
of Vehicles (IoV), where traditional detection models strug-
gle with real-time interpretability, scalability, and robustness
against spoofing attacks. This article proposes an explainable
quantum-empowered antispoofing intelligence (EQAI) frame-
work that fuses quantum-enhanced learning with interpretable
trust inference for securing vehicular communications. The EQAI
model employs an eight-qubit variational quantum circuit (VQC)
integrated with lightweight classical layers and explainability
modules based on Shapley additive explanation (SHAP) and
local interpretable model-agnostic explanation (LIME). Using
Canadian Institute for Cybersecurity Internet of Vehicles 2024
Dataset (CICIoV2024), the framework achieves a detection
accuracy of 92.85%, a Class 3 Fl-score of 82.1%, and a
low false alarm rate (FAR < 0.026), outperforming existing
machine learning (ML), blockchain (BC)-based, and feder-
ated learning (FL) approaches. Its compact design—with only
4900 trainable parameters and ~19.5 k floating point opera-
tions per second (FLOPs)—demonstrates real-time deployability
and energy efficiency at the network edge. Moreover, LIME
and SHAP analyses reveal transparent feature-level reasoning,
enhancing operator trust and system explainability. The proposed
EQALI architecture thus establishes a scalable, interpretable, and
quantum-empowered foundation for secure, trustworthy, and
intelligent vehicular networks, advancing toward resilient IoV
and next-generation cybercognitive mobility ecosystems.

Index Terms—Connected autonomous vehicles (CAVs),
explainable AI (XAI), quantum information theory, spoofing
attacks, trustworthy communication, vehicle-to-everything
(V2X).
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NOMENCLATURE

Artificial intelligence.

Area under the receiver operating
characteristic curve.

Blockchain.

Connected autonomous vehicles.
Canadian Institute for Cybersecurity
Internet of Vehicles 2024 Dataset.

Deep learning.

Digital twin.

Explainable quantum-empowered
antispoofing intelligence.

False alarm rate.

Floating point operations per second.
Federated learning.

Internet of Vehicles.

Intrusion detection system.

Local interpretable model-agnostic
explanations (local explainability).
Machine learning.

Multilayer perceptron.

Missed detection rate.

Postquantum cryptography.

Quantum Al

Quantum ML.

Quantum neural network.

Quantum key distribution.

Shapley additive explanations (global
explainability).

Trust assessment and decision-making.
Vehicle-to-everything.

Variational quantum circuit.

Explainable Al

Number of qubits used in the quantum
circuit.

Number of variational quantum layers
(repetitions).

Trainable quantum parameters in the
EQAI model.

Trainable classical parameters in the
EQAI model.

Total trainable parameters (@ = @y +0¢).
Learning rate used during model
optimization.

Trust score derived from explainable
inference.
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F1 Weighted F1-score for spoofing
classification performance.

Acc Detection accuracy (%).

tat Average model inference latency (ms).

E, Quantum embedding energy (used in
variational encoding).

Pregit Probability of legitimate message
classification.

Pipoof Probability of spoofed message
classification.

I. INTRODUCTION

ONNECTED autonomous vehicles (CAVs) are trans-

forming modern transportation by enabling real-time
navigation, reduced human error, and improved traffic effi-
ciency through vehicle-to-everything (V2X) communication
[1]. However, this connectivity introduces substantial cyber-
security risks, particularly spoofing attacks, where adversaries
impersonate legitimate entities to inject falsified messages
into the network. Such attacks can lead to incorrect rout-
ing decisions, vehicular collisions, or even fatal outcomes
[2]. Ensuring the integrity, authenticity, and trustworthiness
of CAV communications is, therefore, critical to the safe
deployment of intelligent transportation systems.

Traditional security solutions, such as cryptographic authen-
tication and data encryption, offer basic safeguards but struggle
to detect subtle or adaptive spoofing techniques [3]. Moreover,
classical ML approaches, though widely used, often lack
robustness to adversarial attacks and fail to provide trans-
parency in decision-making [4]. For example, random forest
(RF) models and FL architectures have been proposed for
intrusion and spoofing detection in vehicular networks [5].
However, these methods are often limited by low adaptability,
lack of interpretability, and computational inefficiencies in
handling high-dimensional, real-time CAV data as summarized
in Table I.

To address these challenges, we propose a novel frame-
work, explainable quantum-empowered antispoofing intelli-
gence (EQAI), that integrates quantum information theory with
XAI QALI leverages principles of quantum mechanics, such
as superposition and entanglement, to enable high-capacity
parallel processing and enhanced pattern recognition [14]. On
the other hand, XAI focuses on making Al decision processes
transparent and interpretable, using tools such as SHAP and
LIME [6].

A. Motivation for QAI Models in Spoofing Detection

Spoofing attacks in CAVs often exhibit subtle variations
in signal parameters such as phase, amplitude, delay, and
frequency, making them difficult to detect using traditional ML
models. Classical approaches typically operate in a linear or
shallow feature space, which limits their ability to distinguish
between legitimate and adversarial signals, especially when
noise or adversarial perturbations are present. For instance, in
aerial-based logistics using drones, curtailing such intrusion
via classical Al-driven approaches has remained a daunting
issue [15]. QML models, in contrast, harness the principles of
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quantum mechanics—superposition, entanglement, and inter-
ference, to encode and process data in exponentially larger
Hilbert spaces [16]. This allows QML to explore complex,
high-dimensional data distributions in parallel, making it
highly effective at capturing the nuanced patterns associated
with spoofing attacks. In addition, quantum circuits naturally
model uncertainty and probabilistic behavior [17], which
aligns well with the stochastic nature of over-the-air vehicular
communication. By exploiting this quantum parallelism, the
EQALI framework enhances detection sensitivity and reduces
the likelihood of false negatives, especially in zero-day spoof-
ing scenarios.

The proposed EQAI framework comprises three core mod-
ules: 1) the quantum-enhanced spoofing threat (QUEST)
detection module; 2) the explainable hybrid AT (xAI) module;
and 3) the trust assessment and decision-making (TAD) mod-
ule. Together, these modules provide robust spoofing detection,
enhance the interpretability of decisions, and assess message
trustworthiness in real time. To the best of our knowledge, no
work has combined QAI and XAI for spoofing detection in
CAVs.

The key contributions of this article are as follows.

1) We propose EQAI, a hybrid quantum-classical frame-
work for detecting and mitigating spoofing attacks in
CAV communication.

2) We develop a quantum-enhanced learning model inte-
grated with XAI tools (SHAP and LIME) to provide
both accuracy and explainability in threat detection.

3) We evaluate EQAI using a publicly available GPS
spoofing dataset and compare its performance against
classical ML baselines in terms of accuracy, latency,
communication overhead, and robustness.

The rest of the article is organized as follows. Section II
explores previous approaches and provides insights about
existing gaps addressed. Section III presents the system archi-
tecture and methodology. Section IV discusses experimental
results and performance evaluation. Section V concludes the
study with future directions.

II. RELATED WORKS

Spoofing detection and trust management in CAV networks
have attracted significant research interest due to the increasing
reliance on GPS and intervehicle communication for critical
navigation decisions. Traditional trust-based approaches in
vehicular networks, such as those surveyed in [18], com-
pute node trust using historical behavior or context metrics.
Although intuitive, they rarely incorporate real-time learning
or model-driven explanations. XAI has been introduced in
safety-critical Al systems, but has only recently been applied
to spoofing defense. Most existing work either lacks real-time
applicability or focuses solely on feature attribution without
integrating it into a trust-based decision pipeline. Table I
summarizes notable recent approaches addressing this problem
using a variety of cryptographic, statistical, and learning-based
methods.

Cryptographic schemes such as navigation message authen-
tication (NMA) [19] enhance GNSS integrity using symmetric
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Reference

Target Area / Technique

Contributions

[6] Classical XAl (RF)

Intrusion / spoofing detection
using Random Forest with ex-
plainability

Introduced explainable Al for IoV se-
curity

Limitations Gaps Addressed by EQAI
Vulnerable to  EQAI integrates quantum-enhanced de-
sophisticated spoofing;  tection with SHAP/LIME explainability

limited adaptability

for robustness against advanced (Class
3) attacks.

[5] Classical Federated ~ FL for GPS spoofing detection  Lightweight collaborative learning  Detects only  simple EQAI provides stronger resilience to

Learning (KNN) model spoofing; vulnerable to  adversarial spoofing and dynamic trust
poisoning scoring beyond FL aggregation.

[3] Homomorphic En-  Privacy-preserving  spoofing ~ Combines FL with HE for secure train- ~ High computational cost; ~ EQAI achieves moderate overhead with

cryption + FL (DL) detection ing unsuitable for real-time hybrid quantum-classical circuits, en-
vehicular context suring onboard feasibility.

[7]1 Blockchain + QAI  Blockchain-secured  spoofing  Blockchain-based QAI integration High communication/-  EQAI uses lightweight trust-aware de-

detection

computation overhead

cision (TAD) with reduced communica-
tion overhead (0.003 MB).

[8] PQC + Blockchain

Quantum-resilient blockchain
framework for CAV communi-
cation

Introduces PQC for quantum-safe V2X
trust

Blockchain latency and
heavy consensus delay

EQAI  complements PQC-secured
frameworks by adding explainable trust
scoring and low-latency inference.

[91 PQC for In-vehicle  Post-quantum  cryptography  Strengthens intra-vehicle communica-  Focuses on intra-vehicle EQAI extends protection to inter-

Security (Kyber) for CAN bus tion security links only; lacks trust vehicle spoofing with interpretable trust
protection scoring and explainability =~ metrics.

[10] QuantumShield-  Quantum-secured blockchain ~ Combines PQC + QKD + blockchain  High complexity and EQAI offers a lightweight hybrid model

BC (Blockchain + PQC

with Byzantine consensus

consensus for secure V2X

deployment overhead in

optimized for real-time V2X, balancing

+ QKD) real-time systems complexity and trust.
[I1] AIoT + Digital AloT-enabled digital twins  Supports adaptive trajectory optimiza- Focuses on trajectory; EQAI complements trajectory planning
Twin + DRL with DRL-based trajectory  tion in CAVs lacks spoofing resilience by ensuring secure, explainable, and

planning

or message trust validation

trustworthy message validation.

[12] Digital Twin Al-
based Architecture

Data-driven DT for AV co-
design

Supports simulation and system opti-
mization

No focus on spoofing or
security; limited real-time
explainability

EQALI integrates DT compatibility with
real-time quantum-enhanced spoofing
detection.

[13] RL-based Motion
Planning Survey

Survey of reinforcement learn-
ing for autonomous driving

Highlights DRL utility for trajectory
planning

Does not address commu-
nication trust or adversar-
ial spoofing threats

EQALI ensures secure V2X data as a
foundation for safe DRL-driven trajec-
tory planning.

Proposed EQAI (this
work)

Hybrid Quantum—Classical +
Explainable Trust Engine

Robust spoofing detection (Class 3),
interpretable SHAP/LIME insights, and
lightweight TAD-based trust scoring

Slightly lower average ac-
curacy vs. MLP (trade-off
for interpretability)

Addresses gaps in (i) explainability,
(ii) robustness to sophisticated spoof-
ing, (iii) real-time trust scoring, and (iv)

lightweight deployment for CAVs.

time-based keying (e.g., TESLA) or dedicated L1-SAIF chan-
nels. While secure, these methods require GNSS infrastructure
modifications and often introduce latency due to cryptographic
verification. Moreover, they lack adaptability to novel spoofing
vectors or context-aware trust evaluation. Also, threshold-
based approaches like the one proposed by Leinmiiller et al.
[20] apply plausibility heuristics based on mobility grade,
location continuity, or speed bounds. These solutions are
lightweight and interpretable, but prone to false negatives
when attackers craft spoofing patterns that mimic realistic
trajectories.

Furthermore, learning-based strategies have shown
improved adaptability. For instance, Xu et al. [21] proposed
an FL IDS using LSTM models with differential privacy.
Although effective against a broad class of anomalies,
the method lacks dedicated GPS spoofing context and
explainability mechanisms, making it difficult to diagnose
or justify alarms. Similarly, hybrid frameworks proposed
by Ayaz et al. [22] integrated FL with BC consensus
to enhance trust propagation in message dissemination.
However, their approach incurs high latency and does
not explicitly support per-message spoofing defense or
interpretability, as it does not provide actionable insights
into why a message is flagged as malicious. Recent efforts
in self-supervised learning, such as the work by Liu and
Papadimitratos [23], propose anomaly-aware federated GNSS
spoofing detection. This method improves resilience to
evolving spoofing attacks through self-generated labels, but
still lacks interpretable outputs and real-time trust decision
frameworks.

Recent efforts have also explored quantum-resilient and
BC-enabled secure communication frameworks for CAVs.
For example, Aslam et al. [8] proposed a BC-assisted
architecture that integrates PQC to safeguard vehicular
message exchanges against quantum adversaries. Similarly,
Castiglione and Elia [9] demonstrated the feasibility of secur-
ing in-vehicle controller area network (CAN) communications
using CRYSTALS-Kyber, a NIST-standardized PQC primi-
tive, thereby strengthening the resilience of vehicular systems
against quantum attacks. Furthermore, Reddy et al. [10] intro-
duced a quantum-secured BC framework (QuantumShield-BC)
that combines PQC, QKD, and Byzantine consensus to
enhance trust in vehicular communication networks. Comple-
mentary work by Nsour [24] proposed a lightweight onboard
PQC model for autonomous vehicles, validating the practical
deployment of quantum-resilient cryptography in CAV plat-
forms. These contributions highlight that PQC-enabled BC
systems are emerging as a critical enabler of next-generation
secure V2X communications.

On the other hand, in the domain of AloT-driven DTs
and trajectory planning, Mohd Aslam et al. [11] developed
an AloT-enabled DT framework for CAVs, employing deep
reinforcement learning (DRL) to optimize real-time trajec-
tory planning under dynamic traffic conditions. Babaei et
al. [12] further extended this vision by proposing a data-
driven DT Al architecture for autonomous vehicles, supporting
simulation-based co-design and decision optimization. In addi-
tion, Li et al. [13] surveyed reinforcement learning approaches
to motion planning, providing insights into the integration
of DRL for adaptive and safe vehicular navigation. Kabir
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Fig. 1. EQAI system design/architecture for trustworthy V2X communication highlighting: 1) QUEST module, 2) XAI module, and 3) TAD module.

et al. [25] also presented a comprehensive survey on DT
technologies for vehicular prototyping, underscoring the syn-
ergy between AloT, DRL, and digital replicas for future
CAV ecosystems. Together, these works demonstrate the shift
toward intelligent, explainable, and simulation-augmented
frameworks that complement our proposed EQAI-based trust
model.

Despite the above advancements, current solutions often
suffer from a lack of model explainability, making it difficult to
interpret spoofing predictions or build user/operator trust. Also,
there is an inability of these approaches to assess message-
level trust dynamically in real time, which is critical for
vehicular actionability. Moreover, they have limited robust-
ness against sophisticated or adversarial spoofing strategies
that mimic plausible mobility behaviors. Finally, previous
approaches have heavy computation or communication over-
head (e.g., BC-based FL), reducing real-time feasibility as
captured in Table I. To address these limitations, the EQAI
framework provides the following novelties.

1) Quantum-Enhanced Al: We incorporate quantum encod-
ing to increase feature separation in Hilbert space,
improving spoofing detection accuracy, especially for
advanced attacks.

2) Explainable Trust Assessment: We fuse SHAP and
LIME to achieve model-level explainability with clas-
sification decisions to provide interpretable feature
attributions. This insight is further combined in a TAD
module to derive real-time, actionable trust scores.

3) Per-Class Performance Optimization: Unlike closed box
ML models, EQAI is optimized for robustness on
complex spoofing classes (e.g., Class 3), achieving sta-
tistically significant gains with acceptable tradeoffs in
other classes.

4) Lightweight Execution: The model is designed for real-
time execution with moderate computational overhead

and explainability costs, making it suitable for onboard
vehicular deployment.

Overall, EQALI fills a critical gap by offering a trustworthy,
interpretable, and quantum-assisted framework that supports
secure and context-aware communication decisions in vehic-
ular networks. By combining explainability, robustness, and
real-time inference, EQAI represents a significant step toward
trustworthy V2X communication in future CAV ecosystems.

III. EQAI SYSTEM DESIGN AND METHODOLOGY FOR
TRUSTWORTHY VEHICULAR COMMUNICATION

The EQAI system is a layered, real-time trust pipeline
meticulously designed to secure vehicle-to-vehicle (V2V),
V2X, and V2I communications against sophisticated GPS
spoofing attacks by embedding trustworthiness into the core
decision-making process. The system’s effectiveness stems
from the seamless, low-latency interaction of its three principal
modules. The proposed EQAI framework comprises three
main components: 1) QUEST detection module; 2) explainable
hybrid AI (xAI) module; and 3) trust assessment and decision-
making (TAD) module, as seen in Fig. 1.

The process initiates with the QUEST module, which func-
tions as the robust, quantum-secure front-end. This module
first ensures message authenticity using QKD and quantum
authentication codes (QACs). Crucially, it then employs a
quantum feature encoding technique, transforming classical
GPS and sensor data into a quantum-enhanced feature vector
(x’). This quantum representation utilizes the principles of
Hilbert space for superior feature separation, making even
subtle spoofing artifacts significantly more discernible than
in classical feature spaces. The enhanced vector (x’) is
subsequently passed to the explainable AI (XAI) module.
This module leverages a hybrid quantum-classical ML model
to perform spoofing classification and generate a prediction
confidence (P.). Simultaneously, the XAl engine utilizes inter-
pretation methodologies, such as SHAP and LIME, to produce
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Fig. 2. Flowchart highlighting the steps to assess the status and category of
a spoofed data as simplistic, intermediate, or sophisticated attack.

explanation metrics (Ey, Ry). These metrics detail why the
model classified the message in a particular way, providing
essential transparency that is vital for establishing trust in
the system’s output. Finally, the trust-aware decision (TAD)
module integrates the classification confidence (P.) and the
explanation metrics (Ey,Ry). It calculates a dynamic and
interpretable trust score (T(M;)) for the vehicular message.
By comparing this score against predefined trust thresholds,
the TAD module makes the final, auditable trust decision—to
Accept, Flag, or Discard the message—thereby ensur-
ing that only verified, trustworthy information is acted upon
by the CAV. This comprehensive, three-module interaction
provides both unparalleled spoofing detection and the neces-
sary explainability to guarantee security and trustworthiness
in mission-critical vehicular communication.

A. QUEST Detection

Unlike classical information, the QUEST component takes
advantage of the superposition and entanglement properties
of quantum information to detect subtle deviations caused by
spoofing attacks. QUEST involves (four) processes to intercept
spoofing attacks: 1) QKD by establishing a shared secret
key between communicating vehicles for authentication; 2)
generating a QAC using the shared key and appending it to
the message; 3) Transmitting the message with the QAC as
a sequence of quantum states; and 4) verifying the QAC by
measuring the quantum states using the shared secret key. If
QAC is corrupted beyond a tolerable threshold, the message
is flagged as potentially spoofed.

To assess the level of spoofed communication on CAV, we
adopted a procedure as summarized in the flowchart in Fig. 2.

In this study, the spoofing attacks are categorized as sim-
plistic, intermediate, and sophisticated based on the degree of
the GPS and transmission power deviation over-the-air and the
reception point.
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B. Spoofing Signal Model
In a typical CAV communication scenario, the received GPS
signal can be mathematically represented as
SO =ADI-1)x(t—7)cos2n(fi+ fat+¢) (1)

where
N0 received legitimate signal;
Ay signal amplitude;

D(1) digital data bit stream;
x(1) spreading code;

Ts code phase delay;

fi carrier frequency;

fa Doppler frequency shift;
¢ carrier phase offset.

In the case of a spoofing attack, an adversary transmits N
falsified signals that emulate legitimate transmissions, defined
as

S (0

N
= ZA;D; (t=7)x(@t=7)cos2n(fi+ fI)t+¢) (2
n=1

where
S(0) spoofed composite signal;
Al amplitude of the spoofed signal;
Di(1) spoofed data bit stream;
T4 spoofed code phase delay;
1 spoofed Doppler frequency shift;
¢ spoofed carrier phase offset.

These spoofed signals aim to mimic the structure of legit-
imate signals but deviate in timing, frequency, and phase,
which can be detected through the quantum-enhanced spoofing
detection module. Thus, for a simplistic spoofing attack, Ay >
Ay which increases the value of C/NO. For an intermediate
spoofing attack, there is a distortion and an increase in delay
and phase lock, which affects synchronization of code phase
(') and Doppler (f;). Finally, for the sophisticated spoofing
attack, the distortions and changes in correlation loops of peak-
to-next-peak ratio in multiple parallel channels are considered
using a quadrature accumulation shift correlator (PQP).

C. Explainable Hybrid AI Module (xai)

The XAI module complements the quantum-powered
QUEST engine by providing transparency into the spoof-
ing detection decisions. The XAl module enhances the
interpretability of the spoofing detection process in CAV
environments. This section describes how classical vehicular
communication data is encoded into quantum states, processed
through a VQC, and integrated with classical neural networks
to form a hybrid model.

D. Dataset Representation

The dataset is a collection of labeled feature vectors
D = {(x;, Y)Y 3)

where x; € R” is a real-valued vector representing signal
characteristics (e.g., CNO, PD, and CP), and y; € {0, 1,2, 3}
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represents message legitimacy (legitimate or spoofed message
types).

E. Quantum Feature Encoding

To encode classical features into quantum states, we apply
a parameterized quantum circuit Ug(x’) that transforms the
input vector x* € R” into a quantum state over g qubits.
For simplicity and compatibility with variational circuits, we
choose ¢ = n and apply a single-qubit rotation encoding
followed by a Hadamard gate. To convert classical input
features into quantum states, we use

q
Us (¥) = ®Rz (X)) H. 4)
i=1

Here, R.(x]) rotates each qubit about the Z-axis by the
feature value x/, injecting phase information. The Hadamard
gate H places the qubit in superposition, enabling parallel
processing in the Hilbert space. This design is ideal for
encoding continuous-valued spoofing characteristics (e.g., PD,
CP, and CNO) into quantum states. This combination enables
the quantum circuit to capture both amplitude and phase-
based characteristics of the input data, which is essential for
identifying subtle anomalies in spoofed signals.

FE. Variational Quantum Circuit

The encoded quantum state is passed through a trainable
vQC

V(©) =V, (67)--- V5 (6?) v, (67). (5)

Each V; consists of entangling gates and parameterized

single-qubit rotations with trainable parameters 8 and L
layers of entangling gates.

G. ONN Output

The output is obtained by measuring the expectation value
of Pauli-Z observables on the final state

Gou (¥':0) = (0| U})VT (©) OV (©) Uy()

o). (6)

This measurement collapses the quantum state to a classical
vector for further processing.

H. Classical Neural Network and Prediction

The output vector z from the quantum circuit is fed into a
classical neural network g(z; W) to generate final predictions

$ = g (Process (qgou (x;©)) s W). (7)
Here, Process(-) is an optional transformation layer, and W

is the weights of the classical network.

1. Loss Function and Optimization

Training is based on minimizing the categorical cross-
entropy

C
LGy ==Y yilog@). ®)
i=1

Parameters are updated using the Adam optimizer

O—0-a-Vol, WeW-a- -VyL.
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J. Hybrid Quantum-Classical Circuit Diagram

Fig. 3 is a visual representation of the hybrid EQAI model
pipeline, highlighting the integration of quantum and classical
layers for explainable and trustworthy spoofing attack detec-
tion. On the other hand, Fig. 4 captures the quantum circuit for
four features (x;—x4) encoded using R, and H, followed by a
variational block V(®) and measurement to produce classical
outputs z;. A classical neural network then processes these
outputs.

Table III captures the structural and training parameters of
the proposed EQAI hybrid quantum model compared with
its classical MLP counterpart. Bayesian optimization and the
Adam optimizer with a learning rate (@ = 0.01) were adopted
to achieve better model convergence with noisy gradients,
with an appropriate batch size and epoch. While the classical
MLP requires a larger parameter space to achieve comparable
accuracy, the hybrid eight-qubit architecture attains similar or
better spoofing detection performance with only 4900 trainable
parameters, lower FLOPs (~19.5 k), and reduced latency and
training overhead. The integration of quantum layers enhances
robustness and nonlinear feature extraction by exploiting
superposition and entanglement, enabling the model to capture
subtle temporal—spatial correlations in vehicular signals that
classical networks often overlook—thereby improving detec-
tion reliability against complex spoofing attacks in dynamic
vehicular networks. This underscores the efficiency and robust-
ness advantages of EQAI over the classical MLP in terms of
model size, FLOPs, and enhanced nonlinear feature capture
for reliable spoofing attack detection in vehicular networks.

K. TAD Module for CAV Communication

In CAVs, where split-second decisions govern safety, merely
detecting spoofed messages is insufficient. Therefore, the
EQAI framework incorporates a TAD module that performs
two critical tasks: 1) evaluates the trustworthiness of each
incoming message; and 2) triggers appropriate action (accept,
flag, and reject) based on XAI insights. For the TAD trust
computation pipeline, after a message passes through the
QUEST and explainable hybrid Al (XAI) modules, the TAD
module fuses the classification probability, feature attributions
(SHAP or LIME), and historical sender reputation to compute
a dynamic trust score T € [0, 1] as defined in the following
equation:

T=4-P.+A Ef+13-R; 9

where P, = classification confidence (softmax output for
legitimate class); Ey = aggregated explanation fidelity (SHAP
agreement with expected benign feature values); R, = rep-
utation of sender from historical logs; and A;,4,, and A3 =
tunable weights based on context.

Regarding the trust score, T € [0,1] as defined in (9)
is required because 7 functions as a probability-like trust
indicator used for threshold-based classification in the TAD
module. Each component in

T =04P.+ LE;s+ B3R (10)
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The EQAI hybrid model integrates an 8-qubit variational quantum layer (72 parameters) with a compact
classical neural network (4,828 parameters), achieving reduced FLOPs (~19.5k) and latency while enhancing
nonlinear feature extraction and robustness for reliable spoofing attack detection in vehicular networks.

Fig. 3. EQAI hybrid quantum model pipeline illustrating the integration of quantum and classical layers for explainable spoofing attack detection in vehicular

networks.

TABLE I
SUMMARY OF EQAI ARCHITECTURE PARAMETERS SHOWING ITS EFFICIENCY AND ROBUSTNESS ADVANTAGES OVER THE CLASSICAL MLP

Parameter

Value & Description

Number of qubits (q)

Quantum layers (L)

Quantum trainable parameters (©¢)
Classical layer configuration

Classical trainable parameters (©¢)

8. Physical qubits encoding classical features into quantum states.

3. Variational layers implemented using StronglyEntanglingLayers.
72. Computed as 3 X ¢ X 3 = 72.

Fully connected: 128 — 32 — 16 — 8 — 4.

Exact sum of layer parameters:

(128x32+32) + (32x16+16) + (16x8+8) + (8x4+4) = 4,828.

Total trainable parameters (©)

O¢q + O¢ = 4,900.

Optimizer Adam optimizer (1r=0.01).
Learning rate (o) 0.01.

Batch size 32.

Epochs 50.

Frameworks
Explainability methods
Approx. FLOPs (forward pass)

PennyLane (qml) for quantum circuit simulation and PyTorch for classical layers.
SHAP and LIME for global and local interpretability.

~19,500. Based on hybrid 8-qubit architecture estimation.

TABLE III
COMPARATIVE PERFORMANCE OF EQAI AGAINST CLASSICAL SOTA AT MODELS

Mees [ Ace | m |t | 1| wes o o e e
0 [y 0 (¥ o - S
Models (%) (%) (%) (%) (Loss) 0 I I I 5 3 0 I I I 5 I 3 0 ] 1 T 2 [ 3
RF 99.27 | 99.27 | 99.27 | 99.27 | 03150 | 0.0168 | 0.0021 0.0003 | 0.0014 | 0.0046 | 0.0269 | 0.0030 | 0.0244 | 99.90 | 99.81 98.59 | 98.32
LR 7759 | 60.82 | 77.59 | 67.87 1.0000 | 0.9980 | 0.0000 | 0.0006 | 0.0014 | 0.0008 1.0000 | 0.9995 1.0000 | 63.67 | 62.67 | 62.15 | 61.50
XGBoost | 92.61 92.55 | 92.61 92.56 | 0.2624 | 0.1556 0.015 0.0283 | 0.0037 | 0.0347 | 0.2183 | 0.2996 | 0.0815 | 99.13 | 98.15 | 98.10 | 98.05
SVM 75.00 | 75.00 | 75.00 | 75.00 | 0.2500 | 0.2500 | 0.2500 - - 0.2500 | 0.2500 - - 92.86 | 9250 | 9225 | 91.00
MLP 9236 | 92.88 | 92.36 | 9239 | 0.2795 | 0.1429 | 0.0064 | 0.0386 | 0.0039 | 0.0395 | 0.3424 | 0.1339 | 0.1523 | 98.75 | 99.23 | 98.62 | 99.74
EQAI, 90.36 | 91.88 | 90.36 | 90.80 | 0.3377 | 0.0990 | 0.0282 | 0.0492 | 0.0036 | 0.0774 | 0.2213 | 0.0898 | 0.1994 | 97.88 | 98.65 | 98.18 | 99.56
EQAIg 9234 | 92.57 | 92.34 | 9232 | 0.2544 | 0.1534 | 0.0094 | 0.0347 | 0.0024 | 0.0368 | 0.3415 | 0.1885 | 0.1160 | 98.66 | 99.08 | 98.48 | 99.74
0 = Legit; 1 = Simplistic attack; 2 = Intermediate attack; 3 = Sophisticated attack; Acc = Accuracy; Pr = Precision; Rc = Recall; F1 = FI-Score; LR = Logistic Regression

is individually normalized to [0, 1] (softmax confidence, expla-
nation fidelity, and reputation score). In addition, we enforce
L+L+43=1 an
ensuring that 7 is a convex combination of bounded terms.
Hence, T automatically remains within [0, 1]. The normal-
ization, therefore, results from the joint effect of component
normalization and the weight-sum constraint, not from the
weights alone.
The trust score T is compared against two thresholds

T <1.=> Reject, 7, <T <77 = Flag,

T > 1ty = Accept

L. Time Complexity of TAD Decision for Message Trust
Assessment

The TAD flowchart for message trust assessment, as cap-
tured in Fig. 5, consists of three main computational steps:
1) computation of classification confidence (P.); 2) aggrega-
tion of explanation factors (E;) using SHAP/LIME outputs;
and 3) retrieval of sender reputation score (R,) from historical
logs. Since the overall trust score is given as

T =A4,P, —‘r/lef—F/lj;Rs (12)

where A;,4;, and A3 are tunable weight parameters. The
decision-making then performs threshold comparisons against
7, and 7;. Thus, the time complexity of the TAD decision
process can therefore be expressed as:
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Fig. 4. Quantum circuit for four features (x;—x4) encoded using R, and H,
followed by a variational block V(®) and measurement to produce classical
outputs z;. These outputs are then processed by a classical neural network.

[Incoming V2X Message]

’ Spoofing Detection (QUEST) ‘

] SHAP/LIME Explanation (RAI) \

’ Compute Trust Score T' ‘
¥

Flag for Review

Accept

[Reject / Quarantinej

Fig. 5. TAD decision flowchart for message trust assessment.

Since P, is obtained from the softmax layer of the clas-
sifier (O(n), where n is the number of classes), E; involves
computing weighted SHAP/LIME scores (O(m), where m is
the number of selected features), and R; is retrieved from
stored logs (O(1) for indexed lookup), the overall complexity
becomes

Orap = O (n+m) (13)

In our experimental setup, the number of classes n = 4
(legitimate, simplistic, intermediate, and sophisticated spoof-
ing) and the number of explanatory features m ~ 13. Thus,
the TAD decision-making process operates in linear time with
respect to the number of features and classes, i.e., O(n + m),
which is computationally lightweight and suitable for real-time
CAV deployment.

The flowchart in Fig. 5 captures the real-time decision-
making of the TAD in assessing and communicating the
legitimacy or otherwise of a CAV message.

For instance, given a V2V scenario on a highway where
Vehicle A receives a routing update from Vehicle B suggesting
a detour via an unfamiliar road. The message goes through
the EQAI system such that the QUEST layer identifies weak
correlation with legitimate GPS parameters. Then, the XAI
using the SHAP highlights the high influence of Doppler
shift and reduced carrier-to-noise ratio (C/Ny), typical of
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signal-level spoofing. Then, if the computed trust score is
T = 0.36, Given that 7, = 0.4, the system immediately
rejectsthemessage and maintains the current trusted route.
An alert is logged: “spoofing risk detected. Source: Vehicle
B. Message discarded.” With this mechanism in place, the
TAD framework ensures interpretability and traceability of
decision pathways. Also, it allows proactive response to low-
trust messages (rejection or sandboxing) and supports dynamic
policy enforcement based on threat level and traffic context.
Thus, the TAD module transforms raw spoofing detection into
actionable insights, enhancing the resilience of autonomous
vehicular networks against deceptive message propagation.

M. Experimental Setup, Dataset Description, and
Performance Analysis

The performance of the proposed EQAI model alongside a
classical MLP and other models was validated on two distinct
datasets: the GPS spoofing detection for autonomous vehicles
dataset from IEEE DataPort [26] and the CICIoV2024 dataset
[27]. The GPS spoofing dataset comprises labeled vehicular
GPS data collected under both legitimate and spoofed sig-
nal conditions to support the development and evaluation of
intelligent detection models for autonomous and connected
vehicle systems. The data encapsulates multiple signal and
positional parameters—such as latitude, longitude, altitude,
satellite count, and signal-to-noise ratio—providing a compre-
hensive representation of authentic and adversarial navigation
behaviors. It has 158 170 samples, 13 features, 55% legit-
imate samples (0), and 45% spoof attacks; Simplistic(1),
Intermediate(2), and S ophisticated(3).

On the other hand, the CICIoV2024 dataset [27] serves
as a comprehensive benchmark for evaluating intrusion and
anomaly detection models within IoV environments. Designed
to emulate realistic vehicular communication scenarios, the
dataset encompasses both benign and malicious network traffic
across multiple IoV protocols, especially the CAN-BUS pro-
tocol (see Fig. 6). It provides labeled instances representing
diverse attack vectors, including GPS spoofing, denial-of-
service (DoS), man-in-the-middle (MitM), and replay attacks,
thereby enabling robust assessment of model generaliz-
ability and resilience under adversarial conditions. The
CICIoV2024 dataset has approximately 1408219 instances
in total, comprising 1223737 benign instances and 184482
attack instances, and 11 features. Specifically, it contains four
spoofing attack types (gas, steeringwheel(SW), speed, rpm)
and DoS attacks (see Fig. 6). Its structure enables effective
quantum-enhanced learning and robust identification of subtle
message-level anomalies, ensuring accurate and interpretable
GPS spoofing detection within intelligent vehicular commu-
nication systems. These datasets serve as the foundational
training corpus for the proposed EQAI hybrid model. Its
structured labeling and diversity of spoofing scenarios make
it particularly suitable for assessing the quantum-classical
model’s capacity to distinguish between legitimate and fal-
sified GPS signals within vehicular networks. Furthermore,
the dataset’s real-world relevance enables the EQAI frame-
work to capture the subtle statistical and spatial variations
intrinsic to spoofing attacks, thereby enhancing the robustness,
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TABLE IV
COMPARATIVE PERFORMANCE OF EQAI MODEL BASED ON ABLATION STUDY ON TEST DATA

. False Alarm Rate Missed Detections AUC-ROC .

Metrics/ Acc Pr Rc Fl MSE Training
- (FAR) per Class (MD) per Class per Class .

Models (%) (%) (%) (%) (Loss) 0T T ] 2 ] o T T | 2 ] 3 T 1 ] 2 ] 3 T:n:e
RF 89.93| 89.87 | 89.93 | 89.90 | 0.3453 | 0.131 0.019 | 0.034 | 0.005 | 0.051 0.257 | 0.420 | 0.087 - - - - -
MLP 92.75| 92.83 | 92.75 | 92.64 | 0.2267 | 0.166 | 0.008 | 0.030 | 0.001 0.028 | 0.355 | 0.210 | 0.210 | 0.989 | 0.990 | 0.986 | 0.999 | 891.0
EQAI, 91.57| 91.11 91.57 | 91.14 | 0.2963 | 0.232 | 0.014 | 0.014 | 0.006 | 0.023 | 0.030 | 0.419 | O0.I15 | 0982 | 0.988 | 0.983 | 0.995 | 52348.5
EQAlg, | 91.97| 92.13 | 91.97 | 92.02 | 0.2778 | 0.129 | 0.024 | 0.026 | 0.005 | 0.044 | 0.159 | 0316 | 0.316 | 0.986 | 0.991 | 0.984 | 0.997 | 21409.7
EQAIlg, | 92.25| 91.87 | 9225 | 91.81 02874 | 0.232 | 0.012 | 0.012 | 0.003 | 0.015 | 0.273 | 0408 | 0.408 | 0.987 | 0.992 | 0.986 | 0.996 | 16293.2
EQAIg, | 92.85] 91.93 | 92.18 | 91.59 | 0.2690 | 0.242 | 0.015 | 0.006 | 0.003 | 0.012 | 0.262 | 0.477 | 0.477 | 0.984 | 0.990 | 0.982 | 0.994 11739.0

EQAI, = Baseline Hybrid model with 8 qubits; EQAlg, = Hybrid model with 4 qubits; EQAlg,= Hybrid model with 3 qubits; EQAlg, = Hybrid model with 2 qubits; MLP =

Classical AL

Ford 2019

CANBIgNE . ot e cnmanss CAN High
CAN LOW srrrrrerensnnnnsannnnns CAN Low
Steering

Wheel
RPM

GAS

- Spoofing
Speed

Data Analysis 4}.
L

Fig. 6. Testbed for the CICIoV2024 dataset highlighting the network signal
distribution and the IoV attack types.

Benign

interpretability, and trustworthiness of autonomous navigation
systems against adversarial positioning threats.

We implemented all models in Python using the Penny-
Lane and PyTorch frameworks. The classical MLP model
was configured with two hidden layers and ReLU activa-
tion. The EQAI model adopted a hybrid quantum-classical
structure using four qubits and three variational quantum
layers. Both models were trained on an 80-20 train-test
split, with cross-validation performed using fivefolds. Each
result presented includes the mean and standard deviation
across the folds. The proposed model was evaluated based on
prediction efficiency, reliability, computational complexity, and
communication overhead using relevant metrics to ascertain its
quality of service (QoS) impact.

IV. RESULT DISCUSSION AND
PERFORMANCE EVALUATION

This section presents a comprehensive analysis of the EQAI
framework across its functional components and comparative
models. Section III-M examined the experimental setup and
dataset preprocessing pipeline for vehicular message valida-
tion. Section IV-A evaluated classification accuracy, F'1-score,

and area under the receiver operating characteristic curve
(AUC-ROC) across classical and hybrid configurations, high-
lighting the superior spoofing detection capability of EQAlg.
Section IV-B detailed the explainability and trust interpreta-
tion provided by the SHAP-driven reasoning engine. Section
IV-E analyzed the space—time complexity and communica-
tion overhead, demonstrating EQAI’s quantum advantage in
computational efficiency and scalability. Section IV-D2 dis-
cussed the trust-aware decision (TAD) module, emphasizing
its low-latency and adaptive trust computation for real-time
vehicular decision-making. Finally, Section IV-G presented a
detailed performance evaluation of the proposed EQAI model
against spoofing detection approaches. Collectively, these eval-
uations confirm that the reduced-qubit EQAI model achieves
a balanced tradeoff between performance, interpretabil-
ity, and deployment feasibility for trustworthy vehicular
communication systems.

A. Model Performance for Safe V2V-V2X Communication
Against Sophisticated Spoofing Attacks

Table IV captures the performance of the proposed model
(EQAI) and SOTA models on the GPS spoofing detection
dataset [26]. The performance metrics in Table IV indicate
that the EQAI model demonstrates strong superiority over
traditional and state-of-the-art AI models in the detection
of spoofing attacks within vehicular networks. The detailed
metric-by-metric comparison is as follows.

First, in terms of accuracy (Acc), the EQAI achieves an
accuracy of up to 92.34%, which is competitive with and
even slightly surpasses classical MLP and XGBoost in certain
configurations. While RF reaches a higher accuracy, EQAI
distinguishes itself by balancing high accuracy with inter-
pretability and robust performance across all attack types.

Second, for precision (Pr), recall (Rc), and F1-score (F1),
the EQAI model consistently records high precision, recall,
and F1-scores (all above 90% in the best case) across legiti-
mate and attack scenarios. Notably, EQAI outperforms MLP,
support vector machine (SVM), logistic regression (LR), and
even XGBoost in the more challenging attack classes (inter-
mediate and sophisticated), where many classical models show
a sharp decline in detection ability. This highlights EQAI’s
effectiveness for real-time safety in connected autonomous
vehicle (CAV) environments.

Third, for prediction error [mean squared error (mse)], the
EQAI achieves low loss values, comparable with the best-
performing classical models. For instance, EQAIg exhibits
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ROC Curves for Spoofing Detection (EQAI vs MLP)
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Fig. 7. ROC curves for EQAI and MLP across all spoofing classes. EQAI
significantly outperforms MLP in Class 3 (sophisticated spoofing) detection.

0.2544 mse, indicating reliable model convergence and pre-
diction quality.

Fourthly, for the FAR and missed detections (MDs), a crit-
ical advantage of EQALI is its substantially reduced FAR and
MDs, especially for more complex spoofing attacks (Classes
2 and 3). While simple models like LR and SVM show high
MDs (up to 1.0 per class for LR), EQAI keeps MDs very low
(e.g., as little as 0.0368 in EQAI; for Class 2 Intermediate
attacks). This is paramount for safety, since false negatives
in sophisticated attack scenarios could result in catastrophic
vehicular events.

Finally, to substantiate the reliability AUC-ROC of the
proposed model, the EQAI achieves very high AUC-ROC
scores across classes (up to 99.74 for sophisticated attacks),
closely matching or surpassing the classical benchmarks. This
reflects EQAI’s superior discrimination capability between
legitimate and spoofed signals, especially for advanced and
hard-to-detect attacks.

Based on the comparative analysis of Table V, the EQAI
model demonstrates superior performance across all relevant
metrics, especially as attack sophistication increases (Class
3). EQAI achieves a higher Fl-score, recall, and precision
than other models, with an F1-score of 82.1% and an AUC-
ROC of 0.845 for Class 3 advanced attacks, while MLP’s
F1 drops to 74.3% and its AUC-ROC is 0.782. Classical
models such as LR and SVM function considerably worse as
attack complexity increases. EQAI also maintains significantly
lower FARs and MDs for advanced spoofing classes, as
seen in Fig. 7. Thus, EQAI guarantees sophisticated spoof-
ing attack detection. While MLP slightly edges EQAI in
average accuracy for simple attacks and legitimate messages,
EQAI has higher accuracy, resilience scores, and trustwor-
thiness for harder attack types, which are more critical for
V2V/V2X safety scenarios. EQAI also provides explainability
features (SHAP/LIME) and trust assessment, absent in clas-
sical models. Thus, validating its robustness. Finally, EQAI
is optimized for onboard vehicular deployment, ensuring
lightweight computation and minimized communication over-
head during safety-critical operations. Thus, it justifies EQAI’s
efficiency and real-time applicability in vehicular scenarios.
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TABLE V

COMPARATIVE PERFORMANCE OF EQAI MODEL BASED ON ABLATION
STUDY ON TEST DATA

Metric EQAI MLP RF
F1 82.1% 743%  98.32%*
Recall 829% 73.1% -
Precision 81.3% 75.6% -
AUC-ROC  0.845 0.782 0.986
FAR Low High Low
MD Low High Low

*RF shows high F1 but is vulnerable to sophisticated attacks and lacks
robustness/adaptability

The values in Table V capture the key metrics for Class 3
(sophisticated attack) detection by EQAI against the MLP and
RF models.

Overall, Table IV results demonstrate that EQAI excels in
practical V2V/V2X security scenarios. Compared to classical
SOTA Al—including RF, XGBoost, SVM, and MLP—the
EQALI provides higher detection performance, particularly for
intermediate and sophisticated spoofing attacks (Classes 2 and
3). Also, it guarantees lower false alarms and MDs, improving
operational safety. EQAI has comparable or better precision
and recall in safety-critical situations. It provides robust gen-
eralization (high AUC-ROC), supporting early and accurate
spoofing defense. Furthermore, EQAI achieves these gains
while also delivering real-time explainability for trustworthy
autonomous vehicle communication decisions. These results
collectively support EQAI as a preferred solution for safe
and reliable V2V-V2X communication in modern connected
vehicular networks. Conclusion: EQAI stands out as the most
robust and trustworthy model for detecting spoofing attacks
in vehicular networks as attack complexity rises, delivering
superior performance in key metrics (F'1-score, recall, preci-
sion, AUC-ROC, FAR, MDs, and explainability), particularly
for sophisticated attacks.

B. Ablation Study for Testing EQAI Efficiency and
Reliability Performance

To validate and optimize the performance of the proposed
quantum-enhanced intelligence (EQAI) for safe V2V-V2X
communication against sophisticated spoofing attacks, we con-
ducted an ablation study on the EQAI by varying the number
of qubits in the hybrid model from 8§ to 2 on the test data.
We compared the results with the classical MLP and the
best-performing ML classifier in Table IV, the RF model.

Table V captures the comparative performance of EQAI
based on an ablation study on test data from the GPS spoof-
ing detection dataset [26]. The EQAIg, achieved the highest
overall accuracy (92.85 %), slightly higher than MLP (92.75
%), and EQAIg, (92.25 %). However, the accuracy gap among
EQALI variants is very small (<1 %), showing that reducing
the number of qubits (from 8 to 2) does not significantly
degrade performance but improves efficiency. Also, the pro-
posed model with two reduced qubits (EQAIg,) exhibited the
best balance in precision (91.93%), sensitivity/recall (92.18%),
and F1-score (91.59%) outperforming other variants, EQAlg,,
EQAIg,, and EQAI,. This suggests that using two qubits
provides an optimal tradeoff between detection robustness and
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Fig. 8. Comparative Performance of EQAI based on ablation study with increase in sophistication of GPS spoofing attacks on vehicular communication,
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ranking.

computational cost. Compared to the classical MLP, EQAIp,
exhibits more stable F1-scores across all spoofing classes,
particularly in the intermediate (Class 2) and sophisticated
(Class 3) attacks.

Furthermore, EQAIg, achieved the lowest loss (0.2690)
among all hybrid variants, confirming good model convergence
and minimal prediction error. Though MLP also performs
well (0.2267), EQAIlg,’s slightly higher mse is compen-
sated by better generalization to complex spoofing patterns.
As attack sophistication increases [intermediate (Class 2) to
sophisticated (Class 3)], EQAI models show lower FAR and
MD values than RF and MLP, reflecting stronger robustness
to adversarial noise. Specifically, EQAIlg, and 3 maintain
FAR < 0.026 and MD < 0.477—the lowest combination across
models. Also, all EQAI variants yield very high discrimination
capability, with EQAlg, attaining the highest AUC-ROC (=
0.992), indicating superior reliability in separating legitimate
from spoofed messages. Finally, the RF trains fastest but
performs inconsistently on complex attacks. Among EQAI
models, EQAIg, has the shortest training time (~ 11739 s)
and the best performance-to-cost ratio, confirming that fewer
qubits can still yield a strong quantum advantage with lower
computational demand.

Fig. 8 captures the efficiency-reliability of the proposed
EQALI in detecting and preventing GPS spoofing attacks in
vehicular communication in terms of memory requirement,
computational cost, parameter efficiency, and quantum advan-
tage analysis. As seen in Fig. 8(a), as the number of qubits
decreases (from EQAI, = 8 to EQAIlg, = 2), the number of
parameters and trainable weights significantly reduces. This

implies that Fewer qubits mean lighter models and reduced
over-parameterization while maintaining comparable accuracy.
Though RF and MLP have fewer parameters than the large-
qubit EQAI variants, they lack quantum representation power.
Thus, EQAIg, achieves the best parameter efficiency, showing
that meaningful quantum encoding can be achieved with
a small number of qubits without sacrificing performance.
Fig. 8(b) shows that computational cost (in FLOPs or opera-
tions per inference) increases with qubit count because of the
quantum circuit depth. EQAI, has the highest computational
cost, while EQAIg, is much lower and closer to the MLP
baseline. This implies that hybrid quantum-classical opti-
mization benefits from parameter-shift efficiency with fewer
qubits, meaning fewer gate evaluations. The EQAIg, therefore
offers the best cost-to-performance ratio, making it ideal for
real-time vehicular deployment where latency is critical. The
quantum advantage curve in Fig. 8(b) illustrates that inter-
mediate qubit configurations (83 and ;) achieve the highest
quantum gain—better detection accuracy per computational
unit. EQAI, shows diminishing returns, implying that adding
qubits beyond a threshold increases cost but not accuracy.
Moderate entanglement (two to three qubits) provides optimal
feature representation in the Hilbert space. Hence, EQAIp,
exhibits the strongest quantum advantage, capturing complex
spoofing patterns efficiently.

In Fig. 8(d), training time grows exponentially with the
number of qubits due to the parameter-shift gradient rule.
EQAI, (eight qubits) takes the longest (= 52 k - s), while
EQAIg, (two qubits) completes in ~ 11 k - s. This implies that
the reduction in qubits linearly reduces the number of circuit
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TABLE VI
CAPACITY AND RELIABILITY PERFORMANCE OF EQAI MODEL BASED ON ABLATION STUDY ON CICIOV2024 DATASET

Reliability Measure

1\1\4/18;:11;2/ Acc (%) Pr(%) Rec(%) F1(%) MSE (Loss) —False Alarm Rate  Missed Detections
(FAR) per Class (MD) per Class AUC-ROC
DoS SPOF DoS
Classical Model (MLP) 57.994 82467 57994 64762  42.0063 04344 0324 03246 0434 0.2668
Baseline Hybrid Model (EQAI,)  86.896 75509  86.896  80.803  13.1041 1.0 0.0 1.0 0.0 0.4298
Hybrid Model (EQAI4,) 86.896 75509  86.896  80.803  13.1041 1.0 0.0 1.0 0.0 0.5354
Hybrid Model (EQAIs,) 86.896 75509  86.896  80.803  13.1041 1.0 0.0 1.0 0.0 0.5525
Hybrid Model (EQAIg, ) 86.896 75509  86.896  80.803  13.1041 1.0 0.0 1.0 0.0 0.3783
Hybrid Model (EQAI5,) 54.102 82882  54.102 61204  45.8979 04872 02714 02714 0487 03672

EQAI, = Baseline Hybrid model with 8 qubits; EQAIg, = Hybrid model with 4 qubits; EQAlg, = Hybrid model with 3 qubits; EQAIl g, = Hybrid model with 2 qubits; EQAI, =
Hybrid model with 1 qubits; MLP = Classical Al, SPOF = Spoofing Attacks; DoS = Denial of Service attacks

evaluations, improving training scalability. RF and MLP train
much faster but are less robust. Thus, EQAIg, achieves the
fastest training among quantum models with minimal accu-
racy loss, confirming efficiency and deployability. Also, the
memory requirement graph in Fig. 8(e) indicates memory
usage follows a similar trend: EQAI,, > EQAlg, > EQAlg, >
EQAIg,. EQAIg, consumes only a fraction of EQAI,, ’s
memory and less than half of MLP’s 3.1 MB footprint. It
shows that reducing quantum layers and qubits lowers param-
eter storage and runtime memory footprint. EQAlg, therefore
ensures low-power consumption and faster inference, crucial
for embedded CAV systems. Finally, the radar/efficiency plot
in Fig. 8(f) combines all previous metrics (accuracy, robust-
ness, cost, time, and memory). The EQAIg, scores the highest
composite efficiency, followed by EQAIg,, while EQAI, and
classical baselines lag behind. This confirms that the EQAIp,
model achieves the optimal equilibrium between performance,
interpretability, and hardware feasibility—maximizing trust-
worthiness under limited onboard resources.

From the foregoing result analysis, increasing qubits ini-
tially enhances feature representation but soon leads to
diminishing returns. The EQAIg, (two qubit) configuration
strikes the sweet spot—delivering high detection accuracy
and robustness with minimal computational overhead. Com-
pared with classical MLP and RF, EQAI models—especially
B,—offer quantum-enhanced resilience, explainability, and
real-time efficiency as the complexity of spoofing attacks esca-
lates. Thus, Fig. 8(a)—(f) visually reinforces that the proposed
model with two qubits (EQAIg,) is the most efficient, robust,
and deployment-ready model for defending against sophisti-
cated GPS spoofing in vehicular communication networks.

Overall, the EQAIg, model (two qubits) emerges as the over-
all best configuration in the ablation study with consistent high
precision, recall, and F'1 across all spoofing classes; the lowest
FAR/MD rates for intermediate and sophisticated attacks; com-
petitive AUC-ROC scores; and substantially reduced training
complexity and overhead. While MLP attains marginally lower
mse, it fails to maintain robustness as the spoofing complexity
rises (especially for Class 3). In contrast, EQAIlg, sustains
stable and explainable detection performance—essential for
real-time, trustworthy vehicular communication. Thus, the
EQAI, model offers the best overall performance for detecting
GPS spoofing attacks in vehicular networks, especially as
attack sophistication increases. Its hybrid quantum-classical

design balances accuracy, robustness, and efficiency, making
it the most reliable model for secure V2V/V2X communica-
tion under complex adversarial conditions, either zero-day or
sophisticated signal-level spoofing attacks.

C. Model Performance for Safe Can-Bus Vehicular Protocol
Communication

To test the deployment possibility and practicability of the
proposed model for secured and trustworthy vehicular com-
munication, we further subjected the EQAI model to specific
spoofing attack types common in vehicular communication as
contained in the CICIoV2024 dataset. These V2V/V2X spoof-
ing attacks include steering-wheel, GAS, RPM, and Speed
attacks. Table VI captures the detailed prediction capacity and
reliability performance of the proposed model in guaranteeing
safe CAN-BUS vehicular protocol communication. An abla-
tion study was carried out on the proposed model to ascertain
the optimal quantum-inspired intelligence framework that is
resource-friendly for V2V-V2X scenarios.

Table VI compares the performance of the proposed model
variants—a, B4, 3, 2, and ;—against the baseline MLP
model using the CICIoV2024 dataset for two types of cyber-
attacks in vehicular communication: spoofing (SPOF) and
DoS. The evaluation focuses on accuracy, precision, recall,
F1-score, mse, FAR, MD, and AUC-ROC.

First, for spoofing detection, all hybrid EQAI variants
(a—B3) achieved an accuracy of approximately 6.9%, which
is significantly higher than the classical MLP (57.99%)
and EQAIg (54.10%). This demonstrates the strength of
the quantum feature encoding in improving discrimination
between legitimate and spoofed signals. Among these, EQAIg,
produced a slightly higher AUC-ROC value, confirming its
balance between feature expressiveness and model stability.
Second, for DoS detection, the MLP recorded a slightly
higher raw accuracy (82.47%) compared to EQAI variants
(~75.5%). However, the EQAI models maintained a higher
recall (80.8%), which is crucial for detecting all possible
threats in mission-critical vehicular environments, thereby
minimizing missed attacks.

Third, EQAI models recorded a substantially lower mse loss
of 13.10 compared to MLP’s 42.00, indicating superior model
convergence and prediction stability under noisy vehicular
communication data. Also, for FAR and MDs, EQAlg,, and
EQAIg, achieved zero false alarms and zero MDs for DoS
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Fig. 9. Comparative performance of EQAI models against classical Al, highlighting (a) composite bar chart of accuracy, AUC, and F1-score. (b) AUC-ROC

curve.

TABLE VII
METRIC-BASED PERFORMANCE VALIDATION OF BEST MODEL FOR SAFE CAN-BUS PROTOCOL

Metric Best Model

Details of Performance Insight

Accuracy (Spoofing)

Accuracy (DoS)

Precision / Recall / F1 (Spoofing)
Precision / Recall / F1 (DoS)

MLP (82.47%)
EQAIg, (86.9%)
EQAI, (80.8%)

MSE (Loss) EQAlg,/B4/EQAl, (13.10)
FAR / MD EQAIg, /B4
AUC-ROC EQAlg, (0.5525)

EQAIlg,/B4/EQAl, (86.9%)

High accuracy due to quantum-enhanced encoding
Slightly better for bursty DoS patterns

Balanced performance across metrics

Better recall for safety-critical events

Strong convergence and low prediction error

Zero false alarms or missed detections for DoS
Highest discriminative reliability

attacks, signifying excellent reliability in distinguishing benign
traffic from attack traffic. In contrast, the MLP model exhibited
a relatively high FAR of 0.4344 and MD of 0.3246 for spoofing
detection, reflecting its vulnerability to adversarial uncertainty.
Finally, for discriminative power, among all models, EQAlp,
attained the highest AUC-ROC score of 0.5525, outperforming
EQAIg, (0.5354), EQAI, (0.4298), and MLP (0.2668) as
seen in Fig. 9. This demonstrates its superior discriminative
capacity for distinguishing legitimate from malicious commu-
nication in complex environments.

As seen in Table VII, the EQAIg, (three-qubit) model
exhibits the best overall performance, metric by metric. It
balances accuracy, recall, and F1-score for both spoofing
and DoS attacks, while achieving the highest AUC-ROC and
maintaining zero false alarms for DoS detection. Compared
to the classical MLP, EQAIg, offers improved robustness to
noise, lower error rates, and enhanced explainability (via
SHAP/LIME), establishing it as the most reliable and trustwor-
thy model for real-time vehicular security. Overall, from the
results in Tables VI and VII, respectively, the ablation study
confirms that quantum-enhanced EQAI models outperform
classical MLP for spoofing detection in both accuracy and
robustness.

Also, EQAIp, provides the best balance of accuracy, recall,
precision, and AUC-ROC for detecting both spoofing and
DoS attacks. Though MLP performs slightly better on simple
DoS traffic, it lacks generalization under complex spoofing
conditions. EQAIg, therefore offers the most reliable and
explainable defense mechanism for vehicular communica-

Model Performance Rankings (1=Best, 6=Worst)

Precision  Accuracy

Metrics
Recall
I
Rank (1=Best)
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Fig. 10. Model ranking heatmap highlighting the best-worst-performing
models for trustworthy CAN-BUS protocol communication.

tion, ensuring resilience against both GPS spoofing and DoS
attacks, as seen in the heatmap in Fig. 10.

D. Explainability Analysis of the Reduced-Qubit EQAI
Model for Vehicular Message Legitimacy

To evaluate the interpretability and decision reliability
of the proposed EQAI, the best-performing reduced-qubit
hybrid configuration (EQAIg,) was analyzed using the LIME
and SHAP explainability methods. This configuration, which



10226

LIME Feature Importance - Reduced Qubit Hybrid Model

IEEE INTERNET OF THINGS JOURNAL, VOL. 13, NO. 6, 15 MARCH 2026

SHAP Feature Importance (Mean Absolute) - Reduced Qubit Hybrid Model

PIP <=-0.98

PQP > 0.49

-0.37 < PRN <=1.25

PC>0.73

TCD <=-0.92

RX <=-1.01

cP>077

TOW <= -1.01

DO <=-0.92

PD >-0.12

(a) ~0.06 -0.04 -0.02 0.00 0.02

LIME Feature Importance

0.04

°
°
3

0.08

LIME Feature Importance - Hybrid Model (2 qubits)

(b)o‘oo 001

004 005

1D13 >

DATA_39 <= -0.

DATA_112 > 0.

DATA_715 <= -0.

DATA_79 <= -

DATA_013 <= -0.

DATA_611 <= -0.

DATA_712 <= -0.

1D6 <= -

DATA_713 <= -0.54

DATA_615 <=-0.74

DATA 29 <=-045

ID13 > -0.49

-0.67 < DATA 214 <= 1.49

DATA_710 <= -0.59

DATA 39 <= -0.49

DATA_511 <= -0.55

1D9 > -0.39

DATA 610 <= -0.65

DATA_310 <= -0.59

-0.0075  -0.0050  -0.0025 0.0000 0.0025

LIME Feature Importance

0.0050 0.0075 0.0100

(c)

(d) -0.006 -0.004 -0.002 0.000 0.002

LIME Feature Importance

0.004

Fig. 11. Explainability analysis of the reduced-qubit EQAI model highlighting (a), (c), and (d) LIME interpretability visualization for the reduced-qubit EQAI
model (8, and 33) showing local feature contributions toward legitimate message classification using GPS spoofing and CICIoV2024 data. (b) Global SHAP
feature importance for the reduced-qubit EQAI model, highlighting the dominant influence of PRN, DO, TCD, CP, and PD on message legitimacy decisions.

employs two qubits within the VQC, was identified in the
ablation study as the most efficient tradeoff between accuracy,
computational cost, and interpretability for real-time vehic-
ular communication [28]. It is noteworthy that the SHAP
and LIME plots presented are not permutation importance
plots; rather, they provide additive feature attribution and
local interpretability, respectively, capturing how individual or
aggregated features influence the EQAI model’s trust decision
outcomes.

1) Lime-Based Local Interpretability: The LIME analysis
for the EQAIlg, model provides insights into how local fea-
ture variations affect the predicted legitimacy of vehicular
messages based on the GPS spoofing data. As shown in
Fig. 11(a), the model predicted a legitimate message (Class
0) with the highest confidence probability of 0.52, compared
to 0.24, 0.16, and 0.05 for simplistic, intermediate, and sophis-
ticated spoofing attacks, respectively.

The LIME feature contributions in Table VIII indicate
that positive influences on legitimacy are dominated by
PD(pseudo-range, + 0.0857), CP(carrier phase, + 0.0253),
and TCD(time clock deviation, + 0.0101), whereas negative
influences were attributed to DO(carrier Doppler, —0.0565),
TOW(time-of-week, —0.0257), and RX(receiver coordinate
deviation, —0.0196). These local attributions show that
the EQAI model associates stable pseudo-range and car-
rier phase measurements with legitimate messages, while
large Doppler and time deviations correspond to spoof-
ing tendencies. The moderate contribution of PC(packet
confidence, + 0.0083) further reinforces the model’s reliance
on cross-feature consensus to validate message integrity. These

TABLE VIII
LIME FEATURE WEIGHTS FOR THE REDUCED EQAIs, MODEL

Feature Condition Weight
PD > 0.12 +0.0857
DO <092 0.0565
TOW < 1.01 0.0257
Cp > 0.77 +0.0253
RX < 1.01 0.0196
TCD <092 +0.0101
PC > 0.73 +0.0083
PRN 037 < PRN < 1.25  +0.0061
PQP > 0.49 +0.0050
PIP <098 0.0046

results demonstrate that the EQAIz, model makes locally
consistent and interpretable predictions by linking physically
meaningful navigation parameters to trust decisions, thereby
enhancing transparency in message authentication.

2) SHAP-Based Global Interpretability: Complementary
to the LIME analysis, SHAP was applied to determine the
global feature importance across all message samples. As
summarized in Table IX and visualized in Fig. 11(b), the most
influential global features were PRN(0.0628), DO(0.0514),
TCD(0.0504), CP(0.0499), and PD(0.0481). These collec-
tively contributed over 60% of the total explanation variance.
The SHAP values reported in our explainability analysis
(e.g., PRN = 0.0628, DO = 0.0514, TCD = 0.0504, CP =
0.0499, and PD = 0.0481) represent the mean absolute SHAP
contributions across all samples. These values are unitless
and quantify the average magnitude by which each feature
shifts the model’s output from its expected baseline. Because
the logit variation in our hybrid quantum-classical model is
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TABLE IX

Top TEN SHAP FEATURES FOR THE
REDUCED-QUBIT EQAI MODEL

Feature SHAP Value
PRN 0.0628
DO 0.0514
TCD 0.0504
CpP 0.0499
PD 0.0481
TOW 0.0410
RX 0.0348
CNO 0.0285
PC 0.0088
LC 0.0063

relatively small, the SHAP magnitudes naturally fall within
the approximate range [0, 0.1].

To compute the above 60% total contribution, we followed
the standard SHAP aggregation procedure:

>, ISHAP|
> ISHAP,|
In our case, the top five features contributed

0.0628 + 0.0514 + 0.0504 + 0.0499 + 0.0481 = 0.2626

Contribution Ratio = (14)

and the sum of all absolute SHAP values was approximately
0.43. Thus,

0.43

which corresponds to approximately 61% of the total expla-
nation variance. Hence, these five features jointly account for
over 60% of the model’s global feature attributions. Thus,
PRN, DO, TCD, CP, and PD together account for approxi-
mately 61% of the total explanation variance.

Furthermore, secondary features such as TOW, RX, and
CNO(carrier-to-noise ratio) further supported classification sta-
bility but with lower SHAP values (<0.04).

The high SHAP attribution for PRNand DOreflects the
quantum circuit’s capacity to capture dynamic frequency and
phase shifts associated with spoofed signals—patterns that
classical neural networks often misclassify. The consistent
contributions from TCD, CP, and PDunderscore that legitimate
transmissions exhibit low temporal jitter and coherent phase
alignment, while spoofed signals exhibit entangled deviations
in these dimensions. Overall, the SHAP analysis confirms that
the reduced-qubit EQAI retains robust global interpretability,
aligning model inference with measurable physical parame-
ters. Together with the LIME local explanations, this dual
interpretability validates that the model not only achieves high
predictive accuracy but also delivers transparent and trustwor-
thy message validation in real-time V2X-V2I communication.

By integrating both explanation techniques, the
reduced-qubit EQAIg, model sustains high performance
(Accuracy = 92.85% and F1 = 91.59%) with minimal
mse (0.269) and low false alarm/MDs across all spoofing
classes. These metrics confirm that the proposed reduced-
qubit architecture achieves a quantum advantage in feature
representation while maintaining computational tractability
for embedded vehicular systems. The synergy of LIME
and SHAP thus substantiates the model’s explainable
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trust assessment mechanism—empowering CAVs to make
informed, interpretable, and low-latency communication
decisions.

3) EQAI Models’ Explainability on Real Vehicular Com-
munication Conditions: Furthermore, to evaluate model
interpretability and message legitimacy inference under real
vehicular communication conditions, the reduced-qubit EQAI
hybrid models were analyzed using the CICIoV2024 dataset
on different spoofing attack types. The LIME outputs in
Fig. 11(c) and (d) for both the two-qubit (8;) and three-
qubit (8,) models provided key insights into the features that
influenced spoofing versus legitimate message classification.

For the EQAIg, model, features such as DATA_713(<
—-0.54, + 0.0114), ID6(< -0.45, + 0.0114), and DATA_712(<
—0.58, + 0.0090) contributed positively toward identifying
legitimate messages, while DATA_611(< —0.70, —0.0077)
and DATA_39(< -0.49, —0.0071) indicated spoofed commu-
nication patterns. These explanations reveal that the two-qubit
model captured some packet-level signal variations but exhib-
ited lower attribution diversity and weaker decision contrast.
Conversely, the EQAIg, model demonstrated richer feature
interaction and more stable decision boundaries. Features
such as DATA_310(< -0.59, + 0.0071), DATA_710(<
-0.59, + 0.0039), and DATA_ 214(¢ [-0.67,1.49], +
0.0039) strongly supported legitimate classifications, while
DATA_610(< —0.65, —0.0059) and ID9(> —0.39, —0.0042)
consistently marked spoofing tendencies. The enhanced attri-
bution granularity demonstrates that the additional qubit
improved feature entanglement and increased local decision
fidelity. Overall, the three-qubit EQAI model outperformed
the two-qubit variant by achieving higher interpretability
coherence, stronger signal discrimination, and improved spoof-
ing detection consistency—confirming that a modest qubit
increase enhances the hybrid model’s trust-aware reasoning
for vehicular message legitimacy. This observation aligns with
the quantum advantage trend in Fig. 8, where moderate qubit
expansion (three qubits) optimally balances computational effi-
ciency, interpretability, and robustness for real-time vehicular
network security.

E. Space-Time Complexity Analysis of EQAI Hybrid Model

In V2V, V2X, and V2] communication, communication
overhead refers to the extra data, time, or resource cost needed
to manage, maintain, or secure communication—beyond
the actual useful message content (e.g., traffic alerts, GPS
coordinates, and collision warnings). The EQAI framework
exhibits a balanced tradeoff between computational com-
plexity and quantum advantage for spoofing detection in
vehicular communication networks. Based on the comprehen-
sive qubit analysis and the results of the Space and Time
Complexity of the models (as seen in Fig. 12), the hybrid
quantum-classical models demonstrate a consistent scaling
behavior in both memory and time complexity compared to
the baseline classical model.

In terms of complexity evaluation, for a batch size B, input
dimension d, number of qubits g, and total gates G, the
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communications.

computational complexity of the EQAI hybrid model can be
expressed as

Thybria = O (B x (d + 27 x G)) (15)
whereas the classical MLP model follows:
Tclassical =0 (B X (d X L)) (16)

with L denoting the number of hidden layers. As 29 domi-
nates for large ¢, the quantum layer introduces exponential
scaling with respect to qubit count; however, this is mitigated
in reduced-qubit models. From the experimental results, the
eight-qubit baseline hybrid model required ~ 1.95 x 10*
FLOPs per sample, while the four-qubit hybrid required only
1.58 x 10° FLOPs—representing a 12.3x reduction in
computational load, closely matching the theoretical scaling
factor 264 = 16.

Then, in terms of space complexity and efficiency, the
number of trainable parameters increases modestly from
1044 (classical) to 1100 (four-qubit hybrid) and 1220 (eight-
qubit hybrid), corresponding to memory footprints of 0.0040,
0.0042, and 0.0047 MB, respectively. The space complexity,
therefore, remains linear

~
~

§=0( a7

where p is the number of model parameters. The reduced-
qubit EQAI retains near-classical memory requirements while
enabling richer feature representations through quantum
encoding in the Hilbert space.

The reduced-qubit hybrid (EQAIg,) achieves competitive
accuracy (92.85%) and F'1-score (91.59%) with a significantly

lower training time (11739 s) compared to the eight-qubit
model (52348 s), reflecting superior scalability. The reduction
in qubits thus enhances inference efficiency without compro-
mising detection robustness. This demonstrates the principle of
quantum advantage at reduced dimensionality, where limited
entanglement suffices to capture nonlinear correlations critical
for spoofing detection.

Practically, in V2V/V2X scenarios, EQAI’s hybrid infer-
ence reduces the intervehicular message size by minimizing
feature redundancy through quantum encoding. The commu-
nication overhead per transaction is reduced to ~ 0.003 MB,
as observed in Section IV-A, which is negligible com-
pared to BC- or FL-based frameworks. Consequently, the
reduced-qubit EQAI enables faster consensus and lower
bandwidth utilization—essential for latency-sensitive vehic-
ular operations. In summary, as captured by the graphs
in Fig. 12, the reduced-qubit EQAI model demonstrates
12x lower computational cost than the baseline hybrid;
near-classical space efficiency with <5% additional mem-
ory; linear-time trust evaluation O(n + m) for message
validation; reduced communication overhead (<3 kB per
message); and sustained high spoofing detection accuracy
and interpretability. Hence, EQAIg, offers a practical quan-
tum advantage—combining robustness, explainability, and low
communication latency—positioning it as a deployment-ready
solution for secure vehicular message legitimacy assessment
in intelligent transportation systems.

Thus, the space-time complexity and communication
overhead results directly reinforce the efficiency of the trust-
aware decision (TAD) module in ensuring trustworthy and
safe vehicular decisions during real-time V2V and V2X
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TABLE X
COMPUTATIONAL AND SPACE-TIME COMPLEXITY COMPARISON OF EQAI VARIANTS AND CLASSICAL MODEL

Model Qubits Parameters Memory (MB) FLOPs/sample Time Complexity Overhead Ratio
Classical MLP 0 1,044 0.0040 992 O(B x dL) 1.0x
EQAI (Baseline Hybrid) 8 1,220 0.0047 19,520 O(B x (d+ 28G)) 19.7x
EQAIg2 (Reduced Qubit) 2 1,100 0.0042 1,584 O(B x (d+ 22G)) 1.6x
TABLE XI
OVERALL PERFORMANCE AND QUANTUM SIGNIFICANCE EVALUATION OF EQAI
FRAMEWORK FOR TRUSTWORTHY VEHICULAR COMMUNICATION

Metric MLP (Classical) EQAIL, (8Q) EQAIgs (4Q) EQAIg3 3Q) EQAIsz; (2Q) Best
Accuracy (%) 92.75 91.57 91.97 92.25 92.85 EQAIlg2
F1-Score (%) 92.64 91.14 92.02 91.81 91.59 EQAIlg2
MSE (Loss) 0.2267 0.2963 0.2778 0.2874 0.2690 EQAIlg2
AUC-ROC 0.989 0.982 0.986 0.987 0.994 EQAlg2
Training Time (s) 891 52348 21409 16293 11739 EQAIlg2
Communication Overhead (MB) 0.006 0.0047 0.0044 0.0043 0.003 EQAIlz2

communication. Given that the TAD module operates with
a linear-time complexity O(n 4+ m)—where n represents the
spoofing classes and m the explanatory features—it effectively
integrates the low-latency outputs of the reduced-qubit EQAI
model to compute the dynamic trust score T = A, P. + L E;+
A3R,. The reduced-qubit configuration (¢ = 2—4) minimizes
the computational burden of trust evaluation while maintaining
high accuracy in message legitimacy detection. Consequently,
the TAD module leverages EQAI’s hybrid inference to per-
form rapid trust computation and decision-making without
imposing additional communication or memory costs. The
resulting communication overhead remains below 0.003 MB
per message exchange, thereby supporting scalable vehicular
networking and low-latency trust propagation. This syn-
ergy between the quantum-efficient EQAI inference and the
lightweight TAD architecture ensures that each vehicular
node can autonomously validate message authenticity, reject
spoofed data, and make safety-critical navigation decisions
with minimal computational delay—an essential requirement
for real-time, trustworthy vehicular intelligence.

FE. Integrated Performance and Quantum Significance
Evaluation of the EQAI Framework

The EQAI framework demonstrates significant advance-
ments in trustworthy vehicular communication through a
balanced integration of quantum feature representation, XAl
reasoning, and trust-aware decision-making. The recent results
from the space—time complexity and communication overhead
analyses substantiate EQAI’s superiority in computational
efficiency and real-time trust evaluation for vehicular message
legitimacy assessment.

From the comparative evaluation in Tables X and XI, the
reduced-qubit hybrid model (EQAIg;) emerges as the optimal
configuration, combining strong detection accuracy with mini-
mal computational and communication costs. Specifically, the
EQAIg, achieves an accuracy of 92.85%, F1-score of 91.59%,
and mse of 0.269, outperforming both the baseline eight-
qubit model (EQAI,) and the classical MLP in robustness
against sophisticated spoofing attacks. Despite using only
two qubits, the model maintains a high AUC-ROC (0.994)
with substantially reduced FLOPs per inference (1.58 x 10%)

and memory footprint (0.0042 MB). This represents a 12.3x
reduction in computational cost compared to the eight-qubit
baseline while achieving near-classical space efficiency.

In addition, the communication overhead associated
with EQAI’s trust inference and trust-aware decision
(TAD) pipeline remains below 0.003 MB per
message—demonstrating lightweight information exchange
suitable for real-time V2V/V2X environments. The TAD
module operates in linear time O(n + m), where n and
m are the spoofing classes and explanatory features,
respectively, enabling rapid computation of dynamic trust
scores T = AP, + A2 E; + A3R;. This ensures fast and reliable
vehicular decision-making based on authentic message
feedback from the EQALI inference layer. Consequently, the
hybrid quantum architecture offers a quantifiable quantum
advantage—achieving efficient message validation, low
communication latency, and interpretable trust estimation—all
essential for practical deployment in intelligent transportation
systems.

In summary, the EQAIg, model provides the most practical
balance between detection accuracy, interpretability, computa-
tional scalability, and low communication overhead, offering
a deployment-ready hybrid quantum intelligence architecture
for safe, explainable, and trustworthy vehicular decision-
making in real-world networks. As seen in Fig. 13, the EQAI
framework offers significant advantages in detection accuracy,
robustness, and explainability. Although the simplified MLP
model achieved a higher accuracy in detecting simplistic spoof
attacks, the EQAI was better in predicting intermediate and
sophisticated spoof attacks with superior latency, which is
often better for V2X, especially in critical mobility applica-
tions. Thus, the benefits in security and trustworthiness offered
by the EQALI justify this tradeoff in the context of safety-
critical CAV communications.

G. Comparison With Existing Spoofing Defense Techniques

Table XII presents a comparative analysis of the proposed
EQALI framework against existing state-of-the-art approaches
for spoofing detection in vehicular networks. Traditional
cryptographic schemes, such as [3] and NMA [19] (e.g.,
TESLA or Galileo L1-SAIF), provide authenticity but depend
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Fig. 13. Performance radar charts of Top 3 EQAI Models based on key performance metrics on different spoofing attacks on vehicular networks. (a) Hybrid
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TABLE XII
COMPARATIVE SUMMARY OF EQAI AND RELATED STATE-OF-THE-ART APPROACHES FOR SPOOFING DETECTION IN VEHICULAR NETWORKS

Precision

Afcuracy

AUC-ROC

(c) Hybrid Model (8 qubits)

Ref. Approach / Technique Key Strengths / Features Limitations Improvement / Superiority of Proposed
EQAI Framework
[3] Homomorphic Encryption + Fed- Privacy-preserving collaborative spoof- High latency (>120ms) and high EQAI achieves lightweight quantum-classical
erated Learning (DL) ing detection; secure distributed training computational cost; unsuitable fusion with latency /27 ms, FLOPs ~19.5k,
for real-time CAV deployment and 92.85% accuracy, ensuring onboard fea-
sibility.
[5] FL-based KNN for GPS spoofing Efficient model aggregation; minimal Detects only simple spoofing EQAI attains Class 3 detection F1 = 82.1%
detection communication overhead (Class 1); limited adaptability to (vs. KNN = 65.4%), improving robustness by
adversarial attacks +25.5%.

[6] Random Forest with Explainable Introduced explainability in IoV spoof- Vulnerable to  sophisticated EQAI integrates SHAP + LIME interpretabil-

Al (XAI-RF) ing defense spoofing (Class 3) and ity and achieves higher trust score = 0.76
overfitting;  lacks  temporal vs. XAI-RF (0.68), improving real-time in-
consistency terpretability.

[7] Blockchain + QAI Secure blockchain-based QAI for V2X  Communication/computation EQAI introduces lightweight Trust-Aware

overhead (~0.2 MB per Decision (TAD) engine with only 0.003 MB
transaction) overhead, reducing cost by 98.5%.
[8] PQC + Blockchain Quantum-resilient blockchain for secure High consensus latency (>150 EQAI complements PQC by integrating low-
CAV communication ms) latency inference (27 ms) and explainable
trust scoring, reducing latency by 82%.
[9] PQC (Kyber) for In-Vehicle Se- Strengthens intra-vehicle security Limited to CAN-bus; no explain- EQAI extends protection to inter-vehicle
curity able trust framework (V2V/V2X) spoofing with interpretable trust
metrics (T = 0.76).
[10] QuantumShield-BC  (PQC  + Quantum-secured consensus; resilient High deployment complexity and EQAI achieves energy reduction (-43%) with
QKD + Blockchain) against quantum attacks energy cost a lightweight hybrid design and fewer qubits
(2-3) while maintaining accuracy ; 92%.
[11] AloT + Digital Twin + DRL Adaptive trajectory optimization using Focused on mobility, not spoof- EQAI complements DT-DRL systems by pro-
DRL ing or trust validation viding secure, interpretable message valida-
tion (AUC = 0.845) for safety-critical navi-
gation.

[12] Digital Twin Al Co-design System-level AV optimization Lacks security or explainability = EQAI integrates explainable spoofing defense
into DT pipeline with robust inference under
13-feature spoofing dataset.

[13] RL-based Motion Planning Sur- Highlights DRL in AV navigation No communication security or EQAI provides a trusted communication

vey trust assurance layer supporting DRL-driven trajectory plan-

ning.
Proposed Hybrid Quantum—Classical Quantum-enhanced detection (Hilbert- Slightly lower average accuracy Outperforms all baselines with Class 3 Fl1
EQAI Model + Explainable Trust space encoding), SHAP/LIME explain- vs. large MLP (92.85 vs 92.75%) = 82.1%, AUC = 0.845, low FAR ( 0.026),

Engine

ability, trust-based decision (TAD), and
lightweight training (FLOPs ~19.5k)

— trade-off for explainability

MD (<L 0.477), and energy-efficient 2-qubit
model, confirming robustness, transparency,
and deployment feasibility.

on GNSS infrastructure support and lack adaptability to
advanced spoofers. Plausibility-threshold methods [20] are
lightweight and explainable but do not leverage any ML
and are limited to heuristic bounds. Emerging schemes such
as FL with differential privacy [5], [21], and BC-assisted

FAR = False Alarm Rate; MD = Missed Detection; DT = Digital Twin; DL = Deep Learning

FL [22] improve privacy and network resilience but intro-

duce notable communication latency, lack interpretability, and

. 13, NO. 6, 15 MARCH 2026

do not focus specifically on spoofing features. The recent
self-supervised federated LSTM model [23] offers stronger
detection against novel spoofing signals while preserving
privacy, but still lacks model explainability and trust-based
decision-making.

In contrast, the proposed EQAI framework offers a bal-

anced compromise: 1) achieves strong detection performance,
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especially in sophisticated spoofing (Class 3) cases; 2) inte-
grates high-level explainability (via SHAP/LIME) that allows
posthoc analysis and actionable trust scores; 3) enables real-
time decision-making using TAD module, facilitating message
acceptance, rejection, or flagging based on dynamic trust
thresholds; and 4) maintains a moderate overhead suitable for
embedded vehicular environments. The EQAI model achieves
superior tradeoffs in accuracy (92.85%), latency (27 ms), and
FLOPs (~19.5 k) while maintaining explainable decision-
making via SHAP and LIME. By combining quantum-classical
learning and trust-aware reasoning, EQAI demonstrates
improved robustness (Class 3 F'1-score of 82.1%) and reduced
energy and communication overheads, establishing it as a
lightweight, interpretable, and high-performance security solu-
tion for next-generation IoV and CAV. These features position
EQAI as a distinctive and advanced solution combining
quantum-enhanced robustness, interpretable decision logic,
and practical deployability in safety-critical V2X systems.
In conclusion, EQAI (especially the ablations with lower
qubit numbers) is the best overall solution for sophisticated
and complex attack scenarios in vehicular communication,
balancing detection accuracy, robustness, trustworthiness, and
explainability. It offers an optimal tradeoff, providing top
performance in critical metrics for difficult attack classes while
maintaining high interpretability and operational efficiency.
For simple attacks, MLP may slightly outperform in accuracy,
but for safety-critical, advanced threats, EQAI is the preferred
model.

V. CONCLUSION

This study presented an explainable quantum Al (EQAI)
framework for secure and trustworthy vehicular communi-
cation within the IoV ecosystem. The proposed architecture
integrates a hybrid quantum-classical model with SHAP-
and LIME-based explainability to enable interpretable trust
inference during message authentication and spoofing detec-
tion. By leveraging quantum feature embedding through
variational circuits, EQAI enhances nonlinear feature dis-
crimination and robustness while maintaining a lightweight
design with approximately 4900 trainable parameters and
~19.5 k FLOPs, ensuring real-time inference feasibility on
edge devices. Comprehensive experimental validation using
the GPS spoofing and CICIoV2024 datasets demonstrates that
EQALI achieves a detection accuracy of 92.85%, a Class 3 F1-
score of 82.1%, and a low false alarm rate (FAR < 0.026),
outperforming existing ML, BC-based, and FL counterparts.
Moreover, the reduced-qubit variant (three-qubit EQAI) shows
improved efficiency and stability compared to its two-qubit
configuration, confirming the scalability of quantum entangle-
ment in security-critical IoV applications. The explainability
analysis using LIME and SHAP highlights the interpre-
tive strength of EQAI in revealing feature-level influences
on decision outcomes, thereby promoting transparency and
trustworthiness.

The system maintains moderate computational overhead,
supports onboard execution, and minimizes communication
burden, meeting practical requirements for real-time V2X
operations. Future work will focus on deploying EQAI on
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real CAV platforms using embedded quantum simulators and
lightweight processors (e.g., Raspberry Pi and LoRa radios).
Additional enhancements will include integrating multimodal
sensor fusion (e.g., LIDAR + GNSS), adaptive MAC schedul-
ing, and context-aware message validation via explainable
reinforcement learning. Field evaluations are also planned
in Gumi, South Korea, to assess performance in real-world
traffic. EQAI establishes a foundational step toward deploy-
ing quantum-enhanced, explainable, and trustworthy Al for
autonomous and connected vehicles. Future work will explore
the integration of PQC and BC-assisted model orchestration
to build a fully decentralized, resilient, and privacy-preserving
quantum trust architecture for next-generation intelligent trans-
portation systems.
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