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ABSTRACT Web server access logs record user behavior as sequences of HTTP requests, but request-level
detection may not capture attack flows distributed across multiple requests. This study proposes TraceLog,
a session-level anomaly detection framework that groups HTTP requests using an IP-User-Agent client key
and a 30-min inactivity timeout and represents each session using 29 session-level features and one URL
sequence rarity feature. URL rarity is modeled separately using a first-order Markov model, LogBERT-
based masked language modeling, and self-supervised 1D-CNN next-URL prediction, with each resulting
representation evaluated in a common Isolation Forest-based pipeline. Model development uses refined
normal training data only, and the primary operating threshold is defined as the 99th percentile (P99) of
a separate Normal Calibration score distribution without using attack labels. On 49,686 held-out normal
sessions and 450 held-out LLM-generated attack sessions, the CNN-based pipeline achieved a Recall of
0.8489, an FPR of 0.0098, an AUC-ROC of 0.9960, and an average precision of 0.7415 at P99. Feature
ablation showed that the incremental contribution of URL sequence rarity was modest and dataset-dependent.
External validation on an independent operational web server dataset further demonstrated substantial
cross-service distribution shift: service-specific rebuilding of the CNN pipeline achieved a held-out FPR
of 0.0110 and a Recall of 0.3526 at the primary P99 operating point. For the 869 CNN P99 Alerts,
an optional external LLM generated interpretations from locally sanitized evidence without modifying
detection decisions; conditional attack-type classification accuracy among the 382 detected attack Alerts
was 91.10%. A two-rater evaluation of 100 explanations yielded faithfulness rates of 90% and 67%,
with unsupported-statement rates of 0.97% and 3.21%, respectively. These results support TraceLog as an
auxiliary session-prioritization and interpretation framework while highlighting limitations in cross-service
generalization and LLM-based explanation.

INDEX TERMS Anomaly detection, explainable artificial intelligence, HTTP access logs, session-based

analysis.
I. INTRODUCTION
The associate editor coordinating the review of this manuscript and As web services have become key user_facing interfaces in
approving it for publication was Xuebo Zhang . various domains, including electronic commerce, finance,
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and public services, security threats targeting web servers
and web applications have continued to receive attention.
Injection and broken access control are representative web
application security risks, and Structured Query Language
(SQL) injection, cross-site scripting (XSS), path traversal,
and unauthorized access to sensitive paths may appear as
related attack patterns [1]. Such attacks may be directly
manifested in a single Hypertext Transfer Protocol (HTTP)
request, but they may also be observed as a sequence
of preliminary reconnaissance, repeated path access, and
actual attack requests distributed across multiple requests.
Therefore, a method that independently analyzes individual
requests may not adequately explain whether a given request
is part of a normal user navigation flow or a suspicious
attack flow.

HTTP access logs recorded by web servers contain request
timestamps, client information, request uniform resource
identifiers (URIs), response status codes, and transferred
data volumes and can therefore serve as a primary data
source for analyzing web service access behavior. Previous
studies on web anomaly detection have learned features
such as HTTP request length, character distribution, and
parameter structure to calculate an anomaly score for each
request [2]. Although such request-level approaches can
be used to identify anomalous requests that are difficult
to detect using predefined attack signatures alone, they
do not directly represent session-level context formed
across multiple requests, such as request order, inter-request
intervals, and uniform resource locator (URL) navigation
flows. This study addresses the analysis of session-level
behavioral patterns directly from access logs, with particular
consideration given to web service environments in which
dedicated security personnel or separate security information
and event management (SIEM) infrastructure may be difficult
to maintain.

Studies that learn patterns from normal log sequences
have also been proposed to incorporate sequential context.
DeepLog uses a long short-term memory (LSTM) network
to predict the next log event in a normal system log
sequence and identifies sequences that deviate from the
learned normal patterns as anomalous [3]. LogBERT models
the bidirectional context of normal log sequences through
self-supervised learning based on bidirectional encoder
representations from transformers (BERT) [4]. Although
these studies have the advantage of accounting for the order
and context of log events, they primarily analyze sequences
of log keys in system logs. For web access logs, session-level
behavioral features such as request volume, session duration,
response-status distribution, URI structure, and access to
security-related paths should be considered together with the
order of URL access.

Because reliable labels for attack cases may be limited in
operational environments, unsupervised anomaly detection
methods that can be trained using only normal data may
provide a practical alternative. Isolation Forest (IF) is an
unsupervised anomaly detection method that repeatedly
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performs random partitioning and identifies observations that
are isolated through shorter paths than other observations
as anomalies. It can therefore be applied even when attack
cases are not included in the training data [5]. However, the
anomaly score produced by IF quantifies only how readily
a session is isolated relative to other sessions and does
not directly indicate which input features contributed to the
decision.

SHapley Additive exPlanations (SHAP) is a feature
attribution method that quantifies the contribution of each
input feature to an individual model output [6]. Applying
SHAP makes it possible to identify the primary features
that affected the anomaly score of a particular Alert session;
however, connecting feature names and contribution values to
the actual HTTP request flow or a potential attack type still
requires interpretation by an operator. Recent studies have
investigated the use of large language models (LLMs) for
security operations center (SOC) tasks such as security alert
collection, investigation, triage, and report generation [7].
However, LLMs may generate content that is inconsistent
with the provided evidence, and this potential for halluci-
nation has been reported as a factor limiting the reliability
of LLM outputs [8]. Therefore, rather than allowing an
LLM to make anomaly detection decisions independently,
the quantitative results of the detection model and only
the minimum privacy-filtered request evidence required for
interpretation should be provided to the LLM. The role of the
LLM is restricted to generating an auxiliary natural-language
explanation after the core anomaly detection decision has
already been made.

Previous studies have separately addressed web request-
level anomaly detection, log sequence modeling, unsuper-
vised anomaly detection, and the interpretability of detection
results. Building on these directions, this study integrates
session-level web-access analysis, alternative URL-sequence
rarity representations, unsupervised anomaly detection, and
evidence-guided interpretation within a unified workflow.
The evaluation protocol further separates model develop-
ment, operating-point determination, and held-out perfor-
mance assessment to reduce dependence on labeled attack
information.

To address these limitations, this study proposes TraceLog,
which reconstructs HTTP access logs into sessions using
an inactivity timeout and a client key based on an Internet
Protocol (IP) address and User-Agent string and represents
each session using 29 statistical features together with
one URL-sequence rarity feature. The rarity feature is
derived separately using Markov transition probabilities,
LogBERT-based masked language modeling (MLM), or self-
supervised one-dimensional convolutional neural network
(1D-CNN) next-URL prediction, allowing the three candidate
pipelines to be compared under the same statistical features,
standardization procedure, and downstream IF structure.

For sessions classified as Alerts, TraceLog optionally
provides an LLM with a minimized evidence summary
consisting of selected session statistics, Top-K SHAP
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contributions, and locally sanitized request evidence. The
LLM generates an auxiliary natural-language interpretation
but does not modify anomaly scoring or Alert classification.
The core detection pipeline therefore remains independent
of the external interpretation module.

The main contributions of this study are as follows.

1) We propose a session-based anomaly detection frame-
work that reconstructs web server HTTP access logs at
the session level using a client key and an inactivity
timeout and analyzes each session by combining
29 session-level statistical features with one URL
sequence rarity feature. The proposed framework is
intended for use in small- and medium-scale web
service environments in which dedicated security
personnel or separate security infrastructure may be
difficult to maintain.

2) We compare three methods for calculating URL
sequence rarity: a Markov-based transition-probability
model, LogBERT-based masked language modeling,
and self-supervised 1D-CNN-based next-URL predic-
tion. These methods are evaluated using common
session statistical features and a common downstream
anomaly detection structure. This comparison evalu-
ates detection performance at the candidate-pipeline
level while accounting for differences in each rarity
representation and its associated model-specific train-
ing and inference configurations.

3) We establish a calibration-and-evaluation protocol
that separates model development, operating-point
determination, and held-out performance assessment.
The primary 99th-percentile (P99) threshold for each
pipeline is derived exclusively from Normal Calibra-
tion without attack labels. At the auxiliary FN=0 point,
the false negative (FN) count is zero; at the auxiliary
F>-max point, the F>-score, which weights Recall more
strongly than Precision, is maximized. All thresholds
are frozen before evaluation on the corresponding
held-out test subsets.

4) For Alert sessions, we construct a locally sanitized
evidence summary comprising selected session statis-
tics, Top-K SHAP contributions, and minimized HTTP
request evidence for optional LLM-based interpre-
tation. The LLM remains separated from anomaly
scoring and Alert classification. We quantitatively
evaluate this interpretation path using conditional
attack-type classification accuracy on CNN P99 true-
positive Alerts, repeated-generation consistency, and
a two-rater human assessment of explanation faithful-
ness and unsupported factual statements.

5) We broaden the empirical evaluation through a
seven-configuration feature ablation, external valida-
tion of the CNN-based pipeline on an independent
operational web server dataset, sensitivity analyses of
inactivity-timeout and client-key settings, and paired
statistical tests. Computational performance is eval-
uated using a central processing unit (CPU)-only
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benchmark of the local CNN-based pipeline, with
Alert-only SHAP processing, privacy sanitization,
and external-LLM latency measured separately. These
analyses examine feature dependence, cross-service
transferability, sessionization sensitivity, and the com-
putational characteristics of the evaluated implementa-
tion.

The remainder of this paper is organized as follows.
Section II reviews previous studies related to web log-based
anomaly detection, sequence-based log anomaly detection,
and the interpretability of detection results. Section III
describes in detail the sessionization procedure, feature
extraction, URL sequence rarity calculation, anomaly-score-
based decision process, and SHAP-LLM-based interpreta-
tion module of TraceLog. Section IV presents the offline
evaluation results and statistical analysis of the proposed
framework. Section V discusses the interpretation of the
results, study limitations, and directions for future research.
Finally, Section VI summarizes the main findings of this
study.

Il. RELATED WORK

Log-based anomaly detection has been widely studied for
system fault diagnosis and security monitoring, with web
access logs and system logs serving as common data
sources. Early web security monitoring primarily relied
on predefined attack signatures and handcrafted request
rules to identify suspicious requests. Subsequently, statistical
and machine learning-based approaches were proposed by
exploiting request-level features such as HTTP request
length, character distribution, URL structure, and query
parameters [2], [9], [10]. These studies mainly focused on
structural characteristics of individual HTTP requests, while
some approaches also employed sequential models. However,
they have limited capability to jointly represent the overall
request order, temporal intervals between requests, and the
rarity of navigation paths within an entire session.

To address this limitation, session-based approaches were
proposed to model user behavior by grouping consecutive
requests into sessions. Previous studies modeled page
occurrence probabilities and session-level behavioral patterns
to detect sessions deviating from normal user profiles [11].
In addition, visualization frameworks were introduced to
explore user behavior by comparing session attributes
and event sequences [12]. Although these studies adopted
session-level analysis as a richer unit of analysis than
individual requests, they did not jointly utilize multidi-
mensional session-level statistical features and the rarity
of URL access sequences as inputs to anomaly detection
models. Meanwhile, parsing unstructured log messages into
structured log events or log keys has become an essential
preprocessing step in system log anomaly detection, and the
fixed-depth tree-based online log parser Drain has become
one of the most widely adopted approaches [13].

Recently, deep learning-based approaches have been
widely studied for learning temporal dependencies among log
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events. Recurrent neural network (RNN) models, particularly
LSTM networks, detect anomalous sequences by predicting
the next log event from previously observed events [3]. CNN-
based methods transform log keys into embedding vectors
and apply one-dimensional convolutional filters of different
sizes to capture local dependencies within log sequences [14].
Compared with conventional statistical feature engineering,
these methods directly learn sequential and contextual
patterns from log sequences.

Transformer-based approaches further improve contextual
modeling by employing masked language modeling to
capture bidirectional contextual information and identify
deviations from normal log patterns [4], [15]. Unlike
LSTM-based methods, which model sequential dependencies
through next-event prediction, BERT-based methods learn
bidirectional contextual representations, and some studies
eliminate the need for explicit log parsing by directly
processing raw log messages. Furthermore, empirical studies
have systematically compared the effectiveness and practical
limitations of existing log anomaly detection techniques in
real-world online service environments [16]. Nevertheless,
most existing sequence-based methods employ sequence
models as the final anomaly detector and mainly target system
logs or event logs collected from the Hadoop Distributed File
System (HDFS), Blue Gene/L (BGL), and online services.
Studies that transform URL navigation behavior into rarity
features and combine them with session-level statistical
features for downstream unsupervised anomaly detection
remain relatively limited.

In practical web services, obtaining sufficient labeled
data covering diverse attack types is often infeasible.
Consequently, unsupervised and one-class anomaly detection
methods have attracted considerable attention. IF isolates
anomalous samples through recursive random partitioning
and exploits the fact that anomalies tend to be isolated
with fewer partitioning steps than normal instances [5].
This approach estimates anomaly scores without requiring
predefined attack classes by measuring deviations from
the distribution of normal sessions. However, the resulting
anomaly score only reflects the degree of abnormality and
does not explicitly explain which input features contributed
to the prediction or how the detected anomaly relates to a
specific attack scenario.

To improve the interpretability of anomaly detection mod-
els, feature attribution techniques have been widely adopted.
SHAP quantifies the contribution of each input feature to
model predictions based on Shapley values from cooperative
game theory and has become one of the most widely
adopted explanation methods [6]. More recently, SHAP has
also been applied to intrusion detection systems to identify
influential features and enhance model interpretability [17].
However, existing studies mainly focus on visualizing feature
importance, while relatively little attention has been paid
to integrating SHAP feature attributions with raw request
sequences to generate natural-language attack interpretations
using large language models.
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Recently, LLMs have also been introduced into log
analysis and anomaly detection. Existing studies employ
LLMs either as anomaly detection models themselves
or as semantic feature extractors combined with domain
knowledge to improve detection performance [18], [19].
Although these approaches demonstrate the effectiveness
of LLMs in log understanding and automated anomaly
detection, LLMs are directly involved in anomaly pre-
diction or feature representation learning. In contrast, the
proposed framework does not use the LLM to determine
whether a session is anomalous. Instead, the LLM is
solely responsible for generating auxiliary natural-language
interpretations based on the quantitative evidence produced
by the anomaly detection model and privacy-filtered request
evidence, including selected session statistics and Top-K
SHAP feature attributions.

Motivated by the above limitations, this study proposes a
session-level anomaly detection framework for web access
logs by combining session-level statistical features with URL
sequence rarity features. Rather than directly employing
sequence models as anomaly detectors, rarity features
generated by different sequence modeling approaches are
evaluated under the same IF framework. Furthermore, Top-K
SHAP feature attributions, selected statistical evidence, and
privacy-filtered request evidence are jointly provided to the
optional LLM module, thereby separating anomaly detection
from explanation generation while limiting the disclosure of
raw log data.

Ill. MATERIALS AND METHODS

A. OVERVIEW OF THE PROPOSED FRAMEWORK

This study proposes TraceLog, a framework that reconstructs
web server HTTP access logs into sessions and detects
anomalous sessions according to the extent to which they
deviate from the feature distribution of normal sessions.
Because an individual HTTP request captures only an access
event at a specific point in time, it provides insufficient
context for determining whether the request belongs to a
legitimate user flow or forms part of an attack sequence.
Accordingly, the proposed framework groups consecutive
HTTP requests associated with a client key, defined as
the combination of a client IP address and User-Agent
string, into sessions and uses both session-level behavioral
characteristics and URL access order as inputs to anomaly
detection.

TraceLog organizes normalized HTTP requests into ses-
sions and derives session-level behavioral features and URL
sequences. Alternative URL sequence rarity representations
are then evaluated independently within a common IF-based
anomaly detection pipeline, with operating thresholds deter-
mined from calibration data before held-out evaluation. For
sessions classified as Alerts, SHAP-based feature attributions
are computed locally, and an optional external LLM interprets
a locally privacy-filtered and minimized evidence summary.
The detailed procedures for session construction, feature
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FIGURE 1. Overview of the proposed TraceLog framework.

extraction, rarity modeling, model training, operating-point
selection, and LLM-based interpretation are described in the
following subsections.

Fig. 1 summarizes the overall workflow of the proposed
TraceLog framework.

B. DATASET

The internal data used in this study comprise a public
web server access log for constructing the refined normal
baseline and LLM-generated synthetic attack sessions for
controlled attack evaluation. According to their roles in model
development, operating-point determination, and held-out
evaluation, the data were organized into five mutually sep-
arated subsets: Normal Train, Normal Calibration, Normal
Test, LLM Synthetic Attack Calibration, and LLM Synthetic
Attack Test.

Normal Train was reserved for model fitting and
sequence-model hyperparameter selection, Normal Calibra-
tion for primary operating-point determination, and the two
held-out test subsets for final evaluation. LLM Synthetic
Attack Calibration was used only for the auxiliary attack-
label-dependent operating points. The detailed threshold
definitions are given in Section III-C6.

1) PUBLIC WEB LOG DATASET

To construct a candidate pool for the normal baseline, we used
the Web Server Access Logs dataset publicly available on
Kaggle [20]. The dataset contains approximately 3.3 GB of
web server access logs collected from zanbil.ir, an Iranian
e-commerce website, and records HTTP requests generated
during real-world service operation. Each raw log entry
contains fields such as the client IP address, request time,
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HTTP request line, HTTP status code, response size, referer,
and User-Agent.

Each row of the raw log is treated as a single HTTP request
event and converted into a normalized request record; the
record definition and the URI-derived attributes are described
in Section III-C1.

The public web log dataset provides no explicit normal
or attack labels at either the request or session level.
Moreover, because the logs were collected in an operational
environment, they may contain automated scans or other
anomalous access flows. We therefore applied a security-flag-
based refinement procedure, as described in the following
subsection.

Fig. 2 illustrates how a raw access log line is transformed
into structured request fields.

2) NORMAL DATA REFINEMENT

Normal-data refinement was used to construct the internal
normal baseline by excluding potentially suspicious sessions
from the public web logs. After sessionization, a session was
excluded if any request triggered a security flag for suspicious
keywords, sensitive or scanner-related paths, login- or
admin-related suspicious patterns, or malformed requests.
The retained sessions are referred to as refined normal
sessions; this procedure conservatively reduces suspicious
contamination but does not establish complete ground-truth
normal traffic.

Several request-level indicators used for this refinement are
also aggregated into TraceLog’s security-rule-derived feature
group. Consequently, the internal normal-baseline construc-
tion and the security-rule-derived features are structurally
related, which may increase the apparent contribution of
this feature group on the internal synthetic benchmark. This
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RAW ACCESS LOG LINE

Each raw log line is parsed as one HTTP request event.

ip time method

uri

66.249.66.194 - - [22/Jan/2019:03:56:48 +0330] "GET /product/... HTTP/1.1" 200 41552 "-" "Mozilla/5.0 ..."

status bytes referer user_agent

|

PARSED REQUEST RECORD

Core Request Fields
ip 66.249.66.194 request_line
user_agent Mozilla/5.0 ... endpoint
time 2019-01-22 03:56:48 +0330 query_string
method GET i

uri_length

uri /product/...
status 200 query_length
bytes 41552 special_char_count
referer special_char_ratio

Request-line and URI-derived Attributes

GET /product/... HTTP/1.1
Iproduct/...

derived

0

derived

derived

Selected Request-level Security Flags
suspicious_keyword_count 0
is_sensitive_path False

is_scanner_path False

is_login_endpoint False
is_admin_endpoint False
is_login_attempt False

is_malformed_request False

FIGURE 2. Conversion of a raw web server access-log line into a normalized request record.

preprocessing dependence is therefore considered explicitly
in the feature-ablation analysis and its interpretation.

The refinement produced 331,234 normal sessions, which
were shuffled at the session level using a random seed of
42 and partitioned into Normal Train (231,863; 70%), Normal
Calibration (49,685; 15%), and Normal Test (49,686; 15%).

3) SYNTHETIC ATTACK GENERATION

Because the public web log dataset does not provide
explicit attack labels, an LLM was used to construct a
controlled synthetic attack benchmark for internal evaluation.
The generated sessions followed the Apache access-log
schema and the general service context of the public
normal log source while representing six predefined web-
attack scenarios: SQL injection, cross-site scripting (XSS),
path traversal, administrator/login brute-force, scanner-like
probing, and mixed low-and-slow. These synthetic sessions
were constructed for controlled evaluation and are not treated
as substitutes for attack logs collected from operational
environments.

The synthetic sessions were generated using ChatGPT
(OpenAl) under a common generation protocol. Benign
access-log samples from the target service were provided
only as references for log format, URL structure, HTTP
methods, response-code patterns, User-Agent style, and
general service context. The generation instructions explic-
itly prohibited optimization of the generated sessions for
any anomaly detector, feature set, security rule, operating
threshold, or evaluation metric. No detector implemen-
tation, feature-extraction code, trained model parameters,
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anomaly scores, or operating thresholds were provided during
generation.

Each synthetic IP address was assigned to a single gen-
erated session, and a consistent User-Agent was maintained
within each session. Requests were generated in chronolog-
ical order and were constructed to remain within the 30-min
inactivity timeout used for sessionization. The generation
protocol introduced variation in request paths, query strings,
HTTP methods, response status codes, response sizes, timing
patterns, referers, User-Agent values, and scenario-specific
attack patterns.

Two predefined difficulty levels, Clear and Moderate,
were used to vary behavioral intensity and attack-evidence
density without reference to the anomaly detector. Clear ses-
sions contained more concentrated attack evidence, whereas
Moderate sessions contained less concentrated attack activity
together with a greater proportion of benign-looking context
while retaining identifiable scenario-specific attack behavior.
At generation time, the attack/context request ranges were
predefined by scenario group: for SQL injection, XSS, and
path traversal, Clear sessions contained 8—12 attack requests
and 1-2 benign/context requests, whereas Moderate sessions
contained 5-8 and 1-3, respectively; for administrator/login
brute-force and scanner-like probing, the corresponding
ranges were 20-30 and 1-3 for Clear and 12-20 and 1-3
for Moderate; for mixed low-and-slow, they were 10-15
and 24 for Clear and 7-10 and 2-4 for Moderate. The
realized characteristics of the generated sessions were also
examined after generation using descriptive outputs of the
session-feature extraction procedure, including request count
and security-evidence density. These outputs are used only
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SYNTHETIC ATTACK SESSION GENERATION PIPELINE

Generation Inputs

Normal Log Samples

schema and service context

Attack Scenario
SQL injection / XSS / path traversal
administrator / login brute force
scanner-like probing
mixed low-and-slow

Difficulty: Clear / Moderate

LLM-based
Log
Generator

schema-compatible
benign-to-attack
flow generation

Prompt with
Schema Constraints

Session Synthetic Attack
Construction Benchmark
Parser valid validated request 900 -
& . records grouped into cl ses.sslggs
Scenario attack sessions Mod:;.te' 400
Validation ’
. Attack Calibration: 450
schema, required Clear: 250 / Moderate: 200
fields, timestamp Reject Attack Test: 450
order, and attack- invalid and Clear: 260/ Moderate: 200
pattern checks Regenerate ! r
Calibrati 2-ma
Te aluatior

IP, timestamp, request line, status,
bytes, referer, and user-agent l

SCHEMA-COMPATIBLE SYNTHETIC ATTACK LOGS

[Benign Prefix] | 10.250.0.1 - - [23/Jan/2019:14:00:00 +0330] "GET /image/2690/productModel/200x200 HTTP/1.1" 200 939 "-"
[Attack Phase] | 10.250.0.1 - - [23/Jan/2019:14:00:06 +0330] "GET /product/detail?id=1%20UNION%20SELECT%20... HTTP/1.1" 200 4937 "-"

"Mozilla/5.0"

"Mozilla/5.0"

Primary P99: Normal Calibration only (no synthetic attack labels used)

FIGURE 3. Generation, validation, and partitioning of the LLM-generated synthetic attack benchmark.

to characterize the realized Clear/Moderate difference and
should not be interpreted as request-level attack ground-truth
proportions. Their results are reported with the detection
results in Section I'V-D.

The resulting benchmark comprised 900 synthetic attack
sessions, including 500 Clear sessions and 400 Moderate
sessions. The generated logs were processed using the
same Apache-log parser, session-construction procedure,
and session-feature extraction pipeline used for the normal
data. The benchmark was separated into LLM Synthetic
Attack Calibration and a held-out LLM Synthetic Attack
Test, each containing 450 sessions. The held-out test set
comprised 250 Clear and 200 Moderate sessions. The
predefined attack-scenario and difficulty labels were retained
for subsequent performance analysis.

LLM Synthetic Attack Calibration and Test were kept
separate from model fitting and hyperparameter selection,
with the former used only for auxiliary operating-point anal-
ysis and the latter reserved for held-out internal evaluation.
Accordingly, this benchmark provides controlled evidence
for the predefined synthetic attack scenarios rather than
evidence of generalization to arbitrary operational attack
traffic.

Fig. 3 summarizes the synthetic-attack generation, valida-
tion, and benchmark-partitioning workflow.

4) EXTERNAL VALIDATION DATASET

To evaluate cross-service generalization beyond the internal
synthetic-attack benchmark, we used Organization Y (Org
Y) from the publicly available Web Server Log Dataset
[21], which is released under the MIT License. The dataset
was collected from an anonymized public-sector organization
and contains OpenLiteSpeed/CyberPanel web server logs
together with dataset-provider-supplied YAML-formatted
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labeling rules. In the present study, the provider-defined
labels were used as an independent external reference and
were not constructed using the TraceLog security rules
employed to refine the internal normal baseline.

For request-level labeling, the dataset-provided YAML-
formatted rules were applied to the original access-log
records. Within each rule, all specified filter patterns were
required to match, matching was case-insensitive, and the
“%” symbol was interpreted as a wildcard. A successfully
parsed HTTP request that matched at least one provider rule
was assigned the corresponding provider-defined attack label,
whereas a valid request that matched no rule was treated
as normal. A session was labeled as an attack session if it
contained at least one request matched by a provider rule.
TraceLLog’s own security-rule-based normal-data refinement
was not used to assign Org Y labels.

Because Org Y contains logs from multiple web server
sources, the final preprocessing pipeline preserved log-source
boundaries during session construction. We processed
163 access-log files associated with 21 log-source bound-
aries. Sessions were constructed using the tuple (log-source
boundary, IP address, User-Agent) as the client key together
with the same 30-min inactivity timeout used in the internal
pipeline. Rotated log files belonging to the same source
were treated as a common source, whereas requests from
different log-source boundaries were not allowed to form the
same session. After parsing, labeling, service-aware session
construction, and application of the TraceLog session-feature
extractor, the resulting external dataset contained 73,415
sessions: 67,487 normal sessions and 5,928 provider-defined
attack sessions.

The 67,487 normal sessions were randomly partitioned at
the session level using seed 42 into external Normal Train
(n = 47,240), Normal Calibration (n = 10,123), and
Normal Test (n = 10,124), corresponding approximately
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to a 70%/15%/15% split. The 5,928 provider-defined attack
sessions were divided into external Attack Calibration (n =
2,964) and held-out Attack Test (n = 2,964). The held-out
Normal Test and Attack Test subsets were not used for model
fitting or operating-point determination.

External validation was conducted under two complemen-
tary protocols. In the strict zero-shot protocol, the CNN-based
TraceLog pipeline trained on the internal normal data was
transferred to Org Y without fitting any model component or
recalibrating the transferred threshold on Org Y. The frozen
auxiliary FN=0 threshold determined from the internal
calibration data was used in this strict transfer experiment
to assess the portability of an operating point fixed in the
original service environment.

In the rebuilt protocol, a service-specific CNN pipeline
was reconstructed using only Org Y Normal Train: the CNN
URL-sequence rarity model, StandardScaler, and IF were
refitted on the external normal training data. The three operat-
ing points were then determined from the external calibration
subsets according to the same definitions used for the internal
evaluation. P99, the primary operating point, was determined
exclusively from external Normal Calibration, whereas
FN=0 and F>-max were retained as auxiliary operating points
using the labeled calibration subsets. Once determined, the
thresholds were frozen and evaluated on external Normal Test
and held-out Attack Test. This protocol assesses the behavior
of TraceLog when a normal baseline is rebuilt for the target
service rather than directly transferred across services.

C. SESSION-BASED ANOMALY DETECTION

This study formulates anomaly detection in web server
HTTP request logs as a session-level outlier detection
problem. Because a session contains a consecutive access
flow generated by the same requesting entity over a certain
period, it can jointly represent request order, inter-request
intervals, URL access diversity, error-response distributions,
and repeated access patterns. Accordingly, we sort HTTP
requests from the same requesting entity chronologically
and divide them using an inactivity timeout to construct
sessions. The detailed sessionization procedure is defined in
Section III-C2.

Each session is represented by a session-level statistical
feature vector f; and a URL-sequence-based rarity feature
p](.k). The final input vector X(.k), obtained using the k-th rarity
calculation method, is constructed as follows:

x = [f; || p{1. (1)

Here, f; € R? is the session-level statistical feature
vector defined in Section III-C3, and p(.k) € R is the
one-dimensional rarity feature calculated using the k-th
method. Therefore, the final input vector is represented as
It 1| 1 € RY.

This study compares three URL sequence rarity calcu-
lation methods, k € {1,2,3}: a Markov-based method,
a LogBERT-based MLM method, and a self-supervised

VOLUME 14, 2026

1D-CNN-based method. The resulting x® is standardized
using StandardScaler and then provided to IF, which cal-
culates the anomaly score of each session based on the
feature distribution of normal sessions. Finally, each session
is classified as Alert or Normal by comparison with a
calibration-based threshold.

1) LOG PARSING AND REQUEST NORMALIZATION
Because raw HTTP access logs are recorded as unstructured
text, they are converted into structured request records
before sessionization and feature extraction. Each log line is
regarded as a single HT TP request event and parsed according
to a common schema.

The i-th request record r;; included in the j-th session S; is
defined as follows:

rji = (ip, ua, t, m, u, s, b). (2)

Here, ip denotes the client IP address, ua the User-Agent,
t the request timestamp, m the HTTP method, u the request
URI, s the HTTP status code, and b the response size.
The variables ip and ua are combined into a client key for
identifying the same requesting entity, while ¢ is used to
chronologically order requests within a session and calculate
inter-request intervals. The variables m and u represent
access behavior, whereas s and b reflect server-response
characteristics.

The request URI « is subsequently divided into an endpoint
and a query string during feature extraction, and the URI
length, query-string length, and the number and ratio of
special characters are calculated. These URI-related values
are not independent raw fields included in r;; but are used
as derived attributes calculated from the request URI u.
In addition, each record is annotated with whether it contains
suspicious keywords, accesses sensitive or scanner-like paths,
accesses login or admin endpoints, or constitutes a malformed
request. These attributes are used as criteria for filtering
suspicious sessions during normal-data refinement and are
aggregated into session-level security-derived features. The
primary fields generated by parsing are presented in Table 1.

2) SESSION CONSTRUCTION
The normalized HTTP request records are sorted in ascending
order by request timestamp ¢, after which consecutive access
flows from the same requesting entity are organized into
sessions. Because web server access logs do not always
include login-based user identifiers or server-side session
identifiers, the combination of the client IP address and
User-Agent is defined as a client key that approximates the
requesting entity. However, the accuracy of distinguishing
requesting entities may decrease when multiple users share
the same IP address in a network address translation (NAT)
environment or when a User-Agent is spoofed.

The client key ¢; of the i-th normalized request record is
defined as follows:

ci = (ip;, ua;). 3
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TABLE 1. Normalized request record schema.

Category Primary Fields

Description

Basic request
information

ip, time, method, uri

Requesting entity, request timestamp, HTTP request
method, and URI

Response information | status, bytes

Server response status and response-size information

Client information user_agent

Information about the client browser or automated
tool

URI-derived
information

endpoint, query_string, uri_length,
query_length, special_char_count,
special_char_ratio

Separation of the request URI into a path and query
string and calculation of length and special-character
information

Suspicious-request
identification
information

suspicious_keyword_count,
is_sensitive_path, is_scanner_path,
is_malformed_request

Auxiliary information indicating suspicious
keywords, sensitive paths, scanner-like access, and
malformed request formats

Login and
administrator access
information

is_login_attempt

is_login_endpoint, is_admin_endpoint,

Access to login/admin-related endpoints and whether
a login attempt occurred

Here, ip; denotes the client IP address of the i-th request,
and ua; denotes the User-Agent of that request. Requests with
the same c; are regarded as belonging to the access flow
of the same requesting entity, and the chronological request
sequence R, associated with client key c is defined as follows:

RC =(r6,15r0,25 "'7rC,LC)' (4)

Here, r.; denotes the /-th request record associated with
client key c, and L. denotes the number of requests associated
with that client key.

Session boundaries are determined using an inactivity-
timeout method. The inactivity-time threshold is set to
Agess = 1800 s, and the session boundary is determined
according to the time interval between two adjacent requests,
re and r¢ 41, as follows:

teg+1 — tel > Agess = NEW session,

fei+1 — te] < Agess = same session. 5)

Fig. 4 illustrates how normalized request records are
divided into sessions based on the client key and Agegs =
1800 s. Requests classified as belonging to the same session
within R, are reindexed using session index j, and the j-th
session S; is defined as follows:

Si=rj1, 152, rjynj). 6)

Here, r; ; denotes the i-th request record included in session
Sj, and n; denotes the number of requests included in that
session. The request timestamps within a session satisfy the
following condition:

i1 <tj2 < S tjn. @)

The sensitivity of this sessionization rule to alternative
inactivity-timeout values is evaluated in Section IV-G, where
each timeout condition is assessed with condition-specific
session reconstruction, model refitting, and P99 recalibration.
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3) SESSION-LEVEL FEATURE EXTRACTION

Session §; is converted into a session-level statistical feature
vector f; for input to the anomaly detection model. The vector
f; is defined as the concatenation of multiple feature groups
that summarize request volume, temporal patterns, URL
access diversity, response-status distribution, URI structure,
and security-related access characteristics:

fj — [fﬁcale ” f;iiv ” f;tatus ” tfytes ” i}lri ” i;ec]. (8)

The composition of each feature group is presented in
Table 2. The vector £i°¥° is calculated based on the number
of requests n; included in the session and the time intervals
between requests.

The session duration d; is defined as follows:

dj = tjn; = 1j.1- ®

The time interval §;; between two adjacent requests is

calculated as follows:
3]',,‘=tj,i+1—lj7i, i= 1,...,I’lj—1. (10)

The mean, maximum, and minimum inter-request intervals
are calculated from these values. The vector tjec is obtained
by aggregating, at the session level, the request-level security
attributes calculated in Section III-C1.

For the feature-ablation analysis, the 30-dimensional
model input was further partitioned into three non-
overlapping feature groups. We denote by Gg the 19 general
session/statistical features comprising t;cale, fj‘.ﬁv, f;tatus,

fj? YIS and Ui by Gg the 10 security-rule-derived features
comprising t;ec; and by Gy the one-dimensional URL
sequence rarity feature. In the feature-ablation experiments,
Gy was instantiated using the CNN-based rarity feature.
Accordingly, the seven evaluated configurations were Gy,
Ggr, Gy, Gs + Ggr, Gs + Gy, Gg + Gy, and Gs +
Gr + Gy, where Gs + Gr + Gy corresponds to the full
30-dimensional input.
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INPUT

: NORMALIZED REQUEST SEQUENCE R,
FOR A SELECTED CLIENT KEY (SORTED BY TIME)

client key: ip = 5.208.22.162

ua = Mozilla/5.0 ... SamsungBrowser/6.4 ...

(55 total requests; selected rows shown)

Tc,1 05:00:26 GET /miproduct/7091/...

Tc,2  05:00:27 GET /static/.../font.woff

7’073 05:00:27 GET /static/.../goodShopping.png
TC,4 05:00:27 GET /static/.../goodShopping.png
TC,5 05:00:27 GET /static/.../bestPrice.png
rc,ﬁ 05:00:27 GET /static/.../support.png
7"c,7 05:00:27 GET /static/.../fastDelivery.png
Tc,8 05:00:30 GET /settings/logo

TC,Q 05:00:31 GET /amp-helper-frame...
T¢,10 05:00:31 GET /image/70917?...

T¢,11 05:00:31 GET ffavicon.ico

Tc,12 05:04:14 GET /m/product/7091/...

T¢,13 05:04:17 GET /settings/logo

gap = 1890s > Agess = 18005 — new session

Tc,14 05:35:47 GET /m/product/7091/...
T¢,15 05:35:50 GET /settings/logo

T¢,16 05:36:22 GET /image/.../120x90
Tc,17 05:36:22 GET fimage/.../120x90

T¢,18 05:36:22 GET fimage/.../150x150

T¢,52 05:40:49 GET /m/product/...
T'¢,53 05:40:51 GET /settings/logo
T¢,54 05:40:52 GET /image/70892...

T¢,55 05:40:53 GET /image/70897...

UTPUT: SESSIONIZED RECORDS

Session S; (S209640)

1. Compute inter-request gaps

gap = tc,l+1 - tc,l

2

2. Apply inactivity timeout
Agess = 1800s

2

3. Assign session boundary

gap < Agess — same session
gap > Agess — new session

n; = 13 requests
05:00:26-05:04:17 | Duration: 231 s | Max gap: 223 s

Tj,1 05:00:26 GET /m/product/7091/...

Tj)2 05:00:27 GET /static/.../font.woff

75,3 05:00:27 GET /static/...[goodShopping.png
7lj74 05:00:27 GET /static/.../goodShopping.png
Tj,5 05:00:27 GET /static/.../bestPrice.png
Tj76 05:00:27 GET /static/.../support.png

T4, 7 05:00:27 GET /staticl.../fastDelivery.png
Tj78 05:00:30 GET /settings/logo

Tj79 05:00:31 GET /amp-helper-frame...
75,10 05:00:31 GET /image/70917...

T'j,11 05:00:31 GET /favicon.ico

75,12 05.04:14 GET /m/product/7091/...

T §,13 05:04:17 GET /settings/logo

Session S;, 1 (S209641)

njy1 = 42 requests
05:35:47-05:40:53 | Duration: 306 s | Max gap: 85 s

Tj4+1,1 05:35:47 GET /m/product/7091/...

'f’j+1’2 05:35:50 GET /settings/logo

Tj+1,3 0536:22 GET /image/.../120x90

rj+l,4 05:36:22 GET /image/.../120x90

rj+l,5 05:36:22 GET /image/.../150x150

Tj+1,39 05:40:49 GET /m/product/...
7'j+1,40 05:40:51 GET /settings/logo
Tj+1,41 05:40:52 GET fimage/7089?...
Tj+1,42 05:40:53 GET /image/70897...

Note: URIs and user-agent strings are abbreviated for readability.

FIGURE 4. Session construction via client key and inactivity timeout.

To preserve the order of URL access within a session, the
URL sequence U is also defined as follows:
Uj= Wj1,uj2, ..., uj.1;)- (1D
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Here, u;,; denotes the i-th request URI included in Sj, and

L; is defined as follows:

L; = min(n;, 50). (12)
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TABLE 2. Session-level feature groups.

Category Primary Fields

Description

Session-scale and
temporal features
scale
(£5e2le)

duration_sec, request_count,
avg_request_interval_sec,
max_request_interval_sec,
min_request_interval_sec

Session duration, number of requests, and
inter-request intervals

Request-diversity
features (f}d”)

unique_url_count,
unique_method_count

Numbers of unique URLs and HTTP methods within
the session

Status-code features
status
(£5tatus)

error_4xx_ratio, error_5xx_ratio,
status_200_count

Distribution of successful responses, client errors,
and server errors

Response-size

avg_bytes, max_bytes, std_bytes
features (f}bytes)

Mean, maximum, and standard deviation of response
sizes within the session

URI-structure
features (fju“)

avg_uri_length, max_uri_length,

special_char_count_sum,
special_char_ratio_avg

avg_query_length, max_query_length,

URI and query-string lengths and the degree of
special-character inclusion

Security-related suspicious_keyword_count_sum,
derived features login_count, admin_count,
(f}sec) login_attempt_count,
sensitive_path_count_sum,
scannerfpathicountfsum,
distinct_error_url_count,
notfound_404_count,
forbidden_403_count,
server_error_5xx_count

Suspicious keywords, login and administrator access,
sensitive paths, scanner-like access, and error-URL
characteristics

In the implementation, the request records of each session
were sorted by request timestamp, and up to the first
50 chronological requests were used for the URL, status, and
method sequences, while the session-level statistical features
were calculated using all requests in the session. Accordingly,
up to 50 URL tokens were provided as input to the Markov-
and CNN-based rarity calculations.

For sessions consisting of a single request, the mean,
maximum, and minimum inter-request intervals were all set
to 0 because an interval between adjacent requests could not
be defined. Empty URIs were replaced with [EMPTY_URI],
and empty HTTP methods were replaced with UNKNOWN.

4) URL SEQUENCE REPRESENTATION

Although the session-level statistical feature vector f; can
represent quantitative attributes such as the number of
requests, status-code distribution, response size, and URI
structure, it has limited ability to directly reflect how much
the order of URL access within a session differs from normal
user flows. Therefore, the URL sequence U; of each session
is used as input to calculate a rarity feature p/(.k) that quantifies
URL flows rarely observed in normal sessions. The sequence
U; consists of the request URIs within a session arranged
chronologically, with each URI treated as a single URL token.
This study compares three sequence modeling methods,
k € {1,2,3}. The comparative structure is illustrated
in Fig. 5.

a: MARKOV-BASED RARITY
The Markov-based method calculates the rarity of a
URL flow using the probabilities of adjacent URL
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transitions observed in normal training sessions. The
number of transitions n(a, b) from URL token a to URL
token b is counted from the U; sequences of Normal
Train, and the conditional transition probability is defined
as follows:

n(a, b)
Zb’ev n(a, b/) )

Here, V is the URL vocabulary constructed from the
Normal Train data. For unobserved transitions, a minimum
probability of € = 107* was applied. This value was
selected through the limited systematic hyperparameter
search described in Section III-C5. The transition-probability
table was selected through 5-fold cross-validation (CV)
using the Normal Train sessions. In each fold, a transition-
probability table was constructed using the sessions in the
training split, and the mean rarity was calculated for the nor-
mal sessions in the validation split using the corresponding
table. Among the five folds, the transition-probability table
constructed from the training split of the fold with the lowest
mean validation rarity was selected as the final Markov rarity
model. The Markov-based rarity p](.l) of session §; is defined
as follows:

P(bla) = (13)

Li—1

> log P(uj 141110)- (14)

(1 _ LS
=1

L P

For sessions containing fewer than two URL tokens,
adjacent URL transitions cannot be defined; therefore, the
Markov-based rarity value is set to 0.
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b: LogBERT-BASED RARITY

The LogBERT-based method treats a URL sequence as a
token sequence and calculates rarity using the loss incurred
when a trained masked language model predicts selected
URL tokens [4]. A vocabulary is constructed from the URL
tokens appearing in Normal Train sessions, and the special
tokens [CLS], [SEP], [MASK], [PAD], and [UNK] are
defined to construct BERT-based input sequences.

During session-feature generation, up to 50 URLs sorted
by request timestamp were stored. The Markov- and
CNN-based methods used up to 50 URL tokens from the
stored sequence. The maximum input length of the LogBERT
extractor used in the final experiment was set to 64. Each
input consisted of a [CLS] token, up to 50 URL tokens, and a
[SEP] token. Thus, up to 52 valid tokens were provided per
session, and the remaining positions were filled with [PAD]
tokens.

During training, 15% of the URL tokens, excluding special
tokens, were selected as MLM prediction targets. Of the
selected tokens, 80% were replaced with the [MASK] token,
10% were replaced with URL tokens randomly selected from
the vocabulary, and the remaining 10% were left unchanged.

The LogBERT model was trained and internally selected
through 5-fold cross-validation using Normal Train sessions.
In each fold, the model was trained for 5 epochs, and the
model state with the lowest validation MLM loss across
epochs was retained as the candidate for that fold. The model
state with the lowest validation MLM loss among the five
folds was then selected as the final LogBERT rarity model.

During inference, deterministic fixed-stride masking was
applied to reduce variation in rarity scores caused by random
masking and to ensure that the same rarity score was
always produced for the same session. The mask stride was
set to mmask = 4. Starting from the first URL token,
positions 1, 5, 9, ... were selected for masking using a
fixed stride. The URL tokens at the selected positions were
simultaneously replaced with the [MASK] token within a
single input sequence. Rather than repeatedly masking every
URL position individually, this method was designed to
evaluate the URL flow throughout the sequence at regular
intervals.

Accordingly, the set of mask positions M; for session S; is
defined as follows:

Mij={me{l,....,L} |m=1 (mod mmn)}. (15)

Here, 17.(Mj) denotes the input sequence obtained by
replacing the URL tokens at all positions included in
M; in URL sequence U; with the [MASK] token. The
LogBERT-based rarity pj(-z) of session S; is defined as the
mean negative log-likelihood of the masked URL tokens:

~(Mj))

1
PP == > logPy (uj’m ‘ 0, (16)
|MJ| meM;
J

Here, u; , is the actual URL token at mask-target position

m, and U J.(M'i ) is the input sequence in which the URL tokens
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at all selected mask positions have been replaced with the
[MASK] token. Pg |ujpn | I7j(Mj)) denotes the probability
assigned by the LogBERT model to the actual URL token
ujm, based on the unmasked URL context in the input
sequence.

c: SELF-SUPERVISED CNN-BASED RARITY

The 1D-CNN-based method is formulated as a self-
supervised learning task that predicts the next URL from a
prefix of the URL sequence. For session §j, the prefix up to
time step [, (u; 1, ..., u;;), is used as input, and the actual
next URL u; ;11 is used as the prediction target. The model is
trained using prefix—next URL pairs generated from normal
training sessions.

The 1D-CNN model takes URL-token embeddings as input
and generates a sequence representation through convolution,
batch normalization, a rectified linear unit (ReLU), dropout,
and adaptive max pooling. A classification layer then
produces a probability distribution over the next URL. The
CNN-based rarity p(.3) of session S; is defined as the mean
negative log probability assigned to the actual next URL:

Li—1

\ 1
p = L1 ; log [Py (141 1 wj,1a) +€]. (A7)

Here, Py(uj 11 | uj 1) is the probability assigned by the
CNN model to the actual next URL token u; 1, based on
prefix u; 1.;. For numerical stability, € = 10~8 was applied.
For sessions containing fewer than two URL tokens, a next-
URL prediction pair cannot be constructed; therefore, the
rarity value was set to 0.

For CNN training, prefix—next URL pairs were generated
from each URL sequence in Normal Train. For a sequence
of length L;, (uj1,...,u;;) was used as the input prefix,
and u;;41 was used as the prediction target for each
I=1,...,L;— 1.

After combining all prefix-next URL samples generated
from all Normal Train sessions into a single training sample
set, 5-fold cross-validation was performed using seed 42. The
model in each fold was trained for up to 10 epochs, and
training was terminated early if the validation cross-entropy
loss failed to improve for two consecutive epochs. The model
state with the lowest validation loss across all folds was
selected as the final CNN rarity model.

5) MODEL TRAINING AND SELECTION
Each candidate pipeline shares the same 29-dimensional
session-level statistical feature vector f; and constructs a 30-
dimensional final input vector x0 by combining it with a
different URL sequence rarity feature pj(-k). The five mutually
separated data subsets and their roles in model fitting,
operating-point determination, and held-out evaluation are
defined in Section III-B.

For each pipeline, the StandardScaler was fitted exclu-
sively on the input vectors from Normal Train and subse-
quently applied, without refitting, to the calibration and test

152609



IEEE Access

S. Jang et al.: TraceLog: Session-Based Anomaly Detection for Web Server Access Logs

Sequence Encoders for Comparison
(Choose One per Run)

Markov-based Rarity Encoder (0}
(Fit-based / Probabilistic)
Transition-Probability-Based Rarity

(Custom URL-Vocab & MLM)

LogBERT-based MLM Rarity Encoder (o)
Contextual URL Prediction Difficulty

(Prefix > Next URL)
Self-Supervised Local-Pattern Learning

‘ Self-Supervised 1D-CNN Rarity Encoder 0

Session URL Sequence

Session URL Sequence

Session URL Sequence

Transition Count

[ URL Vocabulary Tokenization ]

Token Indexing

{ Transition Probability Table ]

Transition Rarity Score

Masked URL Prediction

BERT Encoder

[ Prefix > Next URL Dataset ]

!

[ Embedding + 1D-CNN Encoder ]

[ Markov Rarity Feature (1-dim) ]

[ MLM Loss-based Rarity Score ]

Next URL Prediction

!

[ LogBERT Rarity Feature (1-dim) ]

Next URL Rarity Score

JU—

CNN Rarity Feature (1-dim) ]

Each encoder converts a session URL sequence into a 1-dim rarity feature.

FIGURE 5. Comparative framework for sequence feature extraction.

subsets. The standardized Normal Train inputs were used
to train the corresponding IF /). Labeled attack sessions
were not used to train the URL sequence rarity models, fit
the StandardScalers or IF models, or select sequence-model
hyperparameters.

The hyperparameters of the three URL sequence rarity
models were selected using a limited systematic grid search
conducted exclusively on Normal Train. The search used
all 231,863 Normal Train sessions and a fixed random seed
of 42. For hyperparameter selection, the same session-level
5-fold partitions were used for all three rarity methods. For
each candidate configuration, a model-specific validation
objective was calculated in each fold, and the configuration
with the best mean validation objective across the five folds
was selected. Normal Calibration and all labeled attack
and evaluation data were excluded from hyperparameter
selection.

The method-specific search spaces, validation objectives,
selected hyperparameters, and fixed model settings are
summarized in Table 3.

After hyperparameter selection, final model-state selection
followed the method-specific procedures summarized in
Table 3. Markov and LogBERT used session-level 5-fold
splits, whereas the final CNN used 5-fold splits over pooled
prefix—next URL samples. No separate retraining on the
entire Normal Train set was performed after final model-state
selection.

The common downstream anomaly detector was an IF
with 200 estimators, automatic contamination, a random seed
of 42, and parallel execution over all available CPU cores
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(n_jobs=-1). All remaining parameters were left at the
default values of scikit-learn 1.7.2.

6) ANOMALY SCORE ESTIMATION AND THRESHOLD
CALIBRATION

The I® trained in Section III-C5 calculates an anomaly
score for each standardized session input vector %X Let the
decision function of /®) be denoted by g*)(:). To ensure
that a larger anomaly score indicates a greater degree of
anomalousness, the sign is inverted, and aj(- ) is defined as

® _ k) (~h)
¥ = —¢ (xj ) (18)

Here, al(.k) denotes the anomaly score assigned to session S;
by the k-th candidate pipeline. Because the three pipelines use
different URL sequence rarity features, their anomaly-score
distributions and corresponding operating thresholds are
determined independently.

Let Df:va] and D?al denote the Normal Calibration and

LLM Synthetic Attack Calibration sets, respectively. Their
anomaly-score sets for the k-th pipeline are defined as

k k
A%y =15 DY) (19)
and
k k
AG =] 15 e D). 20)

The primary operating point was defined independently
of attack labels using only the Normal Calibration score
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TABLE 3. Model configurations and limited hyperparameter-search settings.

Configuration Markov LogBERT Self-supervised 1D-CNN
Input sequence Up to 50 URL tokens Up to 50 URL tokens with [CLS] and Up to 50 URL tokens
[SEP]; padded to a maximum input length
of 64
Vocabulary URL transition states constructed from 138,674 tokens including five special tokens 138,671 tokens including <PAD> and

Model structure

Learning objective

Optimizer
Learning rate
Batch size
Training epochs
Hyperparameter
space
Hyperparameter-selection
Ccv
Hyperparameter-selection
objective

Selected searched values

search

Final model training / selec-
tion

Normal Train

First-order URL transition-probability
table

Empirical estimation of adjacent-URL
transition probabilities

Unobserved  transition
{107%,107°,107°}
5-fold, session-level

probability:

Minimum 5-fold mean normal-validation
rarity
Unobserved transition probability 104

5-fold, session-level; retain the transition

Hidden size 64, 3 Transformer layers, 4 at-
tention heads, intermediate size 128, and
maximum position embeddings 128

Masked language modeling

AdamW

1x1073

32

5

Transformer layers: {1,2,3}; learning
rate: {5 x 10741 x 1072,2 x 1073}
5-fold, session-level

Minimum 5-fold mean deterministic MLM
validation loss

3 Transformer layers; learning rate 1 X
1073

5-fold, session-level; retain the model state
with the lowest validation MLM loss

<UNK>

Embedding size 32, 64 convolution filters,
kernel size 7, padding 3, batch normaliza-
tion, ReLU, dropout 0.2, and adaptive max
pooling

Next-URL cross-entropy prediction

Adam

1x1073

64

Upto 10

Kernel size: {3, 5, 7}; convolution filters:
{16, 32,64}

5-fold, session-level

Minimum 5-fold mean next-URL validation
cross-entropy loss
Kernel size 7; 64 convolution filters

5-fold, prefix—next URL sample-level; re-
tain the model state with the lowest valida-

table with the lowest validation rarity

tion cross-entropy loss; early-stopping pa-

tience of 2
Rarity calculation setting Unobserved transition probability of Training mask probability of 0.15 with Probability stabilization constant € =
1074 an 80/10/10 replacement policy; evaluation 10~ 8
mask stride of 4
Random seed 42 42 42

distribution. For the k-th candidate pipeline, the primary
threshold was set to the empirical 99th percentile of Ag;; N

k
7 = 0os (A% ) @

where Qpo9(-) denotes the empirical 99th-percentile oper-
ator. This threshold corresponds to a nominal 1% upper-
tail false-positive budget on Normal Calibration and was
used as the primary operating point throughout the main
evaluation.

For complementary analysis, two attack-label-dependent
operating points were also determined using the calibration
subsets. First, the auxiliary FN=0 threshold was defined as
the largest threshold that detected every session in LLM
Synthetic Attack Calibration. Under the decision rule that
sessions with anomaly scores greater than or equal to the
threshold are classified as Alerts, this threshold is

o™ = minA%) . (22)

Second, the auxiliary F>-max operating point was selected
by maximizing the F-score over the thresholds evaluated on
the calibration subsets:

1,52 € arg max FP (), (23)

. 2,ca
reT®

cal

where ’Zéﬁ) denotes the set of candidate thresholds evaluated
using Normal Calibration and LLM Synthetic Attack Cali-
bration, with synthetic attack sessions treated as the positive

class.
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For operating point p € {P99, FNO, F2}, the session-level
decision rule is

e (k) p
~(k.p) Alert, ifa;” > 1,
yi= W _ p (24)

Normal, ifaj <T.

The three operating points were determined independently
for each candidate pipeline because the corresponding
anomaly-score distributions differ across the three URL
sequence rarity representations. The P99 threshold was desig-
nated as the primary operating point because it is determined
entirely from normal calibration data and therefore does not
require attack labels. FN=0 and F;-max were retained as
auxiliary operating points to show the trade-off obtained
when labeled attack-calibration information is incorporated
into threshold selection. After determination, all thresholds
were frozen before evaluation on Normal Test and LLM
Synthetic Attack Test; neither held-out test subset was
used for operating-point selection or subsequent threshold
adjustment. Fig. 6 summarizes the primary P99 calibration
and session-level decision procedure.

D. LLM-BASED ATTACK INTERPRETATION

The Alert sessions identified in the stage are associated with
anomaly scores and session-level feature values. However,
these numerical outputs alone do not provide sufficient
information for security analysts to interpret why a session
was classified as anomalous. Therefore, this section presents
an optional LLM-based attack interpretation module that
combines feature attribution with locally sanitized request
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Is a;” > Tpgy ?

Primary threshold source

P99 is derived exclusively
from Normal Calibration.
Attack labels are not used.

Frozen operating threshold

The P99 threshold is fixed before
held-out evaluation and applied
without test-dependent recalibration.

Auxiliary FN=0 and F2-max operating points
use labeled calibration data and are selected separately.

FIGURE 6. Primary P99 threshold calibration and session-level decision process.

evidence and natural-language explanation. Before any
external application programming interface (API) invocation,
the evidence is processed by a local privacy-filtering and data-
minimization stage. The proposed module does not replace
the anomaly detection model and does not participate in the
Alert decision; it transforms only the sanitized quantitative
and request evidence into a human-interpretable security
explanation. The core anomaly detection pipeline remains
operational without the LLM module.

Specifically, feature attribution is first computed for
each Alert session to identify the features with the largest
contributions to the anomaly score. The resulting evi-
dence is processed by the local privacy-filtering and data-
minimization stage, organized into a sanitized evidence
summary, and optionally provided as input to an LLM.
Based only on the sanitized evidence summary, the LLM
generates a structured attack interpretation. As a result,
security analysts can examine the anomaly score, the most
influential features, the locally retained request flow, the
privacy-filtered evidence supplied to the LLM, the potential
attack type, and recommended follow-up actions.
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For quantitative evaluation, the LLM interpretation module
was applied to all sessions classified as Alerts by the
CNN-based pipeline at the frozen primary P99 operating
point. The resulting evaluation pool comprised 869 Alerts:
382 true-positive attack sessions from LLM Synthetic Attack
Test and 487 false-positive sessions from Normal Test. The
external LLM received only the locally sanitized evidence
summary described below. The detector decision, anomaly
score, and operating threshold were included only as contex-
tual metadata, whereas cohort membership and ground-truth
attack labels were not supplied to the LLM. The quantitative
experiments used gemma-4-26b-adb-it through the
Gemini API with a temperature of 0.2 and the same fixed
prompt and output schema for all evaluated cases.

For the 382 true-positive attack Alerts, the primary
attack-type output was compared with the six predefined
synthetic-attack labels: scanner-like probing, SQL injection,
administrator/login brute-force, mixed low-and-slow, path
traversal, and XSS. The permitted output ontology addition-
ally included Normal and Unknown so that the LLM was
not forced to assign one of the six attack categories when the
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LOCAL ALERT-LEVEL INPUTS
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/Uncertainty R
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FIGURE 7. Architecture of the optional LLM-based attack interpretation module.

supplied evidence was insufficient. Conditional attack-type
classification accuracy was calculated over all 382 true-
positive Alerts, and a confusion matrix was constructed
between the six ground-truth attack categories and the eight
permitted output categories. For the 487 normal-session false-
positive Alerts, the proportion for which the LLM returned
Unknown was evaluated separately as an abstention-related
measure; these sessions were not assigned synthetic attack
ground-truth labels.

Explanation faithfulness was evaluated on a fixed 100-case
subset of the 869 Alert pool. The subset comprised 48 attack
true positives and 52 normal false positives. The 48 attack
cases were balanced across the six attack categories, with
eight cases per category and four Clear and four Moderate
cases within each category. Two human raters independently
reviewed the same 100 generated explanations against the
sanitized evidence supplied to the LLM. Each rater recorded
a binary judgment of whether the explanation was fully
faithful to the supplied evidence and separately counted
the total number of factual statements and the number
of factual statements not supported by that evidence. The
unsupported-statement rate was calculated for each rater as
the number of unsupported factual statements divided by the
total number of factual statements. Agreement between the
two binary faithfulness judgments was summarized using raw
agreement and Cohen’s «.

Run-to-run consistency was evaluated on a separate fixed
subset of 30 Alerts comprising 18 attack true positives and
12 normal false positives; the attack subset contained three
cases from each of the six attack categories. Each case was
generated five times using the same sanitized input, model,
temperature, prompt, and output schema. Consistency was
summarized using the proportion of cases with identical
attack-type outputs in all five generations, the proportion with
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agreement in at least four of five generations, pooled pairwise
agreement among the five outputs, and the agreement of
generations 2-5 with the first generation. Fig. 7 summarizes
the architecture and evidence flow of the optional LLM-based
interpretation module.

1) FEATURE ATTRIBUTION

To interpret anomaly detection results at the feature level,
local feature attribution is performed using SHAP. In this
study, SHAP is applied to explain the anomaly score defined
in Eq. (18). Let g(k)(-) denote the decision_function
of the IF in the k-th pipeline. The target function explained
by SHAP is defined as

WO ®=-"®.

Thus, h(k)()?;k)) = a](.k), where a larger value indicates that
the corresponding session deviates further from the normal
baseline.

Let 7 = {1, ..., D} denote the set of all input features,
where D = 30, and let ¢;2 represent the SHAP value of
the d-th feature for session S;. Based on the Shapley value
formulation in cooperative game theory, the SHAP value is
defined as

2

SCF\)
x [uj"[; (SUd)) — v (S)] .

(25)

S|t (D —|S|— D!
D!

(k) _
b =

(26)

Here, S denotes a subset of features excluding feature
d, B is the background set used for SHAP estimation,
and v;%(S) represents the coalition value, i.e., the expected
anomaly score obtained by fixing the feature values in S
while integrating out the remaining features with respect to
the background set.
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The SHAP values computed by Kernel SHAP approxi-
mately satisfy the following additive property:

D

k k k

a’ ~dos+D 4 D=30. @)
d=1

where ¢(()k23 is the expected anomaly score over the back-

ground set, and qb;’kd) quantifies the contribution of the d-th
feature of session S; to the anomaly score.

Since the anomaly score in this study is defined such
that larger values indicate higher abnormality, a posi-
tive SHAP value qﬁ}f‘; > 0 indicates that the corre-
sponding feature increases the anomaly score, whereas
qb;f(d) < 0 indicates that the feature decreases the

anomaly score. The absolute SHAP value, ‘d)j(kd) , represents
the magnitude of the feature contribution regardless of
its direction.

Kernel SHAP was applied to the standardized
30-dimensional model input. For the final held-out quan-
titative evaluation, a fixed background set of 20 instances
was randomly sampled from the standardized Normal Train
matrix of 231,863 sessions using a fixed random seed of 42.
The same background set was used to explain all 869 CNN
P99 Alerts, and Kernel SHAP estimation was performed
using nsamples=100.

For dashboard visualization and LLM-based interpre-
tation, only the top K = 8 features with the largest
absolute SHAP values are selected. The top feature set is
defined as

T® = TopK e 5 (‘¢](’3 ) . K=8 (29

The selected top SHAP features are not limited to
features that contribute positively to the anomaly score;
they include both positive and negative contributions with
the largest absolute magnitudes. For interpretation, both the
signed SHAP value and its absolute magnitude are retained,
while feature values are reported in their original scale
before standardization to improve interpretability. The SHAP
computation itself is performed in the standardized feature
space used by the anomaly detection model.

2) ATTACK EXPLANATION USING LLM
Although SHAP provides quantitative feature-level evidence,
it does not explicitly describe how these features relate to
the request sequence or how they can be interpreted in terms
of potential web attacks. To address this limitation while
limiting the disclosure of log data, TraceLog constructs a
privacy-filtered evidence summary only for sessions already
classified as Alerts. The complete access-log corpus, the
normal-baseline data, and the model-training data are not
transmitted to the LLM.

For an Alert session §j, the locally retained ses-
sion metadata M; and chronological request sequence
R; are transformed before prompt construction
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as follows:
M; = Py (M)),
R; = Pgr(R)),
g™ = i1 & 7). (29)

where Py (-) and Pgr(-) denote the locally executed metadata-
and request-sanitization functions, respectively. The sanitized
metadata 1\7[] contains the anomaly score, applied threshold,
number of requests, selected aggregate session statistics,
and a pseudonymous Alert identifier. Raw IP addresses and
original session identifiers are excluded. Exact timestamps
are replaced with request order or relative elapsed time, and
detailed User-Agent strings are omitted or generalized to a
browser or automated-tool family.

The sanitized request evidence I~€j contains only the HTTP
method, normalized URL path, privacy-filtered query pattern,
status code, and request order required to interpret the
Alert. Query-parameter values that contain or may reveal
personal identifiers, credentials, session tokens, API keys,
or other authentication information are removed or replaced
with [REDACTED]. Attack-relevant structural patterns are
retained in masked form only when they are required to
interpret the Alert. Cookies, authorization values, and other
authentication fields are not included in the external-LLM
payload.

The Top-K SHAP set ’];(k) contains only the selected
feature names, aggregate feature values, signed SHAP values,
and contribution directions. Consequently, the external LLM
receives the minimized per-Alert evidence summary EM™,
rather than raw log records. Raw logs and direct identifiers
remain within the local service boundary.

The sanitized evidence summary is inserted into a pre-
defined prompt template. The prompt instructs the LLM to
use only the supplied evidence, not to infer user identities or
reconstruct redacted values, and to output Unknown when
the evidence is insufficient to support an attack category.
The prompt also states that the Alert decision has already
been made by the anomaly detection model and must not be
modified or reclassified by the LLM.

The LLM output is restricted to a structured analysis report
containing a possible attack type, the evidence supporting
the interpretation, the uncertainty of the interpretation, and
recommended follow-up actions. The generated output is
auxiliary information for operator review and is not used for
automated blocking or anomaly classification.

IV. EXPERIMENTS AND RESULTS

Offline experiments evaluated the three candidate TraceLog
pipelines on the internal benchmark and further examined
feature ablation, external validation, sessionization sensitiv-
ity, statistical significance, computational performance, and
the optional LLM interpretation module. Unless otherwise
stated, the primary internal evaluation used 49,686 Normal
Test sessions and 450 held-out LLM Synthetic Attack Test
sessions at pipeline-specific P99 thresholds determined from
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Normal Calibration and frozen before evaluation; FN=0 and
F>-max were reported only as auxiliary operating points.

A. EXPERIMENTAL SETUP

The data partitioning, model training, hyperparameter selec-
tion, threshold calibration, and held-out evaluation followed
the procedures described in Section III.

Model training and performance evaluation were con-
ducted on an HPE DL380 Genll compute node in the
high-performance computing (HPC) environment of Kumoh
National Institute of Technology. The compute node was
equipped with an Intel Xeon Gold 6430 central processing
unit (CPU) and an NVIDIA H100 NVL graphics processing
unit (GPU). Rocky Linux 8.9 was used as the operating
system, and the software environment comprised Python
3.10.3, PyTorch 2.5.1, the NVIDIA Compute Unified Device
Architecture (CUDA) runtime 12.1, NumPy 2.2.6, pandas
2.3.3, scikit-learn 1.7.2, and Transformers 5.4.0.

The end-to-end performance benchmark was conducted as
a CPU-only job in the institutional HPC environment with
eight CPU threads and CUDA disabled. It evaluated the final
CNN-based pipeline at the frozen primary P99 operating
point, with the local detection core and optional post-Alert
processing measured separately as detailed in Section IV-K.

B. EVALUATION METRICS

Anomaly detection performance was evaluated using Recall,
the false negative (FN) count, Precision, the false-positive
rate (FPR), Fi-score, F»-score, the area under the receiver
operating characteristic (ROC) curve (AUC-ROC), and aver-
age precision (AP). Recall, Precision, FPR, F|, and F, were
used to characterize threshold-dependent performance, while
AUC-ROC and AP summarized threshold-independent score
separation.

Precision denotes the proportion of sessions classified
as Alerts that are actual attack sessions, whereas Recall
denotes the proportion of all attack sessions that are correctly
detected as Alerts. The F-score is the harmonic mean of
Precision and Recall, whereas the F>-score assigns greater
weight to Recall. FPR denotes the proportion of normal
sessions incorrectly classified as Alerts. Because excessive
false positives can increase the analytical burden on operators
in operational security-monitoring environments, FPR is an
important operational metric. AUC-ROC and AP were used
as auxiliary metrics for examining the overall separation
performance of anomaly scores without depending on a
single threshold. Computational performance was character-
ized using local-core latency and throughput, sampled peak
resident memory, Alert-only SHAP latency, local sanitization
and prompt-construction latency, and external-LLM API
round-trip time, as described in Section I'V-K.

The confusion matrix consists of true positives (TPs), false
positives (FPs), true negatives (TNs), and false negatives
(FNs). In this study, TP denotes an attack session correctly
classified as Alert, FP denotes a normal session incorrectly
classified as Alert, TN denotes a normal session correctly

VOLUME 14, 2026

classified as Normal, and FN denotes an attack session
incorrectly classified as Normal. The primary evaluation
metrics are defined as follows:

TP

Precision = ————, (30
TP + FP
TP
Recall = ——, 3
TP + FN
2 x Precision x Recall
Fy = ) (32)

Precision + Recall
5 x Precision x Recall

F, = , 33
2 4 x Precision + Recall (33)
FP
FPR = ————. (34)
FP + TN

The ROC curve consists of the pairs (FPR(t), TPR(7))
obtained by varying all possible thresholds for the anomaly
score, where the true-positive rate (TPR) at threshold t,
TPR(7), is equivalent to Recall. AUC-ROC is defined as
the area under the ROC curve and was used to evaluate
the separation performance of anomaly scores between
normal and attack sessions without depending on a single
threshold [22].

AP is calculated by weighting each increase in recall
obtained as the anomaly-score threshold is varied by the pre-
cision at that point, thereby summarizing the precision—recall
relationship in a single value [23]. In this study, AP was
calculated using the average_precision_score func-
tion in scikit-learn. AP was used together with AUC-ROC
to evaluate separation performance for the positive class in
a class-imbalanced environment in which the proportion of
attack sessions was low [24].

C. THRESHOLD CALIBRATION AND OPERATING-POINT
SELECTION

Following the procedure described in Section III-C6, the
pipeline-specific P99, FN=0, and F>-max thresholds were
determined from their corresponding calibration subsets
and frozen before held-out evaluation. The resulting P99
thresholds were 0.109681, 0.096927, and 0.099944 for the
Markov-, LogBERT-, and CNN-based pipelines, respectively.
P99 was used for the primary comparison, whereas FN=0
and F>-max were retained as auxiliary attack-label-dependent
operating points. The corresponding held-out anomaly-score
distributions and P99 thresholds are shown in Fig. 8.

D. OVERALL DETECTION PERFORMANCE
At P99, the CNN-based pipeline achieved the highest Recall
(0.8489) and Fj-score (0.7156), with an FPR of 0.0098;
the corresponding Recall and FPR values were 0.8400 and
0.0101 for Markov and 0.8022 and 0.0101 for LogBERT,
respectively. CNN also achieved the highest AUC-ROC
(0.9960) and AP (0.7415). Complete P99 results, including
FN, FP, Precision, and F, are reported in Table 4.

Panel B of Table 4 confirms that the predefined Clear
and Moderate conditions produced measurably different
evidence densities in the realized benchmark. Clear sessions
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FIGURE 8. Anomaly-score distributions of the three candidate pipelines at the primary P99 operating point.

TABLE 4. Internal synthetic benchmark characterization and held-out detection performance.

Panel A. Held-out detection performance across operating points

Pipeline Operating point Threshold AUC-ROC AP  Recall FN FP Precision FPR Fq Fa

Markov +IF ~ FN=0 0.063987  0.9954  0.7020 1.0000 O 1,893 0.1921 0.0381 0.3222 0.5431
Markov +IF P99 0.109681 0.9954  0.7020 0.8400 72 500  0.4305 0.0101 0.5693 0.7058
Markov + IF Fa-max 0.122898  0.9954  0.7020 0.7800 99 259  0.5754 0.0052 0.6623 0.7282
LogBERT +IF FN=0 0.027028  0.9937  0.6506 1.0000 0 3,096 0.1269 0.0623 0.2253 0.4210
LogBERT +IF P99 0.096927  0.9937  0.6506 0.8022 89 501 0.4188 0.0101 0.5503 0.6781
LogBERT +IF F3-max 0.106115  0.9937  0.6506 0.7644 106 316  0.5212 0.0064 0.6198 0.6992
CNN +IF FN=0 0.053102  0.9960  0.7415 1.0000 0 1,999 0.1837 0.0402 0.3105 0.5295
CNN +IF P99 0.099944  0.9960 0.7415 0.8489 68 487  0.4396 0.0098 0.5792 0.7156
CNN + IF Fy-max 0.118177  0.9960  0.7415 0.7822 98 206  0.6308 0.0041 0.6984 0.7464

Panel B. Realized Clear and Moderate benchmark characteristics, median [Q1-Q3]

Metric

Clear (n = 500)

Moderate (n = 400)

Requests per session

Suspicious keyword count
Suspicious-keyword evidence per request
Security evidence sum

Security evidence per request

14.000 [11.000-25.000] 11.000 [9.000-17.000]
13.000 [0.000-18.000]
1.172 [0.000-1.455]
18.500 [14.000-35.250]
1.500 [1.153-1.833]

7.000 [1.000-10.000]
0.809 [0.062-1.129]
12.000 [8.000-24.000]
1.222 [0.797-1.656]

Values in Panel B are median [Q1-Q3], where Q1 and Q3 denote the 25th and 75th percentiles, respectively. “Evidence per request” denotes the density of security-related
evidence captured by the feature extractor and should not be interpreted as the fraction of requests with attack ground-truth labels.

generally contained more requests and denser security-
related evidence, whereas Moderate sessions contained fewer
requests and lower evidence density. Nevertheless, as shown
below, this descriptive difficulty distinction had only a small
effect on aggregate P99 Recall; the observed variation in
P99 Recall was larger across attack categories, particularly
for path traversal and XSS, than between the Clear and
Moderate subsets. The auxiliary operating points further
illustrate the recall-false-positive trade-off. FN=0 achieved
a Recall of 1.0000 for all three pipelines but increased
held-out FPR to 0.0381-0.0623, whereas F»>-max reduced
FPR to 0.0041-0.0064 with a Recall of 0.7644-0.7822. CNN
achieved the highest F>-score at this auxiliary operating point
(0.7464); the complete operating-point results are reported
in Table 4.

Performance at P99 also varied across attack categories.
For the CNN-based pipeline, Recall remained 1.0000 for
administrator/login brute-force, mixed low-and-slow, and
scanner-like probing, and was 0.9620 for SQL injection.
Lower Recall was observed for path traversal (0.5606)
and XSS (0.4783). Markov showed a similar pattern, with
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Recall values of 1.0000 for administrator/login brute-force,
mixed low-and-slow, and scanner-like probing, 0.9620 for
SQL injection, 0.5303 for path traversal, and 0.4493 for
XSS. LogBERT achieved 1.0000 for administrator/login
brute-force, mixed low-and-slow, and scanner-like probing,
0.9494 for SQL injection, 0.3333 for path traversal, and
0.4058 for XSS.

The Clear and Moderate subsets showed similar aggregate
behavior at P99. CNN achieved Recall values of approx-
imately 0.848 and 0.850 on Clear and Moderate sessions,
respectively; the corresponding values were 0.840 and
0.840 for Markov and 0.792 and 0.815 for LogBERT. Thus,
the principal variation in held-out detection at the primary
operating point was associated more strongly with attack
category than with the predefined Clear/Moderate distinction,
with path-traversal and XSS sessions accounting for most of
the missed attacks.

E. FEATURE ABLATION ANALYSIS
To examine the contributions of the three feature
groups defined in Section III-C3, we conducted a
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TABLE 5. Feature-ablation results on the internal benchmark and Org Y.

Dataset  Configuration AUC-ROC AP P99 Recall P99 F5 Fs-max Fo

Internal  Gg 0.9592 0.1296 0.2511 0.2356 0.3659

Internal ~ Gg 0.9997 0.9640 1.0000 0.8007 0.9481

Internal Gy 0.9336 0.1990 0.3444 0.3209 0.3233

Internal  Gg + Gg 0.9938 0.6171 0.7911 0.6730 0.6710

Internal  Gs + Gy 0.9565 0.1024 0.0667 0.0654 0.3555

Internal  Gr + Gu 0.9998 0.9803 1.0000 0.7965 0.9453

Internal  Gs + Gr + Gy (Full) 0.9960 0.7415 0.8489 0.7156 0.7464

OrgY Gs 0.8009 0.5932 0.1549 0.1848 0.6024

OrgY Gg 0.8945 0.7289 0.3816 0.4320 0.6917

OrgY Gy 0.7484 0.3575 0.0263 0.0321 0.5941

OrgY Gs + Gg 0.8330 0.6950 0.3650 0.4146 0.7145

OorgY Gs+ Gy 0.8064 0.6058 0.1680 0.1999 0.6035

OrgY Gr+Gu 0.8725 0.6937 0.3505 0.3997 0.6659

OrgY  Gs + G + Gy (Full) 0.8361 0.6938 0.3526 0.4016 0.7098

TABLE 6. CNN-based external validation on Org Y.

Protocol ~ Operating point Threshold Precision Recall ~FPR Fq Fa AUC-ROC AP
Zero-shot Internal FN=0  0.053102  0.5755 0.7955 0.1718 0.6679 0.7390  0.8637 0.6496
Rebuilt FN=0 -0.184174  0.2266  1.0000 0.9991 0.3695 0.5943  0.8361 0.6938
Rebuilt P99 0.121528  0.9040 0.3526 0.0110 0.5073 0.4016  0.8361 0.6938
Rebuilt F2-max -0.125701  0.4663  0.8165 0.2736 0.5936 0.7098  0.8361 0.6938

seven-configuration ablation analysis using Gs, Ggr, Gy,
Gs + Gg, Gs + Gy, Ggr + Gy, and Gs + Gg + Gy. Table 5
summarizes the results on both the internal benchmark and
Org Y. The CNN-based URL sequence rarity feature was
used for Gy. For each configuration, the StandardScaler
and IF were fitted using the corresponding normal-training
features, while the primary P99 operating threshold was
determined exclusively from the corresponding Normal
Calibration anomaly-score distribution and frozen before
held-out evaluation. The auxiliary F>-max operating point
was also evaluated to characterize the feature-group behavior
under an attack-label-dependent calibration criterion.

On the internal benchmark, the security-rule-derived
configurations showed particularly strong performance; how-
ever, this result must be interpreted in light of the structural
relationship between the internal normal-data refinement
rules and the security-rule-derived features described in
Section III-B2. Adding CNN-based URL sequence rarity
to the Gg + Gpg baseline provided a modest improve-
ment, increasing AP from 0.6171 to 0.7415, P99 Recall
from 0.7911 to 0.8489, and the P99 Fj)-score from
0.6730 to 0.7156.

This improvement was not reproduced on Org Y. Adding
URL rarity to Gs + Gg changed AP from 0.6950 to 0.6938,
P99 Recall from 0.3650 to 0.3526, and the P99 F,-score
from 0.4146 to 0.4016. The general session/statistical feature
group also behaved differently across the two datasets:
adding Gs to Gg + Gy reduced the auxiliary F,-max
performance internally but improved it on Org Y. Thus,
no single configuration dominated all reported metrics
across both datasets, and the incremental contribution of
URL sequence rarity is best characterized as modest and
dataset-dependent.
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F. EXTERNAL VALIDATION

To evaluate cross-service behavior beyond the controlled
internal synthetic benchmark, we applied the CNN-based
TraceLog pipeline to the independent Org Y dataset described
in Section III-B4. The held-out evaluation comprised 10,124
Normal Test sessions and 2,964 dataset-provider-defined
Attack Test sessions, whose labels were derived indepen-
dently of the TraceLog rules used for internal normal-data
refinement.

Using the two protocols defined in Section III-B4, Table 6
shows that strict zero-shot transfer produced substantially
higher false-positive behavior despite retaining consider-
able attack sensitivity, whereas service-specific rebuilding
restored a low-FPR regime at the P99 threshold calibrated on
Org Y but produced substantially lower Recall than on the
internal benchmark.

The auxiliary operating points further exposed the recall—
false-positive trade-off: forcing FN=0 caused nearly all
held-out normal sessions to be flagged, whereas the
F>-max operating point increased Recall at the cost of a
much higher FPR than P99. Thus, neither direct transfer nor
service-specific rebuilding reproduced the internal bench-
mark behavior unchanged. Although zero-shot AUC-ROC
was numerically higher than rebuilt AUC-ROC, possible
effects of heterogeneous Org Y log sources were not
evaluated separately and are not treated as a confirmed
explanation. Overall, the results demonstrate substantial
cross-service distribution shift.

G. SENSITIVITY TO SESSION INACTIVITY TIMEOUT

To evaluate the sensitivity of TraceLog to the session
inactivity timeout, we re-sessionized the complete public
access log of 10,365,152 requests using inactivity timeouts
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TABLE 7. CNN-based sensitivity to session inactivity timeout.

Timeout  Reconstructed sessions ~ Normal Test FP FPR  Source-session Recall
10 min 399,252 55,567 177 0.0032 0.8489
15 min 382,814 53,220 215 0.0040 0.8489
30 min 357,825 49,686 487  0.0098 0.8489
60 min 336,465 46,652 1,085 0.0233 0.8489

TABLE 8. CNN-based sensitivity to client-key grouping.

Client key Reconstructed sessions Normal Test ~ FP

FPR  Derived attack sessions ~ Source-session Recall

IP+UA 357,825 49,686 487
IP-only 337,979 46,823 448
UA-only 141,717 19,722 448

0.0098 450 0.8489
0.0096 450 0.8489
0.0227 438 0.8556

of 10, 15, 30, and 60 min. The analysis was restricted
to the CNN-based pipeline and the primary P99 operating
policy, following the final evaluation protocol. The resulting
numbers of reconstructed sessions were 399,252, 382,814,
357,825, and 336,465 for the 10-, 15-, 30-, and 60-min
settings, respectively.

For each timeout condition, normal-data refinement and
session-level partitioning were performed separately. The
CNN rarity extractor was trained using the corresponding
Normal Train subset, and a condition-specific Standard-
Scaler and IF were subsequently fitted using the resulting
30-dimensional training inputs. The operating threshold was
then determined independently as the 99th percentile of the
corresponding Normal Calibration anomaly-score distribu-
tion. Thus, this experiment evaluates the complete CNN-
based TraceLog configuration adapted to each sessionization
policy rather than applying a single model and numerical
threshold unchanged across different session definitions.

The held-out normal-test sizes were 55,567, 53,220,
49,686, and 46,652 sessions for inactivity timeouts of 10,
15, 30, and 60 min, respectively. The corresponding numbers
of false positives were 177, 215, 487, and 1,085, yielding
held-out FPRs of 0.0032, 0.0040, 0.0098, and 0.0233. The
30-min configuration reproduced the primary CNN result
reported in Section IV-D, with 487 false positives among
49,686 Normal Test sessions.

Attack-side evaluation used the same 450 source synthetic
attack sessions for all four timeout settings. The source-
session-weighted Recall remained 0.8489 (382/450) for the
10-, 15-, 30-, and 60-min conditions. Therefore, within the
present controlled attack benchmark, varying the inactivity
timeout did not change the number of source attack sessions
detected by the condition-specific CNN pipelines. This result
should not be interpreted as evidence that attack detection
is generally invariant to session boundaries, because the
synthetic benchmark does not cover arbitrary attack flows
whose semantic boundaries may change substantially under
alternative timeout settings. The timeout-sensitivity results
are summarized in Table 7.

Normal-session behavior was more sensitive to the timeout
setting than source-session Recall: longer timeouts produced
fewer reconstructed sessions and higher held-out FPR. Thus,
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the inactivity timeout materially affects both the evaluated
session population and false-positive behavior.

H. CLIENT-KEY GROUPING STRESS TEST

To evaluate sensitivity to the client-key definition indepen-
dently of the inactivity timeout, we fixed the inactivity
timeout at 30 min and reconstructed the complete public
access log using three grouping keys: IP address plus a User-
Agent (UA) string (IP4-UA), IP address only (IP-only), and
UA only (UA-only). The resulting numbers of reconstructed
sessions were 357,825, 337,979, and 141,717 for IP+UA,
IP-only, and UA-only, respectively.

Following the same CNN-based, condition-specific
rebuilding protocol and primary P99 operating policy used in
Section IV-G, each client-key condition was independently
refitted and assigned a P99 threshold from its own Normal
Calibration subset before held-out evaluation.

Under the baseline IP+UA condition, the held-out
Normal Test set contained 49,686 sessions and produced
487 false positives, corresponding to an FPR of 0.0098. The
IP-only condition produced 46,823 held-out normal sessions,
of which 448 were classified as Alerts, yielding an FPR
of 0.0096. The UA-only condition produced 19,722 held-
out normal sessions and also yielded 448 false positives;
because of the substantially smaller denominator, its FPR
increased to 0.0227. These results indicate that removing
User-Agent information while retaining IP produced normal-
traffic false-positive behavior close to the baseline, whereas
grouping by User-Agent alone resulted in substantially
greater aggregation and a higher false-positive rate. The
results across the three client-key definitions are summarized
in Table 8.

Attack-side behavior was evaluated using source-session-
weighted Recall with the denominator preserved at the
original 450 synthetic attack sessions. The baseline [P+UA
and IP-only conditions both detected 382 of the 450 source
attack sessions, corresponding to a Recall of 0.8489.
Under UA-only grouping, the 450 source sessions were
reconstructed into 438 derived sessions because requests
sharing User-Agent values could be merged; source-session-
weighted evaluation detected 385 of the 450 source sessions,
corresponding to a Recall of 0.8556. The small numerical
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TABLE 9. Pairwise McNemar test results with Holm correction.

Comparison nip N1 x> Raw p-value  Holm-adjusted p-value
Markov—-LogBERT 100 82 1.5879 0.207625 0.330654
Markov—CNN 58 75 1.9248 0.165327 0.330654
LogBERT-CNN 59 94 7.5556 0.005983 0.017948
TABLE 10. Pairwise DeLong test results with Holm correction.
Comparison AUC Difference z Raw p-value Holm-adjusted p-value
Markov-LogBERT 0.001768 103991  2.504 x 10—2° 5.007 x 10—2°
Markov-CNN -0.000593 9.7189  2.505 x 10722 2.505 x 10722
LogBERT-CNN -0.002362 -12.3856  3.128 x 10735 9.384 x 1073

increase in Recall under UA-only should not be interpreted
as evidence that UA-only grouping improves attack detection,
because the grouping policy substantially changes the session
boundaries and merges activity originating from distinct
source sessions.

The UA-only result indicates substantial over-aggregation
among requests sharing common User-Agent strings.
Accordingly, IP4-UA is retained as the baseline client-key
definition because it was used in the main experiments,
not because this stress test establishes it as universally
optimal. This stress test isolates sensitivity to the grouping
key available in the present logs; it does not reproduce
controlled NAT collisions, recover ground-truth user identity,
or simulate adversarial User-Agent spoofing or rotation. Such
identity-grounded scenarios require additional identifiers or
controlled experimental data and are therefore treated as
limitations rather than inferred from the present grouping
experiment.

I. COMPARISON OF URL SEQUENCE RARITY METHODS
Although the three candidate pipelines share the same
29-dimensional session-level feature vector, StandardScaler-
based preprocessing, and IF-based downstream detector, they
differ in their URL sequence rarity representations as well as
in their model-specific training objectives, model-state selec-
tion procedures, and inference mechanisms. Accordingly, the
observed differences are interpreted at the complete-pipeline
level rather than as the isolated causal effect of the rarity
representation alone.

Based on the predefined primary P99 comparison sum-
marized in Table 4, the CNN-based pipeline was retained
for the subsequent final-pipeline analyses. This selection
is specific to the present data and evaluation protocol and
does not establish universal superiority of the CNN rarity
representation.

J. STATISTICAL SIGNIFICANCE ANALYSIS

To compare classification errors between pipelines at their
primary P99 operating points, the McNemar test was applied
to paired classification outcomes for the same 50,136 held-
out sessions, comprising 49,686 sessions from Normal Test
and 450 sessions from LLM Synthetic Attack Test [25]. The
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test statistic was calculated using the continuity-corrected
chi-square approximation with one degree of freedom. Here,
nio denotes the number of sessions correctly classified by
the first pipeline but misclassified by the second pipeline,
whereas ng; denotes the number of sessions misclassified
by the first pipeline but correctly classified by the second
pipeline. The Holm procedure was applied to adjust for the
three pairwise comparisons [26]. All tests were two-sided
with a significance level of @ = 0.05. The pairwise McNemar
results are summarized in Table 9.

At P99, the Markov—CNN and Markov-LogBERT
comparisons were not statistically significant after Holm
correction, whereas CNN-LogBERT remained significant
(Holm-adjusted p = 0.017948; Table 9).

Because the P99 evaluation produces both FN and FP
differences, the McNemar analysis may include discordant
pairs arising from both the 49,686 held-out normal sessions
and the 450 held-out attack sessions.

To compare threshold-independent anomaly-score separa-
tion, AUC-ROC was evaluated from the continuous anomaly
scores of the same 50,136 held-out sessions. The AUC-ROC
values were 0.9954 for Markov, 0.9937 for LogBERT, and
0.9960 for CNN. Pairwise DelLong tests were used to
compare the correlated ROC curves produced by the three
pipelines [27], and the Holm procedure was again applied to
the three pairwise comparisons [26]. The AUC differences
reported in Table 10 are defined as the unrounded AUC
estimate of the first pipeline minus that of the second pipeline.

All three pairwise AUC-ROC differences remained sta-
tistically significant after Holm correction. CNN achieved
the highest AUC-ROC, followed by Markov and LogBERT.
However, the absolute differences were small: based on
the reported rounded AUC values, CNN exceeded Markov
by approximately 0.0006, Markov exceeded LogBERT by
approximately 0.0017, and CNN exceeded LogBERT by
approximately 0.0023. Thus, the statistical significance of the
DeLong comparisons should not be interpreted as evidence of
large practical separation between the pipelines. The DeL.ong
results are therefore considered together with the P99 Recall,
FPR, precision—recall performance, and the McNemar
results when interpreting differences among the candidate
pipelines.
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K. LATENCY ANALYSIS

The latency analysis focused on the CNN-based pipeline at
the primary P99 operating point, consistent with the final
end-to-end evaluation protocol. The frozen held-out input
contained 856,260 normal-log requests and 7,032 synthetic-
attack requests, which were reconstructed into 49,686 Nor-
mal Test sessions and 450 Attack Test sessions, respectively.
The resulting 50,136-session pipeline reproduced the final
P99 classification outcome of 487 FPs, 49,199 TNs, 382 TPs,
and 68 FNs in every timed repetition.

The local core measurement covered the processing path
from raw HTTP access-log records through parsing, 30-min
IP+UA sessionization, session-level feature extraction, CNN
URL-rarity computation, standardization, IF scoring, and
P99 threshold application. Model and scaler loading were
excluded because these artifacts are loaded before inference.
The core pipeline was measured five times under the
CPU-only configuration described in Section IV-A, without
model retraining, refitting, threshold recalibration, or test-
dependent adjustment. SHAP computation, local privacy
sanitization and external-LLM request construction, and
external-LLM network communication were excluded from
the core timing and measured separately because they
occur only after a session has already been classified as
an Alert. Memory is reported as resident-set size (RSS)
in mebibytes (MiB), and external latency is reported as
application programming interface round-trip time (RTT).

TABLE 11. CPU-only end-to-end performance of the final CNN-based
TraceLog pipeline.

Metric Value
Held-out sessions 50,136
Median local-core processing time 256.450 s
Latency per session 5.115 ms

195.500 sessions/s
3,366.323 requests/s
2,853.191 MiB

Throughput
Parsed-request throughput
Sampled peak RSS

1) END-TO-END PERFORMANCE EVALUATION

Table 11 summarizes the final CPU-only end-to-end bench-
mark of the CNN-based TraceLog pipeline on the complete
50,136-session held-out cohort. Across five repeated execu-
tions, the median local-core processing time was 256.450 s,
corresponding to approximately 5.115 ms per session,
195.500 sessions/s, and 3,366.323 parsed log requests/s. The
sampled peak resident-set size during the benchmark was
2,853.191 MiB. These measurements characterize the imple-
mented CPU-only pipeline and should not be interpreted as
hardware-independent latency estimates.

Table 12 summarizes the post-Alert processing costs.
At the frozen P99 threshold, 869 sessions were classified as
Alerts. Kernel SHAP computation for all 869 Alerts required
18.323 s in total, corresponding to approximately 21.085 ms
per Alert. Local privacy sanitization and construction of the
external-LLM request payloads required an additional 0.668 s
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for the same 869 Alerts, or approximately 0.768 ms per Alert.
Neither measurement includes network communication with
the external LLM.

External-LLM network latency was measured separately
using the 869 successful Alert-level requests used in the quan-
titative interpretation experiment. The mean API round-trip
time was 9.869 s, the median was 9.050 s, and the 95th
percentile was 10.753 s. The observed standard deviation
was 6.052 s, with successful-request latencies ranging from
6.912 to 86.885 s. These values characterize the external
service observed during the experiment and are not intrinsic
latency properties of TraceLog.

The measurements show a clear separation between the
local anomaly detection path and the optional external
interpretation path. The local CNN-based detector processes
a session on the order of milliseconds once the relevant
log records are available, whereas generation of an external
natural-language interpretation introduces latency on the
order of seconds. Because the LLLM is invoked only after
the local Alert decision and does not participate in anomaly
scoring or classification, external API latency does not delay
or alter the core detection decision. In deployment, however,
the time required to finalize an active session under the
inactivity-timeout rule and additional storage, messaging,
and dashboard overhead must also be considered when
estimating the complete time from log arrival to operator-
visible interpretation.

TABLE 12. Post-alert processing latency of the final CNN-based TraceLog
pipeline.

Metric Value

P99 Alerts 869
Kernel SHAP, total 18.323 s
Kernel SHAP 21.085 ms/Alert
Privacy sanitization and request construction, total 0.668 s
Privacy sanitization and request construction 0.768 ms/Alert
External LLM API RTT, mean 9.869 s
External LLM API RTT, median 9.050 s
External LLM API RTT, 95th percentile 10.753 s
External LLM API RTT, standard deviation 6.052's
External LLM API RTT, range 6.912-86.885 s

L. QUANTITATIVE EVALUATION OF LLM-BASED ATTACK
INTERPRETATION

The LLM produced a valid structured response for
all 869 CNN P99 Alerts. Among the 382 true-positive
attack Alerts, the primary attack type matched the predefined
synthetic-attack label for 348 sessions, corresponding to
a conditional attack-type classification accuracy of 0.9110
(91.10%) among the detected attack Alerts. Conditional
classification performance among detected attacks was
perfect for scanner-like probing (108/108), administra-
tor/login brute-force (74/74), path traversal (37/37), and
XSS (33/33). SQL injection was correctly identified in
72 of 76 cases (94.74%), whereas mixed low-and-slow
was correctly identified in 24 of 54 cases (44.44%). The
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TABLE 13. LLM attack-type confusion matrix and per-class recall for true-positive alerts.

Ground Truth Predicted Attack Type Per-Class
Scan. SQLi Admin BF Mixed/L&S Path Trav. XSS Normal Unknown Recall
Scanner-like probing 108 0 0 0 0 0 0 0 1.0000
SQL injection 4 72 0 0 0 0 0 0 0.9474
Administrator/login brute-force 0 0 74 0 0 0 0 0 1.0000
Mixed low-and-slow 30 0 0 24 0 0 0 0 0.4444
Path traversal 0 0 0 0 37 0 0 0 1.0000
XSS 0 0 0 0 0 33 0 0 1.0000
Conditional attack-type accuracy on detected attacks  0.9110

Scan. denotes scanner-like probing; SQLi, SQL injection; Admin BF, administrator/login brute-force; Mixed/L&S, mixed low-and-slow; and Path Trav., path traversal.

TABLE 14. lllustrative LLM interpretation for a verified CNN P99 alert.

Alert ID Decision / Operating point Locally observed / sanitized request Top features ranked by absolute SHAP value LLM interpretation
evidence
A000597 Alert; The session contained 13 GET requests distinct_error_url_count (+0.059260), Based on the sanitized evidence,
CNN + IF, over 168 s. The sanitized evidence error_4xx_ratio (+0.053220), the LLM identified Path

P99, contained multiple traversal-related

7 = 0.099944, URI paths and query parameters

score = 0.127888 represented using [ TRAVERSAL]
or [REDACTED]. One request returned
HTTP 200, six returned HTTP 403,
and six returned HTTP 404, resulting
inerror_4xx_ratio=0.9231.
The detailed User-Agent and direct
identifiers were not included in the
external-LLM payload.

not found_404_count (+0.036942),
cnn_rarity (40.034739),
forbidden_403_count (40.027820),
special_char_ratio_avg (4+0.008211),
request_count (+0.003297),
max_query_length (40.001795)

Traversal as the primary attack
type and Scanner-Like Probing
as a secondary attack type, with a
self-assessed confidence of 0.95.
It cited the traversal-marked

URI patterns, high 4xx-error
ratio, large number of distinct
error URLS, and traversal-related
query parameters as supporting
evidence.

corresponding confusion matrix and per-class Recall are
reported in Table 13.

The 34 attack-type errors were concentrated in two
categories. Four SQL-injection sessions and 30 mixed low-
and-slow sessions were interpreted as scanner-like probing.
Thus, most explicit single-pattern categories were identified
consistently in the present controlled benchmark, whereas
the heterogeneous mixed low-and-slow category remained
substantially more difficult for the LLM to distinguish from
scanner-like probing. These results characterize agreement
with the predefined synthetic scenario labels and should
not be interpreted as validation against operational attack
ground truth.

Among the 487 normal-session false-positive Alerts, the
LLM returned Unknown for 20 sessions, corresponding to
an Unknown ratio of 0.0411 (4.11%). The relatively low
abstention rate indicates that the LLM frequently produced a
more specific interpretation even for sessions that were false
positives of the anomaly detector.

The five-generation consistency analysis showed that 29 of
the 30 repeated cases produced the same primary attack-type
output in all five generations, corresponding to a unanimous
consistency rate of 96.67%; the pooled pairwise agreement
across generations was 98.00%. Agreement of generations
2-5 with the first generation was 97.50%. Stratified by
detector outcome, all 18 attack true-positive cases (100.00%)
and 11 of 12 normal false-positive cases (91.67%) were
unanimous across all five generations. Thus, the attack-type
field remained highly repeatable under fixed inputs and
generation settings, with one normal false-positive case
producing different labels across the five generations.

In the 100-case human evaluation, Rater 1 judged 90 of
100 explanations as fully faithful to the supplied sanitized
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evidence, whereas Rater 2 judged 67 of 100 as fully
faithful. Rater 1 identified 11 unsupported factual state-
ments among 1,138 factual statements, corresponding to
an unsupported-statement rate of 0.97%; Rater 2 identified
48 unsupported statements among 1,497 factual statements,
corresponding to arate of 3.21%. The two raters agreed on the
binary faithfulness judgment for 77 of the 100 cases, yielding
a raw agreement of 77.0% and Cohen’s k = 0.368. These
results show that both case-level faithfulness judgments and
statement-level unsupported-statement rates differed between
the two raters.

M. QUALITATIVE ANALYSIS OF LLM-BASED ALERT
INTERPRETATION
Table 14 presents one verified CNN P99 Alert to illustrate
how a completed anomaly detection decision, locally sani-
tized request evidence, and signed SHAP contributions are
connected to the optional LLM interpretation stage. The case
belongs to the held-out LLM Synthetic Attack Test set, and
its ground-truth attack label was not supplied to the LLM.
In this example, the CNN-based pipeline classified the
session as an Alert before any LLM processing, after
which only locally sanitized evidence and the Top-K signed
SHAP contributions were provided to the external LLM.
The positive SHAP values shown in Table 14 indicate
features that increased the anomaly score relative to the
SHAP background expectation, although the final decision
was determined by the complete IF score rather than by
any individual attribution. The resulting Path Traversal
interpretation is presented only as an illustration of the evi-
dence flow; quantitative reliability is evaluated separately in
Section I'V-L, and the LLM output does not modify the Alert
decision.
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V. DISCUSSION

Overall, the results show that TraceL.og’s behavior depends
on operating-point selection, feature composition, session-
ization, and service-specific traffic distributions, while the
optional LLM module provides supplementary interpretation
rather than independent confirmation of an attack. The
following discussion examines these findings in terms of
detection performance, URL-sequence rarity, operational
implications, interpretability, and remaining limitations.

A. INTERPRETATION OF DETECTION PERFORMANCE

The internal results show that comparative performance
depends on the operating policy rather than on threshold-
independent separation alone. The normal-calibration-based
P99 policy was therefore used as the primary comparison
because it preserves an approximately 1% false-positive
regime without using attack labels for threshold selection,
whereas the auxiliary FN=0 and F»-max operating points
illustrate alternative recall-false-positive trade-offs.

The paired statistical analyses provide additional context
for these differences. McNemar testing showed that not
all P99 detection differences were statistically significant,
whereas Delong testing identified significant AUC-ROC
differences among the three pipelines despite small absolute
effect sizes. These findings indicate that statistical signifi-
cance should be interpreted together with effect magnitude
and operating-point behavior rather than as evidence of large
practical differences by itself.

The external validation on Org Y (Section IV-F) further
demonstrates that operating behavior is service-dependent
and that performance metrics should not be assumed to trans-
fer directly across environments. Accordingly, deployment
requires target-service baseline construction and calibration.
The negative threshold observed at the auxiliary FN=0
operating point on Org Y, together with the severe false-
positive inflation, further supports treating FN=0 as a
diagnostic auxiliary operating point rather than as the primary
deployment policy.

B. INTERPRETATION OF URL SEQUENCE RARITY
METHODS

The feature-ablation results provide a more direct assess-
ment of the contribution of URL sequence rarity. Adding
CNN-based URL rarity to the Gg + Gg representation
improved several metrics on the internal benchmark, but the
corresponding addition provided no improvement on Org Y.
Accordingly, the contribution of URL sequence rarity is
characterized as modest and dataset-dependent rather than
uniformly beneficial.

The full Gs + Gr + Gy representation is retained because
it is the predefined TraceLog representation used in the main
experiments, not because the ablation establishes it as the
best-performing feature subset. The ablation was introduced
to quantify the contribution of the predefined feature
groups rather than to perform feature selection. Replacing
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the main pipeline retrospectively with the best-performing
reduced configuration based on held-out ablation results
would constitute post hoc model selection; a dedicated
feature-selection study would require subset selection using
training or calibration data followed by evaluation on an
independent test set. Broader conclusions regarding the
contribution of sequence rarity therefore require repeated
evaluation across additional services and attack populations.

C. OPERATIONAL IMPLICATIONS OF THE PROPOSED
FRAMEWORK

The sensitivity analyses show that sessionization policy
affects both the reconstructed session population and false-
positive behavior, indicating that sessionization settings
should be calibrated for the target service.

The latency results further support separating local
anomaly detection from optional external interpretation in
deployment. TraceLog should therefore be viewed as an
auxiliary session-prioritization layer whose operational use
must account for alert volume, privacy constraints, and
interpretation latency.

D. INTERPRETABILITY AND THE ROLE OF THE LLM
MODULE

The quantitative LLM evaluation should be interpreted as
conditional classification agreement on detector-selected
Alerts rather than as independent evidence that an attack
occurred. Although attack-type agreement was high for
several synthetic categories, performance was weaker for
mixed low-and-slow, and the LLM frequently produced
specific attack-oriented interpretations for detector false
positives. Repeated-generation analysis showed high con-
sistency, whereas the human faithfulness judgments varied
between the two raters. These findings support treating the
LLM output as advisory rather than as confirmation of
an Alert. Because the sanitization procedure intentionally
preserves coarse attack-relevant structural markers in masked
form to support interpretation, the conditional attack-type
classification result should not be interpreted as a blind
attack-classification benchmark independent of the sanitiza-
tion scheme.

Because the optional interpretation path relies on exter-
nally processed evidence, privacy and data-governance
considerations remain relevant despite local sanitization and
data minimization. These controls reduce disclosure risk but
do not constitute a formal privacy guarantee; external-LLM
outputs should therefore remain subject to operator review
rather than being used as automated confirmation of an attack.

E. LIMITATIONS

First, the internal evaluation still relies on a refined normal
baseline and LLM-generated synthetic attacks. Although Org
Y provides independent operational validation with dataset-
provider-defined labels, it represents only one additional
organization and service environment. The present results
therefore do not establish broad generalization to diverse
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production services, attack populations, evasive behaviors,
or multi-stage attacks. The structural relationship between
the internal normal-data refinement rules and the security-
rule-derived feature group may also increase the apparent
contribution of those features on the internal benchmark.

Second, the model-development and feature analyses
remain limited in scope. The hyperparameter study used a
restricted search space rather than exhaustive optimization,
and the final CNN model-state selection retained the existing
prefix—next-URL sample-level cross-validation procedure.
The seven-configuration ablation was designed to diagnose
the contribution of predefined feature groups rather than
to perform feature selection, and the incremental value of
URL-sequence rarity was not consistent across the internal
and external datasets. These findings should therefore not
be interpreted as establishing a universally optimal feature
subset or sequence model.

Third, session construction remains an approximation
because true actor or server-side session identifiers were
unavailable. The timeout and client-key sensitivity analyses
quantify the effects of alternative grouping rules but do
not constitute controlled simulations of NAT collisions or
adversarial User-Agent spoofing. In addition, sequence rarity
is based on service-specific URL representations and a fixed
maximum sequence length, which may reduce transferability
when legitimate paths, request structures, or navigation
patterns differ across services.

Finally, the engineering and interpretation evaluations
remain bounded by the present experimental setting. The end-
to-end benchmark characterizes one CPU-only implementa-
tion and does not include sustained production workloads,
resource contention, active-session finalization delay, storage
or dashboard overhead, or long-term model maintenance.
The LLM evaluation is based primarily on Alerts derived
from the controlled internal benchmark, and the human
faithfulness study involved only two raters; analyst workflow
benefits were not measured with security practitioners.
Local sanitization and data minimization reduce external
disclosure risk, but sensitive-field redaction recall, residual
information leakage, and the privacy—utility trade-off were
not quantitatively evaluated. The privacy-filtering stage
should therefore be regarded as a risk-reduction mechanism
rather than as a formal privacy guarantee.

F. FUTURE WORK

Future work should extend validation across additional
services, organizations, software stacks, attack populations,
and time periods, with chronological and client-group-
aware evaluation where possible. Repeated calibration splits
should also be used to assess the stability of P99 and
auxiliary operating points under temporal and service-level
distribution shift.

Model-development studies should examine broader
hyperparameter search, session-grouped cross-validation for
CNN prefix—next-URL learning, repeated feature ablation
across independent services, and alternative sequence
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representations such as normalized endpoints, query abstrac-
tion, hierarchical URI tokenization, and different maximum
sequence lengths. Controlled session-identification experi-
ments with ground-truth actor or session identity are also
needed to evaluate NAT collisions, User-Agent spoofing or
rotation, and alternative identifiers or temporal-continuity
signals.

Operational studies should evaluate sustained production
workloads, long-term stability, active-session finalization,
model-update cost, and end-user analyst workflows. The
LLM interpretation module should be assessed on real
operational Alerts with security practitioners, including
investigation time, decision quality, inter-analyst consistency,
and quantitative privacy evaluation. External API-based and
self-hosted/on-premises LLM deployments should also be
compared in terms of explanation quality, latency, cost,
hardware requirements, privacy, and data-governance risk.

VI. CONCLUSION

This study proposed TraceLog, a session-based anomaly
detection framework for web server HTTP access logs
that combines session-level statistical features with URL-
sequence rarity and provides optional evidence-guided LLM
interpretation for detected Alerts. Markov-, LogBERT-, and
CNN-based rarity representations were evaluated within
a common IF-based pipeline under a calibration-and-
evaluation protocol that separates model development,
threshold determination, and held-out testing.

On the internal held-out benchmark, the CNN-based
pipeline achieved the highest Recall and F, among the
three pipelines at the primary normal-only P99 operating
point. Feature ablation showed that the contribution of
URL-sequence rarity was modest and dataset-dependent,
while external validation on Org Y demonstrated substan-
tial cross-service generalization limitations despite service-
specific rebuilding. The sessionization and computational
analyses further showed that deployment settings affect
false-positive behavior and that the local detection pipeline
is substantially faster than the optional external-LLM inter-
pretation path.

For detected attack Alerts, the LLM interpretation module
achieved a conditional attack-type classification accuracy
of 91.10% on 382 true-positive Alerts, while the human
evaluation showed rater-dependent explanation faithfulness.
Overall, TraceLog should be viewed as an auxiliary
session-prioritization and interpretation framework rather
than as an autonomous replacement for existing security
controls or analyst judgment. Broader validation across
additional services, attack populations, time periods, and
operational environments remains necessary before stronger
generalization or deployment claims can be made.
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