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Abstract

The use of unmanned aerial vehicles (UAVs) for smart and speedy logistics is still rela-
tively nascent compared to traditional delivery methods. However, it is witnessing sporadic
and steady growth due to booming demands, technological advancement, and regulatory
support. The intelligence and integrity of UAV systems depend largely on the underly-
ing cognitive and cybersecurity models, which serve as both eyes and brains to perceive
and respond to the myriad of scenarios around them. Smart mobility and intelligent
logistic ecosystems (SMiLE) are complex and advanced technological networks which
are exposed to several issues. The incorporation of UAVs for priority logistics, thereby
extending the coverage and capacity of SMiLE, further heightens these vulnerabilities
and questions its security, safety, and sustainability. This review scrutinizes the significant
security disruptions, smartness dynamics, and sundry developments for the sustainable
deployment of UAVs as an aerial logistics-based vehicle. Using the PRISMA-SPIDER
methodology, 157 articles were selected for quantitative analysis and 20 review articles
for qualitative evaluation. Security and safety issues in UAVs cut across all the layers of
logistics operations: components, communication, network architecture, navigation, sup-
ply chain etc. Expanding the capacity of SMiLE using UAV demands an intentional and
incremental convergence-based integration of an agile explainable artificial framework
for reliable and safety-conscious smart mobility, a scalable and tamperproof blockchain
for multi-factor authentication, and a zero trust cybersecurity paradigm for inclusive
enterprise-based authorization.

1 INTRODUCTION

Smart mobility refers to integrating information and commu-
nication technologies (ICT) into various transportation modes
and services to enhance the efficiency, safety, and sustainabil-
ity of the systems [1]. According to authors [2], smart mobility
is one of the eight cardinal factors for establishing a smart
city. It includes technologies such as global positioning system
(GPS), real-time traffic information, vehicle-to-vehicle (V2V),
and vehicle-to-infrastructure (V2I) communication, as well as
innovations in electric and autonomous vehicles. On the other
hand, an intelligent logistic ecosystem encompasses the inter-
connected network of systems, engineering, technologies, and
social complexities involved in the planning, management, and
execution of logistics operations [3]. This includes supply chain
management software, tracking and tracing systems, predic-
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tive analytics, and other tools that optimize the movement of
goods from production to consumption, with a focus on reduc-
ing costs, improving reliability, and minimizing environmental
impact. Thus, smart mobility and intelligent logistic ecosystem
(SMiLE) aim to create seamless and efficient transportation
and logistics networks that leverage data and technology to
address challenges such as congestion, pollution, and ineffi-
cient resource utilization. SMiLE enables real-time monitoring,
decision-making, and optimization, leading to more sustain-
able and resilient transportation and logistics systems with
360-degree technological coverage [4].

The rising deployment of unmanned aerial vehicles (UAVs),
especially drones, to achieve SMiLE, expand network connec-
tivity, and access difficult terrains is attracting global attention.
This is due to enormous benefits, such as green logistics, speedy
delivery, scalable flexibility, cost-effectiveness, etc. associated

IET Intell. Transp. Syst. 2024;18(Suppl. 1):2827–2855. wileyonlinelibrary.com/iet-its 2827

https://orcid.org/0000-0002-6973-530X
https://orcid.org/0000-0002-2977-5964
mailto:dskim@kumoh.ac.kr
http://creativecommons.org/licenses/by-nc/4.0/
http://wileyonlinelibrary.com/iet-its
http://crossmark.crossref.org/dialog/?doi=10.1049%2Fitr2.12579&domain=pdf&date_stamp=2024-11-19


2828 AJAKWE and KIM

FIGURE 1 Number of UAV-related violations in the United States
between 2016 and 2022 as reported by the Federal Aviation Administration
(FAA).

with UAV usage. Authors [5] stated that the estimated num-
ber of registered drone users in the United States (US) by
2022 is around 2.4 million, of which 318,000 are commer-
cial drone operators. However, the rising incidences of security
breaches, unauthorized usage, and coordinated attacks carried
out using UAVs cast doubt on the viability and reliability of
UAVs’ networks, intelligence, and security frameworks, coupled
with protracted legislation on the use of civil drones in the
airspace [6]. For instance, the Federal Aviation Administration
(FAA) recorded 14718 cases of UAV-related violations across
different cities in the US between January 2016 and December
2022, despite the stringent airspace regulations, installed security
architectures, and huge investments in counter unmanned aerial
systems (CUAS), otherwise known as drone defence systems
(DDS) [7] (See Figure 1). Also, in recent times, several cases
of drone-related airstrikes have been reported, targeting key
infrastructure in different countries. Specifically, 170 out of 300
coordinated airstrikes in the Middle East were carried out using
drones [8]. Although most of these drones were intercepted
before they reached their target destination (thanks to CUAS
and anti-missile systems), the social apprehension caused by this
misguided and abusive UAV usage cannot be fathomed. This
is a pointer to an impending danger and a wide gap between
innovation’s smartness, security, and safety.

The need for smart and safe aerial mobility falls under the
third out of the five (5) fundamentals of the sustainable devel-
opment goals (SDG) as approved by the United Nations (UN);
which is peace (SDGs 10, 16) [9]. SDGs 10 and 16 focus on
fostering peaceful, just, and inclusive societies, free from fear
and violence. Hence, malicious and unguided usage of UAVs
portends a serious threat to the actualization of SDGs 10, 16.
Therefore, the need to assess the sporadic serialization, sys-
temic sophistication, and security dynamics of UAVs as a viable
alternative for smart aerial mobility (SAM) is critical. Funda-
mentally, SAM is a typical UAV network that combines a space
network, an aerial network, and a ground network to maintain
optimized resource allocation, timing, positioning, and naviga-
tion [10]. A loophole in any of these networks affects the overall
security, smartness, and safety of UAV networks. This connotes
that security intelligence in SAM demands a cross-layer secure
communication framework that considers both physical layer

security and the upper layer traditional security techniques to
minimize security breaches on UAV networks [11].

The term “security” refers to a wide range of procedures and
policies used to safeguard UAV operations, data, and systems
from different types of threats. These precautions guarantee
that UAVs can carry out their intended tasks in a reliable,
safe, and secure manner. It encompasses cybersecurity, physi-
cal security, data security, communication security, operational
security, etc. On the other hand, safety comprises steps taken
to reduce risks, prevent accidents, and respond to emergencies
due to environmental changes, thereby ensuring trustworthy
operations. According to [7], the convergence of cognitive,
cybersecurity, and cataclysmic intelligence forms the tripartite
pillars for evaluating the trustworthiness of a UAV position,
navigation, and timing. Thus, to guarantee secure, smart, and
safe aerial mobility of UAVs that interlock the SDGs, an
upward review and evaluation of the intelligence frameworks
governing the principles of its operation is necessary. These
security and safety intelligence frameworks go beyond artificial
intelligence (AI) models to other disruptive technologies and
parameters used in validating the transparency, reliability, and
trustworthiness of a UAS application.

Cognitive intelligence entails UAV perceptions and interac-
tions with signals within the airspace. It transcends beyond
UAV detection, localization, and neutralization using CUAS
technologies to software-defined radio (SDR) for improved sig-
nal processing, integrated sensing, and communication. Also, it
includes software-defined unmanned aerial vehicles that navi-
gate the airspace with little or no external network connectivity
to reach their destination. On the other hand, cyber-intelligence
in UAV-based logistics focuses on associated frameworks to
maintain data privacy, transparency, and trustworthiness in a
secure UAV network edge service scenario. It comprises asso-
ciated technologies such as an intrusion detection scheme
(IDS), directed acyclic graph (DAG), blockchain technology
(BTC), and zero trust architecture (ZTA). Data is premium
in a mission-critical cyber-physical system because unreli-
able or manipulated data ultimately yields misguided feedback
from the inference of cognitive models controlling the UAV
decisions [12]. Finally, cataclysmic intelligence encompasses
self-navigation schemes (SNS) that enable UAVs to engage
in simultaneous localization and mapping (SLAM) to interact
with their immediate environment through associated sensors
(visual, radio) and mediated learning to navigate their way to
the desired destination with efficient collision avoidance mech-
anisms. Thus, when the UAV network fails due to a security
breach, and a UAV in flight loses connection with the space,
aerial, and ground networks, how does it maintain smart-
ness and guarantee safety in operation without constituting
a threat?

Several reviews and surveys have made consistent efforts to
appraise technological developments in smart aerial mobility,
as shown in Table 1. These works are inextricably linked to
the significant proliferation and sporadic deployment of UAVs
across domains. Only a handful of research works as well as
technical reports from the National Aeronautics and Space
Administration (NASA) have looked in this direction [13].
However, to the best of our knowledge, none of these works
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TABLE 1 Summary of compared related works on smart aerial mobility developments.

Scope

Year Reference Database Review Target area Review Remark

Systematic

Review SLAM XAI BTC ZTA

2020 [14] × UAV Comm. and networking Mobility optimization × × × × ×

2020 [15] × Emerging drone services Handling & ownership × × × × ×

2020 [16] × BTC-UAV network softwarization SDN & NFV ✓ × × ✓ ×

2020 [17] ✓ BTC solutions for UAVs Trusted computing ✓ × × ✓ ×

2020 [18] × UAV threat & vulnerabilities Multi-factor authentication × × × × ×

2021 [6] × Drone-based package delivery Use case and applications × × × × ×

2021 [19] × UAV in logistics Path planning × ✓ × × ×

2021 [20] × Evolution of UAV Internet of drones issues × × × × ×

2022 [21] × Smart logistics Theories & applications × × × × ×

2022 [21] ✓ UAV applications in logistics Path planning and routing ✓ ✓ × × ×

2022 [22] ✓ SDR-based solutions for safe UAV CUAS techniques ✓ × × × ×

2022 [22] ✓ Software-defined radio systems Antenna propagation & control ✓ × × × ×

2022 [23] ✓ Surveillance & smart city security IoT, Edge, & C-ITS integration ✓ × × × ×

2023 [24] × Urban air mobility Mechanism & challenges × × × × ×

2023 [25] × Security in UAVs & FANETs UAV cyber-attacks ✓ × × × ×

2023 [7] × Drone transportation system Mobility intelligence & security ✓ × ✓ ✓ ×

2024 [26] × XAI for Industry 5.0 Architectures & directions × × ✓ × ×

2024 [27] × Explainable AI for safe UAV AI algorithms for safe UAV × × ✓ × ×

2024 [28] × IDS in autonomous Ethernet networks Techniques and AI algorithms × × × × ×

2024 [29] × ZTA for UAV security systems ZTA in military security × × × × ✓

2024 Ours ✓ UAV for smart & safe logistics Security & safety intelligence ✓ ✓ ✓ ✓ ✓

has been able to address both the security and safety concerns
of UAV operations in light of recent security threats (through
advanced innovations) such as infoswarm. Also, with the
rising introduction, popularity, and acceptability of SMiLE
across the globe, it is critical to closely evaluate the safety
and security implications of this eco-friendly innovation and
provide empirical-based direction to issues that demand careful
attention and consideration to meet the SDG pillars.

Therefore, this review is motivated by the need to pro-
vide insights into the security, smartness, and safety dereliction
and developments in aerial mobility, with an emphasis on
UAVs, by examining the cognitive, cyberspace, and cataclysmic
intelligence that governs their positioning, navigation, and tim-
ing (PNT), especially as it relates to logistics. The specific
contributions of the review are:

∙ We present an overview of smart mobility and intelligent
logistics ecosystems and examine the disruptive tendencies
and issues associated with using UAVs to extend SMiLE
capacity based on empirical findings.

∙ We analyse the dynamics of the intelligence frameworks for
ascertaining the smartness, security, and safety of UAVs in
SMiLE.

∙ Next, we navigate the spectrum of cyber-cognitive attacks on
UAVs and assay the security architectures to curtail them with
the requirements for their adoption.

∙ Then, we highlighted the technological challenges and
requirements for the adoption of security measures to
improve the safety of UAVs, and finally, we provided research
directions for the sustainable use of UAVs to expand the
capacity of SMiLE.

Section 3 provides succinct evidence of SMiLE violations.
Section 4 examines the dynamics in cognitive intelligence tech-
nologies. Section 5 traverses the cyber intelligence frameworks
for data trustworthiness; Section 6 evaluates cataclysmic intel-
ligence schemes that go beyond traditional UAV networks; and
Section 7 relishes on open issues and future research directions
for safe and secured SMiLE. The list of all acronyms used in this
review article can be found in Table 2.

2 REVIEW METHODOLOGY

This review adopts a combination of preferred reporting items
for systematic reviews and meta-analyses (PRISMA) and sample
population, phenomenon of interest, design of study, evalu-
ation, research type (SPIDER) methodological approach to
assessing and validating the intelligence frameworks that param-
eterize the smartness, security, and safety of UAVs in SMiLE.
This is to ensure exhaustive paper selection sensitivity and
specificity. Furthermore, snowballing was used to include grey
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TABLE 2 Specific meaning of acronyms.

Acronym Meaning

AI Artificial intelligence

BTC Blockchain technology

CUAS Counter unmanned aerial system

DL Deep learning

EAI Edge artificial intelligence

FAA Federal Airport Administration

GCS Ground control station

GPS Global positioning system

IDS Intrusion detection system

IoD Internet of Drones

IoT Internet of Things

ML Machine learning

PICOS Participants, interventions, comparators,

outcomes, and study design/limitations

PNT Positioning, navigation and timing

PRISMA Preferred reporting items for systematic

Reviews and meta-analyses

SAM Smart aerial mobility

SDG Sustainable development goal

SDR Software defined radio

SLAM Simultaneous localization and mapping

SMiLE Smart mobility and intelligent logistic ecosystem

SNS Self navigation scheme

SPIDER Sample population, phenomenon of interest,

Design of study, evaluation, research type

UAS Unmanned aerial systems

UAV Unmanned aerial vehicles

V2I Vehicle to infrastructure

V2V Vehicle to vehicle communication

XAI Explainable artificial intelligence

ZTA Zero trust architecture

articles and online reports. The evaluation results are summa-
rized and presented in tables using participants, interventions,
comparators, outcomes, and study design/limitations (PICOS)
metrics and charts for straightforward deductions and conclu-
sions from the meta-analysis. Thereafter, the outcomes and
prospects of each review objective section are discussed to
reinforce the comprehension of the encapsulated findings.

2.1 Research type

Review articles related to UAV security and safety for logistics
were considered for qualitative evaluation (QE). Also, insight-
ful information was extracted from the quantitative analysis
(QA) of the data presented in technical papers to address the
research questions and review objectives. Furthermore, case

TABLE 3 Review statistics.

S. No. Database QA QE

1. IEEE 72 6

2. Wiley & Sons 4 *

3. IGI Global 2 *

4. Elsevier 19 5

5. Springer 12 2

6. MDPI 21 2

7. ACM 1 *

8. Others (arXiv, Taylor etc.) 27 5

9. Online reports 12 *

Total 157 20

studies and online reports with evidence-based information for
the advancement of security and safety in UAV mobility and
logistics were also considered, as summarized by the statistics
in Table 3.

In all, 8 digital libraries (see Table 3) were searched, namely
IEEE, MDPI, Springer, Wiley & Sons, etc., and others (arXiv,
Taylor, and other journals on Google Scholar) comprising 20
articles for QE and 145 technical papers for QA. At the same
time, 12 online reports were accessed using snowballing. The
phenomenon of interest used for exhaustive search of repos-
itories includes keywords such as “unmanned aerial vehicle”
and “logistics”, or “unmanned aerial vehicle” and “security”
and “logistics”, or “unmanned aerial vehicle” and “safety”
and “logistics”, “unmanned aerial vehicle” and “security” and
“logistics” and “explainable AI”, or “unmanned aerial vehi-
cle” and “safety” and “logistics” and “explainable AI”, or
“unmanned aerial vehicle” and “security” and “logistics” and
“blockchain” etc. These keywords were chosen to reflect the
PICOS strategy to address the research questions and meet
the review scope and objective, as well as give room for arti-
cle selection heterogeneity. The design of study used in this
review for article gathering, screening, and eventual inclusion
is summarized by Figure 2. After the preliminary screening of
identified articles, duplicates were excluded. Thereafter, each
article was screened for relevance, and eligibility criteria were
applied to determine its inclusion or otherwise based on a
full-text assessment. The evaluation and research type for the
article’s inclusion, exclusion, and eligibility criteria are sum-
marized as; (i) the article is published in reputable journals
and conference proceedings, (ii) the article is published in the
English language, (iii) the article’s publication year is 7 years
(2017–2024), and (iv) the article’s title and content cover the
stated review scope and objectives.

3 CONTEMPORARY DISRUPTIONS IN
AERIAL LOGISTICS ECOSYSTEM

The advent of UAVs for logistics started in mid-2010. How-
ever, its popularity as a preferred alternative for priority logistics
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FIGURE 2 The PRISMA/SPIDER strategy for article gathering,
screening, eligibility, and inclusion.

was fostered by Amazon in 2013 to deliver packages to its
customers in mega cities within 30 min [30]. From 2016 to
date, several logistics companies (such as DHL, UPS, JD.com,
etc.) embraced UAV as a first-choice priority logistic delivery
innovation due to advancements in UAV technologies such
as increased payload capacities, safety features, longer flight
times, etc. amidst attendant regulatory and risk issues. Accord-
ing to [21], UAV applications in logistics are classified into
regional UAV transportation, and UAV express delivery (termi-
nal distribution), UAV rescue (emergency logistics), and UAV
storage management (inventory, inspection, etc.), with regional
UAV transportation and UAV terminal distribution being the
main forms. The deployment of UAV as an SMiLE solu-
tion aims to create seamless and efficient aerial transportation
and logistics networks that leverage data and technology to
address challenges such as congestion, pollution, and ineffi-
cient resource utilization caused by traditional air, rail, land,
and sea logistics. UAVs enable real-time monitoring, decision-
making, and optimized delivery, leading to more sustainable and
resilient transportation and logistics systems. However, these
benefits also introduce several disruptions to traditional air
transportation globally.

For instance, UAV sightings recorded by the FAA [31] in
different cities in the United States between 2020–2024 are pre-
sented in Table 4 showing the quarterly deployment of UAVs
for different purposes across cities.

Between 2020–2024, a total of 8084 UAVs were sighted. The
findings from Table 4 reveal a consistent pattern in UAV usage
for smart aerial mobility, with peak usage being the second
quarter (April–June) across the year under review (2020–2024).
Also, 2021–2022 witnessed a surge in UAV usage, with a gradual
decrease to 1685 in 2023. Consequently, the disruptive tenden-
cies of UAVs in the logistics and air traffic ecosystem increased

FIGURE 3 Side-by-side comparison of Genuine UAV usage and possible
disruptive usage.

by 10.2% (823), as summarized by Figure 3. This disruptive
usage includes UAVs that are not reported by the low earth
orbit (LEO) satellite and UAVs that are not notified by the
FAA. Similar to authorized UAV usage, possible disruption of
the ecosystem by UAV peaked in the second quarter (April–
June) between 2020 and 2023, with the year 2021 witnessing the
highest value of 225 possible violations (see Table 4).

The findings from Figure 3 reveal that apart from 2020, with
the highest UAV disruption of 14.2%, other years maintained
an average UAV disruption of 10%. However, the first quar-
ter report for 2024 indicates an 11.3% UAV disruption despite
the advancement in security and AI techniques and technolo-
gies. These findings suggest that 10% security and safety risk is
invariably too high a cost to be neglected if the sustainable usage
of UAV in SMiLE is to be achieved. Furthermore, it doubts the
veracity, reliability, and capacity of the existing underlying secu-
rity architectures. Thus, an overhauling of these architectures
becomes critical.

Several literature findings indicate a plethora of security
and safety concerns associated with the usage of UAVs in
SMiLE [20]. Security issues associated with drone deploy-
ment for logistics include airspace security, cybersecurity,
payload security, and data privacy. On the other hand, safety
issues include physical safety hazards, environmental impact,
and interference with critical infrastructure (see Table 5). A
breakdown of each of these issues is presented forthwith.

According to [7], each of these issues is a subset of the
general drone-related concerns, which are categorized as drone
user intention tracking, drone user-identity theft management,
drone communication hijacking, drone user authentication,
package delivery verification, and dynamic situation-aware
drone engagement for minimal environment impact. Other
safety-security issues of concern in smart aerial mobility for
logistics include aerial transportation of unknown payloads,
adaptive path tracking for quadrotors, adaptive anti-swing con-
trol for clasping operations in quadrotors with cable-suspended
payload etc. Infoswarm (drone swarm for information warfare)
is an emerging and multifaceted UAV deployment issue that
involves the use of swarms of UAVs also known as the internet
of drones (IoD) to create electronic, cyber, space, and/or
psychological warfare [36] for competitive advantage, which
can be offensive or defensive. Infoswarm leverages UAV swarm
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TABLE 4 2020-2024 FAA report on UAV sightings and possible disruptive usage.

UAV sightings Possible disruptive UAV usage

Year Jan–Mar Apr–Jun Jul–Sep Oct–Dec Total Jan–Mar Apr–Jun Jul–Sep Oct–Dec Total

2020 373 408 486 366 1633 59 71 62 40 232

2021 456 957 689 483 2585 49 66 66 44 225

2022 428 622 491 278 1819 44 69 51 19 183

2023 311 598 439 337 1685 27 50 37 32 146

2024 326 — — — 326 37 — — — 37

Total 1894 2585 2105 1464 8048 216 256 216 135 823

TABLE 5 Security and safety issues in UAV for logistics.

Security issues Indicators/specifics

Airspace security Collision avoidance [32], routing management [7],
interference [24]

Cybersecurity Network jamming, network hacking and code
injection, code alteration, [33] exploitation of
zero-day, exfiltration of data [34]

Data privacy Spying, unlawful, and untracked intrusion,

Payload security Identity theft, smuggling, risk of nuclear weapon
carriage [13, 35]

Multifaceted Infoswarm [36]

Safety issues Indicators/specifics

Physical hazards Inadvertent landing/crashes, drone-gun [37]

Environmental impact Air pollution/fossil fuels, airspace

Accidents [38]

Interference Disruption of power lines, telcom. towers [39]

size, customization, and diversity, coupled with the integration
of machine vision algorithms and the connectivity of devices
for robust information management in creating swift vulnera-
bilities. This underscores that infoswarm cuts across cognitive,
cybersecurity, and airspace security of UAVs as it affects not
just the position, navigation, and timing information, but also
targets the communication of UAVs, particularly the commu-
nication on the electromagnetic spectrum. Developing better
cognitive models for effective spectrum management is key to
addressing infoswarm. Also, the development and deployment
of quantum communication for UAVs may likely reduce their
dependence on the electromagnetic spectrum. This will cer-
tainly minimize the vulnerabilities associated with using UAVs
for logistics and other purposes.

4 COGNITIVE INTELLIGENCE FOR
DYNAMIC UAV-SAFETY TASK
PERFORMANCE

The rapidity of innovation in UAVs’ underlying technologies
makes intercepting and gorging these smaller aircraft a difficult
task [39, 40]. The intelligence of AI models and associated tech-

nologies governing UAV PNT in the air influences their smart-
ness and safety. While the sophistication and characterization of
software-defined radios) and software-defined-unmanned aerial
vehicles define aerial mobility smartness, CUAS dynamics help
to address issues relating to their safety. Thus, analysing the
developmental dynamics of these models and technologies will
undoubtedly unravel the smartness and safety capacity of UAV
usage in SMiLE.

UAVs operate on different frequencies. However, most
commercial UAVs used for logistics operate in industrial, sci-
entific, and medical (ISM) frequency bands of 433 MHz and
2.4/5.8 GHz. According to [7], CUAS approaches (otherwise
called anti-drone systems or DDS) are cyber-cognito activities
and techniques aimed at detecting (spotting an aerial object),
identifying (eliciting its status), and neutralizing (mediation feed-
back synapses) perceived and premeditated malicious UAV
deployment to create security breaches such as disruption of
communication, disorientation of operations, the decimation of
key installations, and possibility of divulging sensitive informa-
tion, in a swift and unsuspecting manner [41] in a smart city. To
maintain trustworthy aerial smart mobility, digital transforma-
tions force UAVs and CUAS techniques to compete dynamically,
developing innovations aimed at outwitting each other’s secu-
rity intelligence and operational efficiency [37]. To ensure safety,
CUAS models carry out three (3) main activities on UAVs;
detection, identification, and neutralization (DIN), as depicted
in Figure 4. For each of these activities, the underlying AI
models carry out specific operations whose result is a deter-
minant for triggering other activities. Various atmospheric and
weather conditions, such as rain, snow, fog, dust, changing sun-
light intensity, etc. significantly impact UAV smart mobility and,
by extension, the functional capacity of CUAS for monitoring
UAV safety [43, 44].

The possibility of simultaneous detection, identification, and
neutralization of several drones is a more challenging task for
most AI models in CUAS [7, 41] given different dynamic threat
statuses. While few authors have attempted only multiple UAV
detection and identification [37, 45, 46], the possibility of mul-
tiple neutralization of suspicious UAVs remains a doubt. [47]
proposed the use of electromagnetic pulse (EMP) to achieve
this feat. RF jamming performed using antenna arrays could
also generate, utilizing signal processing methods (beamform-
ing), multiple beams that could be targeted toward multiple
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FIGURE 4 Highlights of UAV cognitive intelligence technologies (i) CUAS techniques for achieving smart and safe DIN operations [42]. (ii) Role of SDR in
aiding authorization, authentication, and accountability of UAV.

target drones. However, the lack of legislation [7] on as well
as stern restrictions by the Federal Communication Commis-
sion (FCC) on the manufacturing and use of RF jammers by
private entities in an attempt to minimize abusive usage inad-
vertently slows the developmental pace of CUAS [22, 42, 48].
Furthermore, [7] hinted that accurate detection and proper
identification of the status of payloads airlifted by UAVs by AI-
empowered models remains a security issue. This is because
the potential threat posed by a UAV used for logistics is not
just the function of the failure of the UAV but also the harm-
fulness or otherwise of the attached payload [39]. Hence, AI
models in CUAS should not only have the capacity to detect
a logistics UAV and its payload but also provide details of the
unknown object to avoid suspicion and unnecessary apprehen-
sion [37]. This increased transparency, however, comes with
legislative and policy bottlenecks such as the protection of pri-
vacy and rights of the freight operator and the owner of the
package delivery.

Also, situation-awareness response strategies are critical to
distinguishing harmless and authorized logistic-based UAVs
from malicious ones. For instance, the tactical intelligence for
timely interception of a hijacked logistics-based UAV [49] is
quite different from a disruptive logistic-based UAV to mini-
mize disruption and fatality [50]. Also, proper identification and
verification of package delivery by a UAV while maintaining
user privacy by the CUAS pose cognitive puzzles. Drone-based
sniffing techniques (though nascent) are a worthy attempt in
this direction but with several limitations [51, 52]. As seen in
Figure 4, CUAS cognitive intelligence models adopts hybrid
(fusion-based) AI technologies and techniques in attempt to
achieve smart and intelligent logistics through robust UAV
threat analysis [37, 46, 53, 54]. However, the proposed AI
models in these works are theoretical with little practical benefit.

An increase in UAV deployment ubiquity translates to
increased exposure to security, and safety risks. According
to [39], the danger of a UAV in the air is more of a func-

tion of the attached object or package delivery than the UAV
itself. Since most UAV security threats are centred on the
UAV networks, software defined radios (SDR) are deployed
to improve UAV digital communication from code injections,
spoofing, exploitation, etc. [55]. Also, most RF-based CUAS
use SDR platforms to monitor and curtail UAV mobility for
enhanced security and safety [22]. Initially, SDRs were designed
to improve the interoperability between different communica-
tion systems of the US armed forces and ease corresponding
logistics [56]. However, with the promise to minimize hardware
dependencies (thereby leading to maximization of reconfigura-
tion), their civilian application witnessed a surge. Thus, SDR
serves as an intelligent agent to eliminate the need for special-
ized hardware by introducing software modules that implement
as many communication functions as possible.

The objective function of SDR is to use the same simple and
standardized hardware setup for multiple and different radio
applications, where most of the signal processing is performed
by software controlled by an AI algorithm. This ensures that
the software code is as close to the antenna as possible, such
that the signal processing of simple and standardized hard-
ware setups for multiple different radio applications can be
performed by the AI-enabled software. With the advent of
5G networks, SDR became part of the broader softwarization
endeavour to adapt to 5G network designs and deployment.
Softwarization aims to improve the flexibility of networks so
that they can support a wide range of services. Thus, SDR offers
cost-effectiveness, quality of service (QoS), flexible deployment
and interoperability, adaptability, programmability, scalability,
and wider frequency coverage [22], amongst other advantages.

To meet these mission-critical objectives in UAVs, SDRs
are deployed in UAVs with AI algorithms as their underlying
cognitive engines to enhance communication connectivity,
increase channel characterization, improve security, and guaran-
tee more accurate UAV detection, classification, and localization
operation [57]. Figure 5 depicts a flight intelligent platform
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2834 AJAKWE and KIM

FIGURE 5 An ML-enabled multi-sensor SDR platform highlighting the hardware and software components for safe and secure UAV mobility.

highlighting the hardware and software components of an ML-
enabled multi-sensor SDR for safe and secure UAS mobility.

SDRs facilitate efficient communication in UAVs by help-
ing them mitigate channel impairments and adapt to changing
environmental dynamics necessary during logistics operations.
Also, with the ML-signal processing ability, SDR technology
can implement advanced techniques such as signal enhance-
ment algorithms, adaptive beamforming, noise cancellation
etc. to improve signal quality and coverage. Furthermore, to
improve security, SDR enables UAVs to adapt to their com-
munication protocols and encryption methods in response to
environmental threats.

To guarantee public safety and UAV intelligence surveillance,
and reconnaissance, the hardware and software design of an
ML-enabled multi-sensor-SDR incorporates different wireless
technologies such as cognitive radios (CR), frequency hopping
spread spectrum (FHSS), and mesh networking. This provides
self-healing networks to UAVs to enhance situation analysis
and environment-awareness navigation, as well as improves the
scenario-specific and dynamic neutralization capacity of CUAS
systems. This aids in guarding against the malicious deploy-
ment of UAVs to disrupt aerial autonomous vehicular mobility
that endangers the sustainability of UAS applications. While CR
allows for efficient allocation of unused frequency channels,
resulting in improved quality of service, reduced interference,

and increased spectrum efficiency, FHSS uses randomized
frequency changes several times a second to protect critical data.

Cognitive intelligence (such as GNU radio signal analysis,
processing, and prediction) in SDR platforms are carried out
using different input parameters and algorithms such as multiple
signal classification (MUSIC) [58], Raytheon Associative/Array
Processor (RAP) [58], received signal strength (RSS) [59], RF
jamming [60, 61] etc. with attendant limitations. To overcome
the inherent limitations in these methods, ML-enabled SDRs
are proposed by different authors, as highlighted in Table 6.

Nie et al. [62] combined different ML classifiers to achieve a
multidimensional signal feature indication, which was deployed
on a USRP X310 SDR platform for drone detection and iden-
tification. However, the detection range was short. Likewise,
the AI model proposed by [63] achieved 99% accuracy, but
the signal strength would be less ideal in the real detection
process, in which the signal strength declines on an exponential
scale. The better signal feature extraction method has to be
investigated for high accuracy of detection when the controller
signal is less strong than the wireless signal noise. [66] combined
four RF classifiers to detect four types of jamming signals in
UAVs. Though the detection rate was high, it was marred by
several mispredictions as environmental changes increased. [62]
capitalized on the signals between the UAVs and the ground
controller and successfully discriminated between non-UAV
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AJAKWE and KIM 2835

TABLE 6 Proposed ML-enabled SDR for safe UAV mobility.

Author AI model-technology

Scope of UAV

monitoring SDR outcome & limitations

2021 [62] RF, SVM, KNN, RF-based UAV detection Achieved 3D positioning accuracy of 2.35m and a detection accuracy
of 95.58%. Not tested in a real environment.

2021 [63] KNN RF-finger printing UAV detection 99.9% detection accuracy with 5 UAVs and accuracy reduces as the
number of UAVs increases. Only effective in near-field scenarios and
unsuitable far-field regions due to signal noise/interference.

2021 [64] KNN, XGBoost RF-finger
printing

UAV detection &
identification

99% D & I accuracy. Simulation-based and limited to only 2 UAV
models. Only close-range detection

2021 [65] DRNN RF-based UAV detection 99% UAV classification accuracy. Only 9 UAV models are used.
Simulation-based.

2022 [66] Ensemble RF UAV jamming detection Only 4 jamming types covered. The detection rate was 93% with high
mis-predictions in different scenarios.

2022 [62] SVM, RF, and KNN using
RF signals

UAV detection and
positioning

Can detect only DJI Spark using Ettus USRP X310.

2024 [67] Deep CNN and LR using
RF signals

Imagery UAV detection Detect 3 types of UAVs using NI USRP 2943 SDR.

2024 [68] CNN RF-signal capturing UAV classification,
TDOA-based positioning

Cost-effective classification of 4 UAV types at different domains.

2022 [22] 3EED algorithm using RF
signals

UAV detection and
defence

Localization of 4 UAVs by estimating their AoA.

2024 [69] Path-loss and PRACH
method

UAV localization Ground transmitter localization of Tarot X6 hexacopter based on RSSI
and AoA estimation.

2024 [70] MUSIC algorithm using RF
signals

UAV localization Guarantee safety drone positioning and pinpointing based on RF
signals by NI USRP 2954R SDR. Limited to DJI Mavic 3T Basic
Enterprise.

and UAV signals despite increased environmental noise and
interference. The system combined advanced signal processing
techniques such as empirical mode decomposition (EMD),
STFT, and Fourier transformation to detect and position UAVs.
Finally, [68] deployed the CNN algorithm on Ettus USRP X310
to capture RF signals of Parrot Bebop, DJI Phantom, Fimi, and
DJI Mavic UAVs. The system achieved high UAV detection and
localization at different domains and TDOA-based positioning.
Besides the use of AI algorithms to boost the performance
of SDRs for UAV accurate detection and positioning, authors
deployed different techniques in SDRs. [22] deployed 3EED
algorithm in Ettus USRP X310 to detect and localize four DJI
models based on AoA estimation. Likewise, [69] deployed path
loss and PRACH algorithm on ADALM-PLUTO to localize
Tarot X6 hexacopter via RSSI and AoA estimation. Finally, [70]
deployed the MUSIC algorithm on NI USRP 2954R to address
safety concerns in DJI Mavic 3T Basic Enterprise by ensuring
accurate pinpointing of its position.

The findings from Table 6 indicate that most AI models
in SDR designs are only RF-based, limited to detection, and
have implicit AI algorithms, which are ineffective for scenario-
specific and safe UAS operation. Understandably, an important
limitation of RF-based CUAS is related to the impossibility of
detecting and annihilating autonomous drones in cases where
they have a predefined flying path and do not have any active
data communication with an operator located on the ground.
This implies that most of these cognitive models are yet to

address other fundamental issues in UAV for SMiLE, such
as package delivery authentication, verification, and validation,
which are critical for curtailing smuggling and the transporta-
tion of illegal and dangerous substances via UAV. Drone-based
sniffing detection is gradually gaining traction in the detection
of explosives, nuclear weapons, and hazardous materials being
transported across borders and in congested areas [51, 52, 71].
However, it is still nascent and demands more research effort,
as the development of more UAV-based sniffing techniques and
models will greatly improve UAV operations in SMiLE. Also,
there is a need to investigate combined RF signal detection,
localization, and classification using the latest computer vision
methods and compare their performance with the two-stage
detection and classification methods. Finally, as seen in Table 6,
SDR cognitive models are yet to integrate concepts such as
explainable AI (XAI), federated learning (FL), self-supervised
learning (SSL), edge AI (EAI) etc. for optimal performance in
accelerating safety deployment of UAVs.

Nowadays, SDR is designed with the mesh capacity for the
self-healing network (SHN) or self-forming network (SFN)
to enable long-range and self-navigating strategies (SNS) in
UAVs thereby enhancing the safety deployment of UAV intelli-
gence for logistics, surveillance, and reconnaissance. Common
examples of SDRs produced by RDTech [72] with cutting-edge
software, SHN with multiple nodes capacity, and improved
throughput via unlimited hops include RDL-2 (100 km), RDL-
3 (200 km), RD-SR/MR/LR/XLR (omnidirectional signal

 17519578, 2024, S1, D
ow

nloaded from
 https://ietresearch.onlinelibrary.w

iley.com
/doi/10.1049/itr2.12579 by K

um
oh N

ational Institute, W
iley O

nline L
ibrary on [20/02/2025]. See the T

erm
s and C

onditions (https://onlinelibrary.w
iley.com

/term
s-and-conditions) on W

iley O
nline L

ibrary for rules of use; O
A

 articles are governed by the applicable C
reative C

om
m

ons L
icense



2836 AJAKWE and KIM

FIGURE 6 Typical SDRs with cutting-edge software and self-healing
network capacity for long-range UAS navigation.

tracking with ranges of 15, 30, 100, and 200 km), RD-HUB
(10 km), RD-MR(30 km), RD-LR, RD-L-2 (70 km), RD-LR,
RDL-3 (100 km), RD-XLR, RDL-3 (200 km), RD-Edge (see
Figure 6). For instance, the RD-HUB has a mission-critical
wireless networking hub capacity of up to 32 nodes, allows
SHN, and provides a throughput of 20 to 40 Mbits. This
increase in the long-range navigation capacity of SDRs attests
to the developmental improvements of the abilities of their
underlying cognitive models and associated technologies for
efficient signal capturing and processing.

The smartness and safety of UAV cognitive intelligence
depend largely on the explainability of the AI model that
controls its operation. Achieving a trade-off between secu-
rity, speed, and scalability in mission-critical and time-sensitive
cyber-physical systems (CPS) by incorporating secured XAI
remains a daunting challenge for safe UAS applications.

5 CYBER-RESILIENCE IN UAV
LOGISTICS NETWORKS: TAXONOMY OF
ATTACK & SMART ARCHITECTURES

UAVs’ network topology dynamics differ from those of vehic-
ular ad hoc networks (VANETs) and mobile ad hoc networks
(MANETs). Typically, UAVs use the flying ad hoc network
(FANET), which is a subset of MANETs. In addition to

single-UAV operations, cooperative and connected intelligence
communication in UAVs (UAV-to-UAV), which is enabled by
FANETs, is becoming common in many UAV applications,
especially in SMiLE. However, FANETs stand out from other
ad hoc network types due to their unique features in response to
the high mobility of UAVs. One of the most distinguishing fea-
tures of UAVs’ FANET is their ever-evolving topology, which
allows the building of a high-speed (above 720 km/h) and exten-
sive communication ecosystem (terrestrial, aerial, and space
networks), thereby promoting an innovation known as drone
transportation system [7, 37]. Consequently, this exposes UAVs’
FANET to high vulnerabilities and constant cyber-cognitive
attacks of all shades and forms due to their reliance on wireless
communication and distributed control systems.

Generally, cyber-attacks on UAVs’ FANET are categorized as
either physical or logical attacks, based on their distinct charac-
teristics, such as cracking or jamming, exploitative, infectious,
information-gathering, interceptive attacks etc. [7, 73]. Attacks
on UAV networks can be either active attacks or passive attacks,
depending on the intention of the intruder on the commu-
nication network. However, a broader categorization of UAV
attacks can be established based on the vulnerabilities associated
with FANETs, as an integral part of the ground base station.
According to [25], the taxonomy of surface analysis of attacks
on UAVs can be grouped into three (3): UAV-component attack,
UAV-communication layer attack, and UAV-communication
architecture attack. Table 7 presents details of broad categories
of cyber-attacks specific to UAV deployment and their overall
impact in SMiLE.

Firstly, UAV-component attacks are targeted at the hardware,
sensor, and software components of the UAV. Hardware-based
attacks include supply chain attacks, battery attacks, and side-
channel attacks. Sensor-based attacks focus on manoeuvring the
inherent weaknesses in the UAV sensors to disrupt its opera-
tions and this includes jamming attacks, GPS spoofing attacks
etc. On the other hand, software-based attacks are targeted
at the confidentiality, integrity, and availability (CIA) of UAV
system components such as navigation systems, flight displays
etc. Zero-day, malware, and backdoor attacks are some of the
most common types of software-based attacks in UAV net-
works. Secondly, a UAV communication layer attack targets
the physical, network, and transport layers of the UAV. The
most common of these attacks are eavesdropping, jamming,
and routing attacks. Finally, attacks on UAV-communication
architecture target UAV-to-UAV and UAV-to-others (satellite,
GCS etc.). Other forms of cyber-cognitive attacks on aerial
networks and designs include phishing and social engineering,
password attacks, data breaches, advanced persistent threats
(APTs), insider threats, GPS spoofing and jamming, brute force
attacks, firmware attacks, and physical tampering of the aerial
and terrestrial infrastructure.

Ad hoc networks such as FANETs have advanced and unique
characteristics of improved protocols for faster cooperative-
ness of nodes in the network in terms of packet delivery ratio
(PDR) and energy efficiency [25, 74, 87]. However, the find-
ings in Table 7 indicate that most of the cyber-attacks are still
targeted at the routing protocols of UAVs and suggest a gap
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TABLE 7 Spectrum and impact of cyber-attacks on UAV networks.

No. Aspect of UAV Targets Sub-targets

Nomenclature of

UAV

cyber-attacks Description and impact of attacks-vulnerabilities

1. UAV-communication

layer

Network layer
(routing attack)

Traffic attacks Greyhole
(dropping)

The dropping attack involves an attacker selectively discarding
received packets (greyhole), either dropping all of them or targeting
specific packets intended for a particular destination. It is aimed at the
wrong routing of aerial networks [74, 75]

Sybil It is an impersonation attack where attackers use the addresses of
other nodes or fabricate addresses not present in the network to
divert the UAV [76, 77].

Topology
attacks

Sinkhole Attackers falsely claim to offer a more efficient route to a specific
destination. If the source node falls for this deception and selects the
advertised route, the attacker node can intercept and monitor all
network communication between the source and destination nodes. It
serves as an initial step before launching subsequent attacks like
dropping and altering data packets [78, 79].

Blackhole The blackhole attack is a two-step method that combines sinkhole
and dropping attacks. It disrupts communication and escalates energy
consumption within the network thereby reducing network
lifespan [80, 81].

Wormhole Wormhole attacks on UAVs are a specific kind of cybersecurity risk in
which malicious parties build a wireless network wormhole (tunnel or
shortcut) between two distant points in a wireless network [82, 83].

Rushing Rushing attack is a DOS attack that is capable of being effective
against various reactive protocols used in ad hoc networks, including
AODV, DSR, SAODV, and SUCV. Rushing attacks ignore MAC,
create routing layer delays, fill additional transfer node queues etc. [25,
84]

Network
reconnaissance

Attackers scan and probe for holes in terrestrial security networks to
find openings they can use to launch additional attacks. By inserting
harmful Structured Query Language (SQL) statements into web apps
or backend databases, to manipulate sensitive data without
authorization [85]

Physical layer Resources
attack

Replay Replay attack (a subset of DOS attack) involves re-sending outdated
yet valid data with the intent of impeding or halting communication.
This attack causes a reduction in aerial network responsiveness [81,
86]

Jamming
attacks

Aims at disrupting UAV’s communication and network
communication by generating stronger signals than the UAV
signal [34, 87, 88].

Eavesdropping
attacks

A passive attack that violates UAV network privacy to listen to
communication without interrupting signal transmission [89, 90].

Transport layer UDP attack
TCP attack

UDP flooding,
SYN flooding,
session hijacking

attacks target loopholes in transport layer protocols, user datagram
(UDP), and the transmission control protocol (TCP) [84, 91, 92]

2. UAV-communication

architecture

U-2-U Data tampering
attacks

Attacks to manipulate UAV data that result in inaccuracies of vital
information such as UAV navigation data, direction, position, and
altitude [93].

De-
authentication

Deauth is a denial of service (DOS) attack that obstructs
communication between routers and devices thereby making targeted
users disconnect. It makes use of IEEE 802.11 wireless networks
since they offer the necessary de-authentication frames [94, 95]

Sybil It is an impersonation attack where attackers use the address of other
nodes or fabricate addresses not present in the network to divert the
UAV [76, 77].

Jamming
attacks

It aims at disrupting the UAV radio signals by introducing pulses and
noise. These days, Frequency Hopping Spread (FHSS) and Direct
Sequence Spread Spectrum are the two methods for preventing
jamming attacks [96, 97]

(Continues)
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2838 AJAKWE and KIM

TABLE 7 (Continued)

No. Aspect of UAV Targets Sub-targets

Nomenclature of

UAV

cyber-attacks Description and impact of attacks-vulnerabilities

U-2-others Drone in the
middle (DiTM)

In DitM, the attacker secretly modifies and sends the navigational
messages that are sent and received between the drone and its
connected navigational control system. This leads to session
hijacking, DNS spoofing, and packet sniffing [98, 99]

Spoofing
attacks

Steppingstone
assault

Targets a swarm/host of aerial networks by targeting the closest UAV
with false data and the attack command is relayed by intermediate
UAVs (hops) until it reaches the destination UAV nearest to the target
system [100].

3. UAV-components Hardware-based Battery attacks Depletion of
battery (DoB)

DoB target UAV charging systems as well as depletes battery power
faster than the usual time by sending fake requests that lead to voltage
fluctuations [101, 102].

Denial of sleep
(DoSp)

DoSp causes UAVs to use power continuously by preventing them
from entering sleep mode [103].

Hardware-Dos
attacks

Denial of Service (DoS) attacks aimed at UAV hardware components
by making it exhaust resources and cause the UAV to miss the
delivery and arrival at the destination deadline [104–106].

Supply chain
attacks

Attacks that exploit the security loopholes that occur during UAV
components procurement, such as using 3D design files to produce
faulty UAV parts [107, 108]

Side-Channel
attacks

It exploits leaked information from tasks executed via
microelectronic components. Authors [110] grouped side-channel
attacks into electromagnetic radiation attacks[], power-consumption
attacks, and time-based attacks [109]

Software-based Backdoor
attacks

Attackers scan and probe for holes in terrestrial security networks to
find openings they can use to launch additional attacks. By inserting
harmful Structured Query Language (SQL) statements into web apps
or backend databases, to manipulate sensitive data without
authorization [110].

Malware attacks It force UAVs to navigate towards the attacker’s specified locations to
hijack the UAV control [78].

Zero-day
attacks

Attacks that are launched on UAV software due to delays by vendors
to update patches [111, 112].

Sensor-based GPS spoofing
attacks

Active GPS
spoofing passive
GPS Spoofing

Used to alter planned UAV behaviour and assume control of the
device by introducing falsified data into the device [113, 114].

Jamming
attacks

Interruption of sensor signals to prevent the UAV from receiving
valid sensor information [34, 87, 88].

in mechanisms and strategies for enhanced security across the
layers of the UAV networks. Specifically, these routing pro-
tocol attacks on the UAV can cause it to depart from its
intended flight route, display unpredictable behaviour, or even
interrupt communication from the remote control, with an
inestimable impact.

Overall, these attacks have a significant impact on the safety
deployment and scalable technology diffusion of UAVs as a
sustainable alternative for smart and intelligent logistics. [25]
examined the impact of routing attacks targeted at the network
layer of the UAV in both low-density networks and high-density
networks using a 3D GMM mobility model to simulate the 3D
natural flight of the UAVs. The routing attacks cut across attacks
on topology (sinkhole and blackhole), attacks on traffic (drop-
ping), and attacks on resources (flooding). The performance

metrics used in evaluating the performance of the UAV net-
works with an increase in attack ratio are packet delivery ratio
(PDR), end-to-end (E2E) latency, and overhead. The result of
their findings is summarized in Figure 7.

From Figure 7, an increase in attackers ratio of flooding
and sinkhole attacks led to a sharp decrease in packet deliv-
ery ratio (PDR) in both low-density and high-density UAV
networks. Although PDR seems to remain unchanged for black-
hole and dropping attacks with an increase in attackers ratio, the
attack still changes the UAV network’s behaviour with a signif-
icant indirect impact on the overall ecosystem. Unlike PDR, an
increase in attackers ratio of sinkhole, dropping and flooding
brought about a rise in the E2E latency of the UAV network due
to the establishment of longer alternative routes, with the flood-
ing attack having the highest impact in both low-density and
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AJAKWE and KIM 2839

FIGURE 7 Impact of routing attacks on low-density and high-density UAV networks based on (a) packet delivery ratio (PDR), (b) E2E latency, and (c)
overhead, with an increase in attack ratio.

high-density networks. However, as the number of blackhole
attacks increased, E2E latency declined posing a serious threat
to the reliability and safety of the FANET. Finally, UAV net-
works with high volumes of routing attacks resulted in increased
overhead leading to depletion of vital resources and intensi-
fied network congestion. An increase in dropping attacks seems
to exhibit minimal impact on the network overhead. However,
the overall impact of dropping attacks (including PDR and
E2E latency as discussed earlier) on the UAV network is not
negligible in ascertaining safety deployment.

To maintain confidentiality, integrity, and availability in UAV
networks and guarantee their safety, several cyber-cognitive and
security architectures are designed to counter (prevent) and
curtail (defend) the impact of cybersecurity attacks in FANETs.

These security architectures are aimed at improving the net-
work resilience of the IoD as an integral part of the Internet of
Everything (IoE) to create an Internet of Value (IoV) ecosystem
that is sustainable and reliable. Prevention techniques are highly
effective against common and known attacks. However, with
the emergence of insider and new attacks unknown to these
architectures, they are likely to perform poorly. Prevention
techniques are effective. Blockchain technology [115–117],
authentication mechanisms [118], physical-layer security [119,
120], sensor-based methods [121, 122] etc. are common UAV
cyber-attack prevention approaches. To complement preven-
tion schemes, intrusion detection schemes (IDS), are widely
deployed in UAV networks for cyber-attack detection [123,
124] to identify potential attacks before the system’s CIA is
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2840 AJAKWE and KIM

TABLE 8 AI models for cyber-intelligence in UAV networks.

Security

approach Method/AI model Attack type (s) Potentials& Limitations

Prevention Key agreement [127] Desynchronization, DiTM, Leakage,
Impersonation, Offline Password Guessing

Blockchain-based to address anonymity.

Authentication
scheme [128]

Brute force, DoS, DiTM, Impersonation, Replay No simulation were conducted. No
dataset.

Mutual authentication
protocol [129]

Eavesdropping, DiTM No dataset was mentioned for
reproducibility.

Detection FL [124] GPS Spoofing, GPS jamming No simulation

FL [130] GPS jamming No simulation

FL [131] Jamming No simulation

DL [132] Brute force, Botnet, Dos, port scanning, XSS No implementation

DL [133] Backdoor, Dos, DiTM, injection, Password,
Scanning.

No implementation

ML [134] Time delay No dataset

ML [135] Sybil System complexity

ML [136] GPS spoofing No dataset

ML [91] DoS No actual implementation

ML [137] DoS, DDoS, brute force, Botnet, web attack,
infiltration

Limited application

ML [138] GPS spoofing Limited application

ML [139] Blackhole, greyhole, GPS spoofing, GPS
jJamming

System complexity

Hybrid DL [73] GPS spoofing, GPS jamming No implementation was carried out

comprised. Recently, the need for a hybrid intrusion prevention
scheme (IPS) rather than the typical IDS for UAV networks is
gaining momentum [125, 126].

AI algorithms are utilized as the underlying inference engine
of these security architectures for efficient cyber-attack and
intrusion pattern discovery and analysis, enhance their cyber-
resilience potentials, and guarantee optimal performance. This
is due to the velocity, variability, and attack volumes emanat-
ing from multiple IoD nodes and devices. Typically, UAVs
have resource-constraint hardware characteristics due to their
compact nature. Hence, AI algorithms researchers propose
to curtail cyberattacks are lightweight models with mini-
mal computational complexity. This is to meet the energy
consumption-conscious design of UAVs. Table 8 highlights
adopted lightweight security measures and accompanied AI
models for cyber-resilience in UAV networks.

The limitations of these suggested approaches and AI tech-
niques imply that disruptive technologies’ dynamic evolution
has not yet fully caught up with the risky nature of cyberattacks
directed towards them and the corresponding vulnerabilities
these technologies produce. Hence, there is a need for ardent
research efforts towards in-depth study of the characteriza-
tions of contemporary and emerging attacks. This will help to
re-invent the wheels in developing perspicacious cognitive mod-
els that can counter and curtail dynamic attacks with optimal
results. Thus, trustworthy, smart, and safe UAV deployment for
logistics and other purposes requires a robust framework that

can examine cyber-attacks at all layers of the UAV networks
(communication, architecture, and components) and authenti-
cate users through an AI-software-centric modular paradigm as
shown in Figure 8.

The authorized defence control centre (usually state actors in
charge of the CUAS) must have the capacity to handle multi-
ple UAV cyber-attacks and intrusiveness at the cognitive, cyber,
and physical layers of the UAV network with enhanced secu-
rity authentication scheme for thorough UAV user or operator
validation. The underlying software has to be driven by an AI-
integrated application programming interface (API) to perform
authentication, authorization, session handling, data protection,
error handling, versioning, and service discovery, and input
validation. Since most cyber-attacks on UAVs are targeted at
distorting the signal parameters of operators, adopting a secu-
rity intelligence that incorporates cross-layer security designs
will undoubtedly enhance UAV-user authentication [11]. The
authentication strategy should be robust to handle improper
authentication issues, authentication bypass using an alter-
nate path or channel, missing critical steps in authentication,
key exchange without entity authentication, improper certifi-
cate validation, and improper checks for UAV-user certificate
revocation. However, several studies have shown that the incor-
poration of blockchain technology and zero-trust architecture
into UAV security intelligence can address all these authentica-
tion features and limitations of AI-empowered approaches (see
Section 7).
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AJAKWE and KIM 2841

FIGURE 8 A software-centric AI-empowered cross-layer security architecture for resilient cyber-intelligence in UAV networks.

6 DECISIVE SITUATIONAL
AWARENESS IN UAV-BASED LOGISTICS

One of the physical security and safety concerns in aerial-
based mobility and logistics is the intuitive and effective control,
and stability of suspended payloads that are attached to UAVs
and quadrotors from fallen off [140]. Due to uncertainties in
the UAV operating environment (such as external wind, para-
metric, rotor downwash etc.), there is a high probability of a
payload falling off a UAV, and the associated risk might be
inestimable. Current techniques and technologies for ensuring
the stability of suspended payloads to quadrotors lack the intu-
itive capacity to respond to sudden external changes. Thus,
AI-empowered adaptive anti-swing controllers that incorporate
state-dependent parameters and uncertainties in their design
will aid in improving the stability of suspended payloads by
logistic UAVs, especially quadrotors. This will help to capture
uncertain clasping and unclasping operations of the suspended
payload [140]. Beyond this, safe and secure autonomous naviga-
tion and landing of UAVs are essential parameters and functions

for measuring their smartness and intelligence in an unknown
environment, ensuring terrain safety, cognitive perception, and
efficient path planning.

Models for motion control for autonomous vehicles cut
across predictive control model, barrier functions/Lyapunov
barrier functions, control barrier functions, and prescribed
performance control [141, 142]. These approaches are for
time-varying trajectories and are unsuitable for UAV logis-
tics. Path-following control architectures with user-defined
spatial path parameters are deployed to overcome these lim-
itations [143]. Authors [141] proposed an environment-aware
dynamic constraint path-following architecture for quadro-
tors that is resilient and adaptive to system uncertainties and
unknown attackers. However, the architecture lacked exper-
imental verification to validate its practical usefulness. Also,
the uncertainties and noises associated with the sensors and
actuators were not addressed.

Conventionally, UAVs perceive, interact, localize, and navi-
gate their immediate environment through simultaneous local-
ization and mapping (SLAM) using associated sensors and
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2842 AJAKWE and KIM

network connectivity. The objective function of SLAM is
the automation of the sensing and navigation system of an
autonomous robot in an unknown environment [144]. Through
the aid of SLAM algorithms, a UAV can reconstruct the map
of its surroundings and localize itself in the map, which helps
it explore and navigate regions that are challenging and inac-
cessible by humans. This is essential for logistic-based UAVs to
maintain their defined path and adapt intuitively in response to
sudden environmental dynamics while navigating to their tar-
get destination. Consequently, logistics-based UAVs relish these
self-navigating strategies (SNS) to arrive at their destination
via the implementation of associated sensor technologies for
measurement acquisition based on captured data characteristics.
However, current conventional SLAM methods in UAVs heav-
ily rely on geometric maps and/or positioning devices, resulting
in two (2) issues: (a) blockage of signals leads to UAV fail-
ure, and (b) inability of navigation systems to achieve high-level
decision-making for advanced critical missions [145].

The two most commonly implemented SLAMs in UAVs are
visual SLAM (VSLAM) and radio SLAM (RSLAM).VSLAM
entails the use of camera sensors (monocular, stereo, and
colour), while RSLAM uses electromagnetic waves (such as
radio signal-based sensors, especially radio frequency iden-
tification (RFID)) to sense the environment. Other widely
used technologies include ultra-wideband (UWB), light detec-
tion and ranging (LiDAR), ultrasonic, Bluetooth, and wire-
less fidelity (WiFi) [146]. Unlike VSLAM, which is faced
with high storage costs and reusing the metric map issues,
R-SLAM is best suited for privacy-sensitive applications.
Cooperative SLAM, otherwise known as collaborative SLAM
(CSLAM) [147–150], enables faster exploration and navigation
of several autonomous robots through connected intelligence
and semantic communication [145] for efficient information
sharing. Each SLAM approach utilizes different cognitive algo-
rithms to process sensor information and produce an outcome
upon which the robots act with inherent issues.

These days, to increase the performance efficiency and effec-
tiveness of SLAMs in UAVs, optimization algorithms and hybrid
approaches (sensor fusion), which involve the combination
of multiple sensor types (radio and visual), are adopted for
multiple robot navigation. Some common examples are UWB
and LiDAR [151], and camera and UWB [146], with inher-
ent drawbacks such as geometrical irregularities, localization
inaccuracies, and missed detection [152] etc. However, fusion
algorithms usually impose additional system computational
overhead [153], thereby constraining the real-time capability
of SLAM in UAVs. Furthermore, to maximize area cover-
age and decrease mission latency, UAV systems are equipped
with an onboard swarm-based CSLAM self-navigation strat-
egy [148], thereby reducing swarm redundancy and improving
the robust cooperativeness of groups of UAVs. Though the
onboard CSLAM proposed by authors [148] is limited to ultra-
constrained nano-UAVs with a defacto system technology, it
paves the way for the development of advanced navigation
solutions for increased safety in UAV flight autonomy through
efficient path planning strategies. However, CSLAM technol-
ogy in UAVs is constrained by limited accuracy and range.

Also, it is highly sensitive to environmental conditions and
is often faced with satellite denial scenarios, especially when
the GNSS signals encounter interference, spoofing, fading, and
multi-path effects. Table 9 presents recent collaborative SLAM
strategies adopted in UAVs and the performance of the under-
lying cognitive models for enhancing the smartness and safety
of UAV usage.

The few advanced navigation and path planning strategies
presented in Table 9 are credence to the conscious research
and developmental efforts to enhance the explosive intelli-
gence (aerial shrewdness) and safety usage of UAV in logistics
and other domains. Albeit, this is not without the inherent
underlying cognitive intelligence (AI-model) challenges and
cybersecurity concerns. With more emphasis on semantic-
based schemes [145], neuromorphic strategies [153], minimized
information-sharing characteristics [155], and less dependence
on GNSS [154] (to improve relative positioning), security situa-
tional awareness (SSA) can be achieved. This will accelerate safe
UAV navigation for smart logistics.

SSA and prediction are important, especially for UAV bat-
tery management and power system measurement. It helps to
address routing management, collision avoidance, and inadver-
tent landing/crashing of UAVs, amongst other security issues
associated with UAV usage for logistics (as highlighted in
Table 5). Various security factors can be acquired, understood,
and predicted thanks to networked-based SSA technology [156].
Figure 9 depicts an SSA scheme for inclusive and decisive UAV
positioning, navigation, and timing.

An SSA scheme that will promote smart and safe UAVs
for logistics must address aerial vehicles’ dynamic scenarios
and complexities that match real-world applications while tak-
ing into account the hardware-constrained characteristics and
the energy efficiency of UAVs’ battery systems. Thus, the data
sources for scenario testing should undergo quality assurance
to reduce bias [12] and ascertain sample variability and feature
inclusiveness, such as ego vehicle sensor recordings. Also, ade-
quate feature extraction and engineering are critical for optimal
model prediction [12]. Finally, the continuous development of
lightweight yet hybrid-based optimization and cognitive algo-
rithms such as scenario description language is essential for
proper out-of-the-box semantic analysis of UAV behaviours en
route to their destination.

Authors [157] proposed a multi-agent deterministic pol-
icy gradient SSA framework for real-time protection of smart
grids, which is applicable in addressing attacks in UAV power
systems to improve safety navigation. Therefore, developing
and applying networked-based SSA technology will aid in the
proactive mitigation of security threats aimed at draining UAV
batteries through false engagements while en route to their
delivery destination. Hence, SSA technology will curtail DoB
and DoSp attacks (see Table 7) and improve the smartness and
safety navigation of logistics-based UAVs in the airspace, their
perception of their immediate environment, and their interac-
tion with surrounding objects. Undoubtedly, advancement in
technological capability demands means to ensure continuous
trustworthy usage by creating a balance between smartness and
safety.
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AJAKWE and KIM 2843

TABLE 9 Performance analysis of cooperative SLAM approaches for UAV safety.

Reference SLAM type AI model & algorithm Safety-based Developmental Strides

Yang et al.,
(2024) [145]

Semantic visual SLAM Light-weight DL Estimates terrain situations through semantic features in
real-time (0.407s) for UAV landing guidance.

Friess et al.,
(2024) [148]

Graph-based SLAM Iterative close point (ICP) Entire onboard with 192 kB memory, 0.8 m/s speed, and
achieved a mapping accuracy of 12cm for cooperative navigation
of 4 nano-UAVs that can be extended to hundreds of UAVs.

Dong et al.,
(2024) [153]

Bio-inspired visual SLAM Neuromorphic neural
networks

Combines visual-inertial odometry with biological cell models to
address the problems of large view disparity, high computational
and storage cost, and real-time localization and mapping
associated with V-SLAM in heterogeneous UAVs and UGVs,
with 0.78m (air) and 2.76m (ground) average localization errors.

Buqing et al.,
(2024) [149]

Visual SLAM (UAV-UGV
cooperation)

Information consensus
filter (ICF)

Decentralized control algorithm for real-time safe distance flight
control adjustments and inter-UAV communication.

Wang et al.,
(2024) [150]

Visual SLAM (UAV-UGV
cooperation)

Reinforcement learning
(RL)

Improved obstacle avoidance and efficient path planning using
multi-agent soft actor-critic algorithm for achieving faster task
success rate and task completion efficiency

Runmin et al.,
(2024) [154]

Radio SLAM Cooperative incremental
smoothing and mapping
(CI-SAM)

Robust navigation strategies address location divergence issues,
self-stabilization, and reduce the need for vehicle measurement
to achieve complete relative positioning in the absence of GNSS.

Miguel et al.,
(2024) [155]

Situational graph-based SLAM
using LiDAR

Hierarchical optimization
room descriptor and fusion

Decentralized System with minimal trajectory errors and
reduced information exchange between UAVs to address the
multi-robot kidnapped (hijacking) problem.

FIGURE 9 Situation-awareness scheme for inclusive and decisive UAV positioning, navigation, and timing.

7 CHALLENGES AND DIRECTIONS
FOR FUTURE UAV SECURITY

The rapid development of uncrewed, connected cars, intelligent
transportation, amended vehicles, and other technologies, the
on-board electronic system is becoming increasingly complex.
This puts higher requirements on the bandwidth and real-time
UAV networks [28, 158]. Ultimately, increased complexity leads
to increased exposure to risks and vulnerabilities, and demands
an unconventional convergence-based approach and connected
intelligence to tackle them, and ensure sustainable usage. SMiLE
is a complex system burdened with a plethora of security and
safety issues (see Table 5), coupled with the inherent challenges

of adopting UAVs (see Table 8) to accomplish it. Therefore, the
spectral analysis of the security and safety concerns of UAVs for
SMiLE indicates that sustainable UAV usage relies on enhanced
intelligence capacity to outwit vulnerabilities. Thus, addressing
smartness-security intelligence to curtail cyber-attacks, safety-
security intelligence for swift navigation, situational-awareness
intelligence for scenario-specific landing, and software-centric
and storage intelligence for reliable decision-making in package
delivery through a transparent cognitive algorithm, tamperproof
security approach, and trustworthy architecture is cardinal for
the survival or otherwise of UAVs in SMiLE.

The application of explainable AI (XAI) [159], blockchain
technology (BTC) [116], and zero-trust architecture
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2844 AJAKWE and KIM

FIGURE 10 XAI growth trajectory and market value.

(ZTA) [160] have proven to be veritable tools for address-
ing seemingly arduous security issues across domains. This
section explores how the convergence of XAI, BTC, and ZTA
can be leveraged to address the identified security and safety
issues in UAVs for logistics and provide useful research insights
for meaningful developments.

7.1 Transparent interpretation and
explainable UAV cognition

Conventional AI models are usually non-transparent and follow
“black-box” semantics, which limits practical use-case general-
ization and makes the interpretability of the models’ decisions
difficult. As a result, the security and safety concerns associated
with UAVs for logistics and aerial mobility can be attributed to
inaccurate/false detection of attacks, missed detection of navi-
gation obstacles, misclassification of scenarios and interference,
and misinterpretation of results by these underlying AI mod-
els [7, 161]. The objective function of the XAI paradigm is to
guarantee self-explanatory, reliable, unbiased, and transparent
results via ethical AI, valid AI, and interpretable AI [26]. This
is to address the intelligence failures associated with UAVs as a
result of programmatic conformity and ethnocentric bias [162].
According to [162], XAI shares 0.5% adoption in UAVs when
compared with other AI algorithms. Though XAI adoption
is relatively nascent (especially in UAVs), the global invest-
ment trajectory for technology diffusion and adoption of XAI
across different applications was valued at over $20 billion by
2023 [26]. As of 2023, the XAI market size was $6.2 billion, and
it is projected to grow by 20.9% resulting in a market value of
$16.2 billion by 2028 [163], as seen in Figure 10.

7.1.1 Advanced intelligence for disruptive UAV
mobility curtailment

The industrial application of XAI as the underlying cognitive
engine in cyber-physical systems has experienced systematic
vertical integration to enhance human-centric processes from
industry 1.0 to industry 5.0 revolution [26]. With the local and
global explanation approaches of the XAI model, the clarity of
the connections between the multifaceted UAV sensors’ input-
output pairs and the logic of the underlying operations can be
understood and validated to decipher intrusions from autho-
rized access into the UAV network. Also, the incorporation of
XAI algorithms as the underlying intelligence models in CUAS
and SDR will advance the detection, identification, and neu-
tralization of UAVs. It will help to address smartness-security
as well as safety security issues such as payload security, drone
hijacking, identity theft, package delivery identification, physi-
cal hazards etc., as listed in Table 5. [159] integrated ZTA and
XAI algorithms for advanced classification of UAVs based on
RF signals from three (3) UAV models using shapley additive
explanations (SHAP) and local interpretable model-agnostic
explanations (LIME) to achieve transparent decision-making
and trustworthy interpretation of predictions by the model.
Though the outcome was impressive, the use of a single detec-
tion technique (RF signal only) rather than a hybrid method
(sensor fusion) limits the approach for robust use-case appli-
cation in ensuring UAV security and safety. Thus, more research
efforts directed towards the integration of interpretable AI for
hybrid-based multi-class UAV security are solicited will boost
trustworthy operations.

Furthermore, to guarantee public safety and UAV intelli-
gence, surveillance, and reconnaissance, it is pertinent that
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the hardware and software design of an ML-enabled multi-
sensor-SDR (see Figure 5 in Section 4) incorporate XAI as
the underlying cognitive model for its different wireless tech-
nologies, such as cognitive radios, frequency hopping spread
spectrum, and mesh networking. This will enhance the capac-
ity of self-healing networks of UAVs for semantic-driven
situation analysis and environment-awareness navigation, as
well as improve the scenario-specific neutralization capac-
ity of CUAS systems. Furthermore, it will aid in guarding
against the malicious deployment of UAVs to disrupt aerial
autonomous vehicular mobility, that endangers the sustainability
of UAS applications.

7.1.2 Accentuated interpretability of
interoperable UAV sensor signals

UAV sensor-based attacks (a subset of UAV network cyber-
attacks) are attributed to the weaknesses in the underlying
conventional AI models for efficient complex signal analy-
sis and processing. Generally, most IDS models (see Table 8)
rely on the texture information of UAV signals to detect
anomalies aimed at disrupting the UAV movement. How-
ever, textual information is insufficient to fully decipher signal
anomaly patterns, especially as complexity increases due to
multiple sensor fusion coupled with the velocity of dynamic
changes in scenarios that often characterize a UAV network.
Though DL models can discover patterns from complex sce-
narios [39], they lack useful information on the underlying
process to final prediction, which makes them vague and
leaves room for doubt about the authenticity of their results.
With the local explanation approach of XAI (LIME), this
vagueness of DL predictions of UAV sensor-based attacks
can be addressed. The LIME provides a comprehensive and
comprehensible interpretation of the underlying operations
of a DL model in producing a valid and unbiased predic-
tion [26]. As seen in Figure 8 and Table 8, a software-centric
AI-empowered cross-layer security architecture (SACA) for
resilient cyber-intelligence in UAV networks must integrate
lightweight XAI-based DL models as its intelligence base to
drive the software-hardware interactions and decisions of IDS,
IPS, and other security technologies enabling UAV mobil-
ity. This will certainly reduce GPS spoofing and jamming,
thereby preventing UAV hijacking, package delivery diversion,
and exploitation of UAVs to disrupt/destroy key infrastruc-
tures such as power lines, telecommunication towers etc. More
research to develop lightweight XAI-empowered, security tech-
nologies is recommended to increase safe and trustworthy
UAV autonomy

7.1.3 Agile requirements for XAI adoption in
safety-conscious UAV mobility

The fundamental pillars for transparent and reliable safety-
driven cognition for autonomous vehicle networks encom-

pass interpretability, explainability, justifiability, traceability, and
transparency in the decision-making process. According to the
National Institute of Standards and Technology (NIST) AI risk
management [164], a trustworthy AI model must be (i) fair with
harmful bias management (ii) privacy-enhanced (iii) explainable
and interpretable (iv) accountable and transparent (v) secure and
resilient (vi) safe, and (vii) valid and reliable. In using XAI as
the underlying cognitive model in UAVs, three requirements are
necessary to achieve trustworthy and reliable safety-conscious
UAV mobility for logistics. These are data requirements, con-
ventional AI model requirements, and agency requirements.
According to [27] data requirements encompass privacy and
data governance, diversity, non-discrimination, and fairness.
On the other hand, conventional model requirements include
technical robustness and safety, security, and resilience, while
human agency requirements entail scalable human-machine
interfaces for rational decision-making in response to out-of-
scale dynamic scenarios. Figure 11 depicts an agile XAI-enabled
framework (AXAI) for inclusive safety-conscious UAV mobility
for logistics.

The AXAI framework emphasizes explicit interpretation and
explanation of all cognition-based UAV activities; perception,
planning, and control to ensure reliable and transparent predic-
tion. With these in place, attacks at different layers of the UAV
(component, communication, and architecture) can be signif-
icantly curtailed. Therefore, the development and integration
of AI models into UAV designs that embrace XAI features is
a sure bet toward accelerating secure, safety-driven, and sus-
tainable UAV mobility for logistics. Further research directed at
addressing these needs is a plus for safety-conscious trustworthy
autonomous aerial mobility.

7.2 Blockchain for tamperproof and
traceable UAV control

Protecting the engine room (the intelligence hub) that controls
the navigation protocols and principles of UAV decisions is crit-
ical for internal and external security. An aerial security design
that can guarantee maximum security against malicious UAV
mobility as an aerial smart vehicular technology for logistics and
other purposes requires an inclusive robustness that blends scal-
ability with speed and security in carrying out real-time (timely),
scenario-specific (tactile), traceable (tractable), and trustwor-
thy (transparent) and tamperproof operations that aligns with
the SDG. The incorporation of blockchain technology into
existing UAV networks is to provide a safe, decentralized, and
tamper-proof platform for storing and transmitting sensitive
data. Blockchain has the potential to revolutionize data security
in UAV user and package authentication [165]. According to [7],
the role of BTC in UAV operations cuts across authentication,
authorization, and availability of communication in UAV net-
work in carrying out the three main activities of a CUAS design
(DIN), with a resultant effect of increase in safety deployment.
This tripartite role of transparent BTC in promoting secured
and safe UAV mobility is succinctly captured by the regression
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2846 AJAKWE and KIM

FIGURE 11 Agile XAI framework for safety-driven UAV mobility comprising (a) module for intelligible explanations to achieve trustworthy monitoring and
feedback and (b) modular units for specific task interpretations.

model in Equation (1).

𝛼𝚄𝚝𝚜 =
[
𝛽𝟶 + 𝛽𝟷𝙰𝟷

𝚡 + 𝛽𝟸𝙰𝟸
𝚢 + 𝛽𝟶𝙰𝟹

𝚣 +⋯ + 𝛽𝚗𝙰𝚗
∞+ ∈𝟷

]
,

(1)

where 𝛼𝚄𝚝𝚜 represents secured UAV; 𝙰𝚡
𝟷
, 𝙰

𝚢

𝟷
, 𝙰𝚣

𝟷
… 𝙰∞𝚗 stands

for authentication, authorization, accountability, and any other
emerging security measure for enhanced intelligence space,
cyberspace, and airspace; 𝛽𝟶 is the constant security value for
applying BTC to UAV operations when values of A are set to
0; 𝛽𝟷, 𝛽𝟸, 𝛽𝟹 ⋯ 𝛽𝚗 are the net regression coefficient secu-
rity value for applying BTC in UAV operations with dynamic
change in A values; and ∈𝟷 represents the likely loopholes and
emerging issues to be introduced by blockchain. Timeliness
has remained the main challenge to integrate BTC into UAV
network operations [7].

However, several works have demonstrated that BTC can
provide adequate security in UAV networks without sacrificing
the performance of the UAV FANET [166–169]. Thanks to the
developments of better and faster blockchain decision-making
protocols as consensus algorithms Notably, authors [116] pro-
posed the integration of BTC to enhance drone user and
package delivery authentication and authorization as seen in
Figure 12.

The emergence of newer BTC consensus algorithms (with
reduced gas costs) coupled with the introduction of offline
transaction capacity has led to its rapid deployment as a frontline
security masterpiece in addressing UAV network and mobility
security challenges [167]. To be precise, the integration of BTC
into IoD-based logistics has resulted in mutual authentication
of identity, non-repudiation of delivery and arrival time, and

other intangible security benefits [168]. Some key areas of BTC
adoption for secured UAV-based logistics and open issues are
presented forthwith.

7.2.1 Seamless UAV user & package delivery
authentication

Efficient authentication of UAV users for secure message
delivery to prevent physical hijacking of UAVs remains a chal-
lenge. Using physical unclonable functions (PUFs) to store
UAV device private keys exposes them to privacy leakages.
With blockchain, lightweight unified management, decentral-
ized storage of UAV user identity, and simultaneous dynamic
updates of private keys can be accomplished. [170] devel-
oped a tamper-proof hierarchical blockchain-based dynamic
secret key strategy for the swarms of UAVs that eliminates
the need to store any secret information within UAVs, thereby
mitigating the vulnerabilities associated with key leakages
resulting in physical attacks. This ensures complete decentral-
ization of the authentication process, data transparency, and
a tamper-proof security protocol with reduced computation
and communication overhead suitable for resource-limited UAV
systems. [171] proposed BETA-UAV; a blockchain-trust authen-
tication scheme for resisting active attacks such as replaying,
impersonation, and modification with lightweight computa-
tional and communication overhead costs. Furthermore, BTC
can be integrated to track package deliveries from the inception
point to the target delivery destination. Authors [116] developed
a robust CUAS that uses BTC to verify and authenticate the
legitimacy of a drone operation and verify its package delivery
to forestall possible disruption via malicious attacks. The system
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AJAKWE and KIM 2847

FIGURE 12 Flowchart of blockchain-empowered CUAS for UAV-based logistics authentication and validation for (a) drone source authentication, (b) drone
operator authentication, and (c) attached package verification [116].

accepts inputs about the drone information and attached pack-
age in real-time over the cloud, verifies them using a proof of
authority algorithm and smart contract, and authenticates them
using a decentralized application that is deployed on the drone,
the GCS, and the CUAS, before executing the appropriate
neutralization response.

7.2.2 Surrogate UAV navigation authorization

Blockchain guarantees data integrity through decentralized
ledger security (storage security) and access control for col-
laborative UAV swarm navigation through data sharing [167].
With BTC, UAV system adaptability to the network fluctuation
consequent upon potential cyber-attacks by masqueraders can
be mitigated by evaluating the signal parameters and character-
istics, adjusting the trust propagation, and updating strategies
accordingly. Authors [172] proposed a data-trustworthy inter-
connection platform that combines AI algorithms, smart
contracts, and BTC consensus algorithms to achieve a real-time
secure situational awareness system for a cluster of inter-
connected UAVs operating in an environment. This result
demonstrates the feasibility of efficient and effective secured
data sharing and transmission in UAV networks for improved

logistics and cyber-attack curtailment, especially routing proto-
col attacks such as ID spoofing, hijacking, DoS/DDoS, SQL
injection, and NoSQL injections. Also, to address attacks associ-
ated with UAV node failures (such as tampering, DoS, spoofing
etc.), authors [173] proposed a combination of delegated proof
of stake (DPoS) and practical byzantine fault tolerance (PBFT)
consensus algorithm to achieve a balance between efficiency,
resilience, and security against UAV node failures. Further
research focused on incorporating geospatial smart contracts,
privacy-preserving data sharing, and deep reinforcement learn-
ing, into the existing BTC proposals will complement the
progress recorded toward secured and safe UAV navigation.

7.2.3 Streamlined UAV communication
availability via secured data exchange

UAVs only move within the control range of the GCS due to
inadequate network coverage and latency. Also, U-2-U com-
munications are restricted by distance and often exposed to
multiple attacks. With the convergence of BTC and 6G tech-
nologies, ubiquitous control of UAV communication availability
can be streamlined with expanded network capacity and secu-
rity for efficient task performance. Authors [174] proposed
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2848 AJAKWE and KIM

a ubiquitous UAV task security management architecture that
combines BTC and 6G for FANETs using a distributed con-
trol network (DCN), rapid consensus mechanism (RCS), and
a UAV emergency consensus mechanism to ensure data con-
sistency and authenticity of entities. This result indicates that
while the RCS achieves quick data consistency, for DCN, the
UAV-emergency provides secure data support for the cross-
regional control of UAV formations in the FANET. However,
AI algorithms need to be introduced to achieve faster process-
ing of distributed data for parallel execution of UAV tasks to
match the security characteristics for improved performance.
Besides, 6G technology can also be applied in DCN and com-
bined with AI algorithms to achieve highly reliable, low-latency
transmission and safe and fast processing of distributed data
to accelerate the execution of UAV tasks. Furthermore, BTC
can be leveraged to address adversary attacks on centralized
cloud computing-based storage data availability and scalabil-
ity. [127] proposed a lightweight hyper ledger blockchain-based
authentication scheme (LAKA-UAV) to ensure access con-
trol and data integrity. The result demonstrates that as the
number of transactions increases (due to an increase in the
number of mining blocks), efficient computational time is
maintained when compared with legacy security architecture.
Therefore, more research and development towards the com-
bination of lightweight BTC and AI-empowered UAV network
solutions will accelerate secured and sustainable UAV usage for
logistics.

7.2.4 Requirement for scalable blockchain
application in UAV-based logistics

The adoption of blockchain technology into a time-sensitive
mission-critical cyber-physical system such as UAV network is
often confronted with maintaining a balance between security,
speed, and scalability (SSS) requirements [7], that is in tandem
with the energy-efficiency consciousness and hardware resource
constraints characteristics of UAVs. These SSS requirements
cut across technical (hardware and software requirements), reg-
ulatory (governance requirements), and operational (end-user
requirements) domains to guarantee seamless and streamlined
confidentiality, integrity, and availability. Integrating BTC into a
UAV-based logistics ecosystem introduces several requirements
for effective adoption.

1. Immutable data integrity: The BTC ledger must ensure
that shipments, routes, and inventory data cannot be altered
to maintain trustworthy transactions and event records.

2. Interoperability with legacy systems: BTC solutions for
UAV-based logistics must be compatible with existing logis-
tics management software and supply chain networks for
seamless data exchange and integration.

3. Intelligent automation of smart contract: Smart contracts
embedded with predefined rules and conditions that control
all operations and trigger event-based and time-based actions
must be robust and rational to accommodate all security
aspects of the logistics operations and navigation.

4. Identifiable supply chain: Visible tracking of the current
status of the UAV movement and attached package must be
incorporated into the blockchain-enabled solution for UAV-
based logistics.

5. Inclusive data privacy protection: BTC-enabled solu-
tions should have decentralized mechanisms for robust
privacy-preservation of sensitive logistics information from
unauthorized access.

6. Informative monitoring and interventions: Informed
real-time feedback and updates are essential for timely and
proactive interventions in logistics processes to improve
the quality of service. The BTC solution should provide a
visible means for proactive decision-making, especially in
re-directing the UAV mobility towards priority zones.

7. Innocuous scalability: As an extension of the SMiLE, the
adoption of BTC in UAV-based logistics should extend the
capacity of the system to handle big data from transactions
emanating from multiple sources without jeopardizing the
integrity of the system nor restrict its compatibility with
other logistics processes.

8. Intrinsic regulatory compliance: The BTC security design
must adhere to established regulatory frameworks and stan-
dards to avoid conflicts with the existing governance policies
on airspace operations

9. Incremental cost effectiveness: Considering the cost
implication of adopting new technology, the BTC design
should strive to guarantee overhead costs, improved oper-
ational efficiency, high return on investment, and overall
customer satisfaction in the long term.

Meeting these requirements demands close collaboration
between the stakeholders and key decision-makers in the
SMiLE such as IT and security professionals, drone manufac-
turers, logistics companies, regulators, and the end-users of the
system.

7.3 Zero-trustworthy and tractable UAV
cooperation

Zero trust (ZT) is an evolving set of cybersecurity paradigms
that move defences from static, network-based perimeters to
focus on users, assets, and resources [175]. ZT architecture
(ZTA) adopts ZT principles and policies to plan enterprise
infrastructure and industrial workflows with the assumption
that no implicit trust is granted to assets or user accounts
based solely on their physical or network location (the Internet
of local area network) or based on asset ownership (personal
or enterprise-based). Hence, authentication and authorization
are performed discretely, and an enterprise resource is estab-
lished. According to the NIST special report [175], ZTA focuses
on protecting resources (assets, workflows, services, network
accounts etc.) and not the network segments since the net-
work location is no longer considered an integral component
to the security standpoint of the resource. ZTA is a response
to enterprise network trends such as remote users, the connect
your device (interoperability) concept, and cloud-based assets
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AJAKWE and KIM 2849

that are located outside the boundary of the enterprise network.
This is analogous to UAV FANET characteristics (refer to Sec-
tion 5). ZTA is not a single architecture but a consortium of
guiding principles for system design, workflow, and operations
that can be used to improve the sensitivity level or classification
of any security posture. Therefore, ZTA can be adopted as a rev-
olutionary way to address the growing security risks posed by
UAV usage for logistics, as it can substantially reconceptualize
conventional security models by promoting a constant and thor-
ough verification of all entities inside a network environment,
thereby eliminating implicit trust.

The core tenet of ZTA is “never trust, always verify,” mean-
ing that even within trusted zones of operation, resource access
must be explicitly granted [176]. This transition is vital within
the realm of UAV operations, where the ever-changing and
frequently unforeseeable characteristics of flight paths and inter-
actions require a security framework that is more robust and
flexible. Although there is a clear need for it, the integration
of ZTA in UAV security is still in its early stages because it
is a journey that is implemented incrementally based on risk
factors, process changes, and the use-case of technological solu-
tions. One particular problem of transitioning into ZTA for
UAV operation is establishing continuous authentication mech-
anisms that can keep up with the changing operational dynamics
of UAVs. Traditional security tactics frequently prove insuffi-
cient. This is either due to their lack of flexibility or their failure
to effectively handle the full range of possible dangers posed by
UAVs. A few use cases of the adoption of ZTA in UAV security
reveal the potential of the zero-trust cybersecurity paradigm for
UAV resource protection to ensure data security, user identity,
access management, operations, endpoint validation, and host
environment authentication.

In ref. [177] adopted ZTA to develop a rapid UAV user-
identity authentication scheme for trustworthy and highly
tractable UAV swarm cooperation, to address vulnerabilities
such as identity counterfeiting, illegal eavesdropping, tamper-
ing, reply attacks, man-in-the-middle, or DiTM, and forgery
attacks. Their scheme ensured speedy data exchange and shar-
ing links, thereby strengthening the ability of UAV nodes to
connect intelligibly in a transparent manner. To tackle leakage
attacks (such as injections and spoofing) associated with expo-
sure of people’s identities during package delivery, [178] adopted
ZTA for continuous authentication of UAV delivery. The
scheme entails continuous authentication, multi-factor authen-
tication, and digital authentication using self-sovereign identity
techniques—a blockchain-based approach. Authors [159] com-
bined XAI and ZTA to enhance UAV security through a
rigorous and continuous process of authenticating all the net-
work entities and communications. With this approach, all the
participating UAVS within the network are comprehensively
verified to enhance security in the UAV network. Furthermore,
to improve the prediction reliability of IDS, authors [179] pro-
posed a ZTA-empowered IDS that combines security rules and
ML algorithms for cooperative detection and curtailment of
cyber-attacks on IoD. However, these attempts lacked prac-
tical implementations, as most were either simulation-based
or concept-based.

7.3.1 Key consideration & requirements for
ZTA adoption in UAV-based logistics

From the foregoing, it is evident that ZTA as a cybersecu-
rity paradigm in safety-driven UAV-based logistics focuses on
authentication and authorization, and shrinking implicit trust
zones while maintaining availability and minimizing temporal
delays in the authentication strategies. Succinctly put; prevent
unauthorized access to data and services, and make access con-
trol enforcement as granular as possible. This prevention and
enforcement has to be carried out in the three core compo-
nents of a logical ZTA as seen in Figure 13 namely policy engine
(PE), policy administrator (PA), in the control plane, and policy
enforcement point (PEP) in the data plane.

The PE takes the ultimate decision of granting access to a
resource for a given user. The PA establishes and/or revokes
communication between the resource and the user, while the
PEP enables, monitors, and eventually terminates the connec-
tion between the user and the resource. To implement ZTA
for improved safety-driven and security-conscious UAV-based
logistics, seven (7) fundamental considerations must be adhered
to in line with the ZTA core tenets.

1. All data sources and computing services are considered
resources. A UAV network may comprise multiple UAVs
with different models and sizes. Each UAV network may
have means to send to and exchange data from an aggre-
gate storage source. The enterprises may have the means to
classify the UAVs/categories.

2. All communication is secured, regardless of network loca-
tion. Access requests from enterprise networked infrastruc-
ture (i.e. UAV to Infrastructure) must have the same security
requirements as access requests and communication from
the non-enterprise-based network (UAV-to-UAV).

3. Access to individual enterprise resources is granted on a
per-session basis. The UAV user’s request must be evaluated
before access is granted. That is, access is granted to the least
privileges needed to complete a task.

4. Access to resources is determined by dynamic policy—
including the observable state of client identity, applica-
tion/service, and the requesting asset—and may include
other behavioural and environmental attributes. Data gov-
ernance rules must be in place to define what resources are
available, who can access them, and what level of access each
user can get.

5. The enterprise monitors and measures the integrity and
security posture of all owned and associated assets. No par-
ticipating node in the UAV network is inherently trusted. The
security system strategy must evaluate the security posture of
each participating UAV when evaluating a resource request.
In other words, the system must establish continuous diag-
nostics and monitoring of the current status of all devices
and applications in the network to provide actionable data
about the current state of the UAV network.

6. All resource authentication and authorization are dynamic
and strictly enforced before access is allowed. To imple-
ment ZTA in UAV network, the system must have an
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2850 AJAKWE and KIM

FIGURE 13 Zero trust architecture highlighting the three core logical components: (a) policy engine (PE), (b) policy administrator (PA), in the control plane,
and (c) policy enforcement point (PEP) in the data plane.

identity, credential, and access management (ICAM) and
asset management framework in place. That is, there must
be a multi-factor authentication, re-authentication, and re-
authorization mechanism for continuous monitoring and
feedback.

7. The enterprise collects as much information as possible
about the current state of assets, network infrastructure, and
communications and uses it to improve its security posture
The system should have means to collect data about the
security posture of the system, network traffic, and access
requests, then process the data to discover insights, and use
the gained insights to provide context-based and situation-
awareness requests from participating nodes in the UAV
network.

Implementing the ZTA cybersecurity paradigm to acceler-
ate safety-driven UAV, enhanced identity governance, micro-
segmentation, and/or network infrastructure-software defined
parameter-based approaches can be adopted depending on the
security needs and in line with these fundamental requirements.
These fundamental considerations connote that the various
systemic vulnerabilities, security attacks, and safety issues asso-
ciated with the use of UAV for logistics can be sufficiently
addressed using ZTA to maintain security governance, BTC
for tamper-proof decentralized data storage, and XAI for reli-
able and transparent interpretation of the discovered insights
for context-aware decision making in UAV networks. How-
ever, these ZTA tenet requirements are technology agnostic;
meaning several underlying factors and relationships between
participating entities need to be established. This is to guar-
antee robust integration and implementation to enhance the
security posture of any enterprise-driven network, such as a
UAV network for logistics. Research efforts targeted at estab-
lishing a robust framework for the widespread adoption and
scalable integration of ZTA, BTC, and XAI in autonomous
vehicles (especially UAVs) are necessary to improve the secu-
rity and safety-driven performance of UAVs as priority-based

logistic vehicles. Thereby enhancing the capacity of a smart and
intelligent logistics ecosystem. Therefore, the proposed UAV for
smart mobility and intelligent logistics ecosystems (U-SMiLE)
framework needs to have a robust cross-layer-multi-factor secu-
rity feature that is supported by blockchain immutability, driven
by an XAI-empowered application for context-aware and trust-
worthy decision-making. Importantly, this has to be controlled
by the security governance established on the core principles of
zero-trust architecture.

8 CONCLUSION

The use of UAVs for smart mobility and intelligent logistics
is gaining widespread adoption due to technological diffu-
sion and advancements in underlying UAV technologies such
as increased payload capacities, longer flight times, situational
awareness cognition etc. However, this scalable adoption is
confronted with myriads of security and safety issues threaten-
ing the usability, viability, and continual existence of UAVs in
enhancing the capacity of SMiLE. This review examined the
spectrum of existing and emerging security and safety issues
associated with UAV usage for logistics. Also, it delved into
the strategies for effective security and efficient safety-driven
smartness in UAV networks and operations. Furthermore,
it explored the vital role of explainable AI algorithms for
transparent context-aware cognition intelligence, the place of
blockchain technology for tamperproof security control intel-
ligence, and the importance of zero-trust architecture for
trustworthy core governance cooperation intelligence. The con-
vergence of these technologies is pivotal in addressing the risks
associated with UAV usage and facilitating safety-conscious
and scalable UAV deployment for smart logistics. Thereafter, it
delved into key requirements and considerations for integrating
these intelligence paradigms in UAV operations.

It is evident from the review outcome that security issues in
UAV-based logistics cut across airspace security, cybersecurity,
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AJAKWE and KIM 2851

data privacy, payload security, and infoswarm-a multifaceted
cyber-cognitive issue. On the other hand, safety issues include
inadvertent landing, airspace accidents, and collisions, dis-
ruptive tendencies of key infrastructures etc. At the surface
level, attacks on UAVs are targeted at their communication
layer (network, transport, and physical layers), communication
architecture (UAV-to-UAV, UAV-to-infrastructure), and physi-
cal components (hardware, software, and sensors), with routing
protocol attacks being the dominant attacks on UAV-based
logistics. Integrating conventional security and AI algorithms in
UAVs presents room for improvement. Addressing this plethora
of issues requires a convergence approach to tackling multi-
dimensional scenarios. By adopting the potential of zero trust
architecture to maintain security governance, blockchain for
tamper-proof decentralization data storage, and explainable AI
algorithms for reliable and transparent interpretation of the
discovered insights for context-aware decision-making in UAV
networks and logistics operations. However, the integration of
zero trust, blockchain, and explainable AI to enhance the secu-
rity and safety of UAV mobility and networks is technology
agnostic. Therefore, different use-case requirements should be
considered for the scalable adoption of these tripod paradigms
to accelerate the capacity of smart mobility and intelligent
logistic ecosystems via UAV.

AUTHOR CONTRIBUTIONS

Simeon Okechukwu Ajakwe and Dong-Seong Kim: Review
and editing (equal); conceptualization (equal); writing—review
and editing (equal). Simeon Okechukwu Ajakwe: Writing—
original draft (lead); formal analysis (lead); writing—review
and editing (equal); methodology (lead); conceptualization
(supporting); writing—original draft (supporting).

ACKNOWLEDGEMENTS

This research was partly supported by Innovative Human
Resource Development for Local Intellectualization program
through the Institute of IITP grant funded by the Korean gov-
ernment (MSIT) (IITP-2024-RS-2020-II201612, 33%) and by
Priority Research Centers Program through the NRF funded
by the MEST (2018R1A6A1A03024003, 33%) and by the
IITP (Institute of Information & Communications Technology
Planning & Evaluation)-ICAN (ICT Challenge and Advanced
Network of HRD) grant funded by the Korea government
(Ministry of Science and ICT) (IITP-2024-2022-00156394*,
34%).

CONFLICT OF INTEREST STATEMENT

The authors declare no conflicts of interest.

DATA AVAILABILITY STATEMENT

Data sharing is not applicable—no new data is generated, or the
article describes entirely theoretical research.

ORCID

Simeon Okechukwu Ajakwe https://orcid.org/0000-0002-
6973-530X
Dong-Seong Kim https://orcid.org/0000-0002-2977-5964

REFERENCES

1. Savithramma, R., Ashwini, B., Sumathi, R.: Smart mobility implementa-
tion in smart cities: a comprehensive review on state-of-art technologies.
In: 2022 4th International Conference on Smart Systems and Inventive
Technology (ICSSIT), pp. 10–17. IEEE, Piscataway, NJ (2022)

2. Singh, S.: Smart Cities – A$1.5 Trillion Market Opportunity.
Forbes/Business https://www.forbes.com/sites/sarwantsingh/2014/
06/19/smart-cities-a-1-5-trillion-market-opportunity/. Accessed 30
Mar 2024

3. Li, J., Qin, R., Olaverri-Monreal, C., Prodan, R., Wang, F.-Y.: Logistics 5.0:
from intelligent networks to sustainable ecosystems. IEEE Trans. Intell.
Veh. 8(7), 3771–3774 (2023)

4. Javed, A.R., Shahzad, F., ur Rehman, S., Zikria, Y.B., Razzak, I., Jalil,
Z., Xu, G.: Future smart cities: requirements, emerging technologies,
applications, challenges, and future aspects. Cities 129, 103794 (2022)

5. Gupta, R., Kumari, A., Tanwar, S.: Fusion of blockchain and artificial
intelligence for secure drone networking underlying 5G communications.
Trans. Emerging Telecommun. Technol. 32(1), e4176 (2021)

6. Benarbia, T., Kyamakya, K.: A literature review of drone-based pack-
age delivery logistics systems and their implementation feasibility.
Sustainability 14(1), 360 (2021)

7. Ajakwe, S.O., Kim, D.-S., Lee, J.-M.: Drone transportation system: sys-
tematic review of security dynamics for smart mobility. IEEE Internet
Things J. 10(16), 14 462–14 482 (2023)

8. Josef, F., Jon, G.: Israel says iran launched more than 300 drones and
missiles, 99% of which were intercepted. https://apnews.com/article/
strait-of-hormuz-vessel-33fcffde2d867380e98c89403776a8ac (2024).
Accessed 5 Mar 2024

9. Wu, J., Guo, S., Huang, H., Liu, W., Xiang, Y.: Information and communi-
cations technologies for sustainable development goals: state-of-the-art,
needs and perspectives. IEEE Commun. Surv. Tut. 20(3), 2389–2406
(2018)

10. Mao, S., He, S., Wu, J.: Joint UAV position optimization and resource
scheduling in space-air-ground integrated networks with mixed cloud-
edge computing. IEEE Syst. J. 15(3), 3992–4002 (2020)

11. Wen, H., Tang, J., Wu, J., Song, H., Wu, T., Wu, B., Ho, P.-H., Lv, S.-C.,
Sun, L.-M.: A cross-layer secure communication model based on dis-
crete fractional fourier fransform (DFRFT). IEEE Trans. Emerging Top.
Comput. 3(1), 119–126 (2014)

12. Ajakwe, S.O., Opeyemi, D.-O., Samuel, O., Francis, D., Israel, B.: Multidi-
mensional perspective to data preprocessing for model cognition verity:
Data preparation and cleansing - approaches for model optimal feedback
validation. In: Kumarir, A. (ed.) Recent Trends and Future Direction for
Data Analytics, pp. 15–57. IGI Global, Hershey, PA (2024)

13. Young, L.: A multi-modality mobility concept for a small package deliv-
ery UAV. AHS International Technical Meeting on VTOL Unmanned
Systems and Autonomy no. ARC-E-DAA-TN38630 (2017). https://ntrs.
nasa.gov/citations/20180002627. Accessed 5 Apr 2024

14. Sharma, A., Vanjani, P., Paliwal, N., Basnayaka, C.M., Jayakody, D.N.K.,
Wang, H.-C., Muthuchidambaranathan, P.: Communication and network-
ing technologies for UAVs: a survey. J. Network Comput. Appl. 168,
102739 (2020)

15. Alwateer, M., Loke, S.W.: Emerging drone services: challenges and
societal issues. IEEE Technol. Soc. Mag. 39(3), 47–51 (2020)

16. Kumari, A., Gupta, R., Tanwar, S., Kumar, N.: A taxonomy of blockchain-
enabled softwarization for secure UAV network. Comput. Commun. 161,
304–323 (2020)

17. Mehta, P., Gupta, R., Tanwar, S.: Blockchain envisioned UAV networks:
challenges, solutions, and comparisons. Comput. Commun. 151, 518–538
(2020)

18. Yaacoub, J.-P., Noura, H., Salman, O., Chehab, A.: Security analysis
of drones systems: attacks, limitations, and recommendations. Internet
Things 11, 100218 (2020)

19. Issaoui, Y., Khiat, A., Bahnasse, A., Ouajji, H.: Toward smart logistics:
engineering insights and emerging trends. Arch. Comput. Methods Eng.
28, 3183–3210 (2021)

20. Labib, N.S., Brust, M.R., Danoy, G., Bouvry, P.: The rise of drones
in internet of things: a survey on the evolution, prospects and

 17519578, 2024, S1, D
ow

nloaded from
 https://ietresearch.onlinelibrary.w

iley.com
/doi/10.1049/itr2.12579 by K

um
oh N

ational Institute, W
iley O

nline L
ibrary on [20/02/2025]. See the T

erm
s and C

onditions (https://onlinelibrary.w
iley.com

/term
s-and-conditions) on W

iley O
nline L

ibrary for rules of use; O
A

 articles are governed by the applicable C
reative C

om
m

ons L
icense

https://orcid.org/0000-0002-6973-530X
https://orcid.org/0000-0002-6973-530X
https://orcid.org/0000-0002-6973-530X
https://orcid.org/0000-0002-2977-5964
https://orcid.org/0000-0002-2977-5964
https://www.forbes.com/sites/sarwantsingh/2014/06/19/smart-cities-a-1-5-trillion-market-opportunity/
https://www.forbes.com/sites/sarwantsingh/2014/06/19/smart-cities-a-1-5-trillion-market-opportunity/
https://apnews.com/article/strait-of-hormuz-vessel-33fcffde2d867380e98c89403776a8ac
https://apnews.com/article/strait-of-hormuz-vessel-33fcffde2d867380e98c89403776a8ac
https://ntrs.nasa.gov/citations/20180002627
https://ntrs.nasa.gov/citations/20180002627


2852 AJAKWE and KIM

challenges of unmanned aerial vehicles. IEEE Access 9, 115 466–115 487
(2021)

21. Li, Y., Liu, M., Jiang, D.: Application of unmanned aerial vehicles in
logistics: a literature review. Sustainability 14(21), 14473 (2022)

22. Chiper, F.-L., Martian, A., Vladeanu, C., Marghescu, I., Craciunescu, R.,
Fratu, O.: Drone detection and defense systems: survey and a software-
defined radio-based solution. Sensors 22(4), 1453 (2022)

23. Gohari, A., Ahmad, A.B., Rahim, R.B.A., Supa’at, A., Abd Razak, S.,
Gismalla, M.S.M.: Involvement of surveillance drones in smart cities: a
systematic review. IEEE Access 10, 56611–56628 (2022)

24. Wang, L., Deng, X., Gui, J., Jiang, P., Zeng, F., Wan, S.: A review of urban
air mobility-enabled intelligent transportation systems: mechanisms,
applications and challenges. J. Syst. Archit. 141, 102902 (2023)

25. Ceviz, O., Sadioglu, P., Sen, S.: A survey of security in UAVs and FANETs:
issues, threats, analysis of attacks, and solutions. arXiv:2306.14281 (2023)

26. Trivedi, C., Bhattacharya, P., Prasad, V.K., Patel, V., Singh, A., Tanwar, S.,
Sharma, R., Aluvala, S., Pau, G., Sharma, G.: Explainable AI for Indus-
try 5.0: vision, architecture, and potential directions. IEEE Open J. Ind.
Appl. 5, 177–208 (2024)

27. Kuznietsov, A., Gyevnar, B., Wang, C., Peters, S., Albrecht, S.V.: Explain-
able AI for safe and trustworthy autonomous driving: a systematic review.
arXiv:2402.10086 (2024)

28. Quadar, N., Chehri, A., Debaque, B., Ahmed, I., Jeon, G.: Intrusion detec-
tion systems in automotive ethernet networks: challenges, opportunities
and future research trends. IEEE Internet Things Mag. 7(2), 62–68 (2024)

29. Alquwayzani, A.A., Albuali, A.A.: A systematic literature review of zero
trust architecture for UAV security systems in IoBT (2024). https://doi.
org/10.20944/preprints202403.0349.v1

30. Sakthivel, V., Patel, S., Lee, J.W., Prakash, P.: Drone delivery. Drone Tech-
nology: Future Trends and Practical Applications, pp. 425–440. Wiley,
New York, NY (2023)

31. Federal Aviation Administration: UAS sightings report. https://www.faa.
gov/uas/resources/public_records/uas_sightings_report (2024)

32. Fraga-Lamas, P., Ramos, L., Mondéjar-Guerra, V., Fernández-Caramés,
T.M.: A review on IoT deep learning UAV systems for autonomous
obstacle detection and collision avoidance. Remote Sens. 11(18), 2144
(2019)

33. Castrillo, V.U., Manco, A., Pascarella, D., Gigante, G.: A review of
counter-UAS technologies for cooperative defensive teams of drones.
Drones 6(3), 65 (2022)

34. Krishna, C.L., Murphy, R.R.: A review on cybersecurity vulnerabilities
for unmanned aerial vehicles. In: 2017 IEEE International Symposium
on Safety, Security and Rescue Robotics (SSRR), pp. 194–199. IEEE,
Piscataway, NJ (2017)

35. Patterson, M.D., Quinlan, J., Fredericks, W.J., Tse, E., Bakhle, I.: A mod-
ular unmanned aerial system for missions requiring distributed aerial
presence or payload delivery. In: 55th AIAA Aerospace Sciences Meeting,
pp. 1–14. AIAA Publications, Washington, D.C. (2017)

36. Kallenborn, Z.: InfoSwarms: drone swarms and information warfare.
Parameters 52(2), 87–102 (2022)

37. Ajakwe, S.O., Ihekoronye, V.U., Kim, D.-S., Lee, J.-M.: ALIEN: assisted
learning invasive encroachment neutralization for secured drone trans-
portation system. Sensors 23(3), 1233 (2023)

38. Boukoberine, M.N., Zhou, Z., Benbouzid, M.: A critical review on
unmanned aerial vehicles power supply and energy management:
solutions, strategies, and prospects. Appl. Energy 255, 113823 (2019)

39. Ajakwe, S.O., Ihekoronye, V.U., Kim, D.-S., Lee, J.M.: DRONET: multi-
tasking framework for real-time industrial facility aerial surveillance and
safety. Drones 6(2), 46 (2022)

40. Haviv, H., Elbit, E.: Drone threat and CUAS technology: White Pap. Elbit
Syst. 1, 1–19 (2019)

41. Ajakwe, S.O., Ihekoronye, V.U., Akter, R., Kim, D.-S., Lee, J.M.: Adap-
tive drone identification and neutralization scheme for real-time military
tactical operations. In: 2022 International Conference on Information
Networking (ICOIN), pp. 380–384. IEEE, Piscataway, NJ (2022)

42. Ajakwe, S., Kim, D.S., Lee, J.-M.: Radicalization of airspace security:
prospects and botheration of drone defense system technology. J. Intell.,
Conflict, Warf. 6(1), 23–48 (2023)

43. Ajakwe, S., Akter, R., Kim, D., Lee, J.: Lightweight CNN model for
detection of unauthorized UAV in military reconnaissance operations. In:
Korean Institutes of Communications and Information Sciences Con-
ference, vol. 1, pp. 1–3. Korea Institute Of Communication Sciences,
Daejeon (2021)

44. Dini, M.A., Ajakwe, S.O., Kim, D.-S., Lee, J.M., Jun, T.: Droneilliance and
detection dynamics: a review of radar techniques and trends. Paper pre-
sented at the 2022 Korean institute of communications cociety (KICS)
fall conference, Korea Institute of Communication Sciences, Daejeon,
Nov 2022
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