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Abstract

Unmanned aerial vehicles (UAVs) are emerging as flexible, rapid-
deployment platforms for wireless communication, particularly in
remote or disaster-affected areas. However, effective UAV-based
base station (UAV-BS) deployment faces two major challenges: lim-
ited flight energy and communication security. This paper presents
SemanticBlock, a blockchain-assisted framework that leverages
semantic learning to enable secure, energy-aware UAV-BS deploy-
ment. The proposed system integrates a context-aware deep learn-
ing model, a long short-term memory (LSTM) network that learns
semantic relationships among environmental and operational pa-
rameters, such as temperature, wind speed, battery state, and pay-
load, to accurately predict UAV energy consumption for flight du-
ration. These predictions guide UAV-BS positioning and migration
decisions to maintain service continuity and energy efficiency. To
address security vulnerabilities, a blockchain network is introduced
to authenticate UAVs, ensure trustworthy communication, and pre-
vent malicious access without centralized control. The joint use
of semantic learning and blockchain provides a robust mechanism
for both intelligent energy management and decentralized security.
Simulation results demonstrate that SemanticBlock achieves 93.7%
prediction accuracy, surpassing state-of-the-art models while re-
ducing communication latency, confirming its potential for reliable
UAV-BS deployment in dynamic, disaster-prone environments.
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1 Introduction

Unmanned aerial vehicles (UAVs) have become a vital component of
modern airborne systems due to their flexibility, mobility, and cost
efficiency. They are increasingly used in civilian, industrial, and
defense applications such as disaster management, aerial imaging,
search and rescue (SAR), traffic monitoring, and environmental
surveillance [2, 3, 13]. In emergency or infrastructure-compromised
scenarios, UAVs can be rapidly deployed as aerial base stations
(UAV-BS) to extend wireless coverage and restore communication
services [16]. Their adaptability makes them a promising solution
for next-generation wireless networks, particularly in areas with
limited or damaged ground infrastructure.

Despite their advantages, UAV-BS deployment faces two critical
challenges: high energy consumption and communication secu-
rity risks. The limited onboard battery capacity of UAVs restricts
flight duration and network service time, directly affecting their
usability in large-scale or long-duration operations [13]. Simultane-
ously, UAV-BSs are vulnerable to diverse cyber threats, including
jamming, eavesdropping, GPS spoofing, hijacking, and denial-of-
service (DoS) attacks, which can disrupt mission-critical operations
[1, 10]. Hence, achieving both energy efficiency and secure com-
munication is essential for reliable UAV-BS deployment.

1.0.1  Background Studies. Several research efforts have explored
energy-efficient UAV deployment strategies. In [11], an Artificial
Bee Colony algorithm was developed for optimal UAV-BS place-
ment, focusing on trajectory optimization but overlooking energy
efficiency. A Software Defined Networking (SDN)-based scheme
was proposed in [14] for location-aware UAV-BS deployment to
minimize the number of aerial nodes. In contrast, [5] introduced an
adaptive UAV-BS movement strategy driven by voting mechanisms
to improve coverage. However, these heuristic and optimization-
based approaches often neglect dynamic environmental conditions
such as wind, temperature, or user mobility, which significantly
affect UAV energy consumption. More recent studies, such as [15],
employed machine learning (ML) models to predict UAV behavior
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and optimize placement. Still, these models are limited by shallow
architectures that fail to capture complex contextual relationships.
Convolutional neural networks (CNNs), with their superior feature
extraction capabilities, have demonstrated improved performance
in modeling UAV energy patterns compared to conventional ML
techniques [4].

In terms of communication security, existing approaches include
threshold-based intrusion detection, WPA2-based encryption, and
physical-layer authentication mechanisms [12]. While effective in
specific cases, these methods generally depend on centralized man-
agement and static key distribution, which introduce latency and
single points of failure. To overcome these issues, blockchain (BC)
technology offers a decentralized and tamper-resistant alternative
for securing UAV networks. BC enables trustless authentication
and immutable data storage, ensuring data integrity and preventing
unauthorized access during UAV-BS operations.

1.0.2  Motivation and Contributions. This paper proposes Seman-
ticBlock, a blockchain-assisted framework that leverages semantic
learning to enable secure and energy-aware UAV-BS deployment.
Unlike conventional ML or heuristic methods, semantic learning
in this work refers to a context-aware deep learning approach that
captures semantic relationships among UAV operational and en-
vironmental features, such as payload, wind speed, temperature,
and battery usage, to accurately predict flight energy consumption.
These predictions are used to dynamically guide UAV-BS placement
and migration decisions. Furthermore, a permissioned blockchain
network is integrated to authenticate UAVs and manage secure
communication between distributed aerial and ground nodes. The
combination of semantic learning and blockchain ensures both in-
telligent energy optimization and decentralized network security.
The key contributions of this paper are summarized as follows:

e Proposes a hybrid architecture, SemanticBlock, combining
semantic learning and blockchain for secure and energy-
efficient UAV-BS deployment.

e Develops a semantic learning-based prediction model that
captures the contextual relationships among UAV and envi-
ronmental parameters to estimate flight duration and energy
consumption.

e Designs a permissioned blockchain authentication mecha-
nism to ensure secure, tamper-proof, and low-latency com-
munication among UAV nodes.

e Evaluates the proposed system through extensive simula-
tions, demonstrating its superior energy prediction accuracy
and security performance compared to conventional meth-
ods.

2 Proposed Architecture

The SemanticBlock architecture, shown in Fig. 1, facilitates commu-
nication between UAVs and a central station (CS) while connecting
remote areas. The CS oversees the execution of deep learning (DL)
models to predict UAV energy usage and records the data on a
blockchain (BC) ledger. Each remote area is managed by a local
server (LS), which handles authentication, migration, and commu-
nication between UAVs through the BC network. This decentralized
peer-to-peer network ensures secure data exchange across zones.
Additionally, the BC network is used to authenticate UAVs when
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they enter or migrate between zones. UAV migration is based on
remaining energy, which can be predicted from UAV energy con-
sumption patterns.

2.1 Dataset Description

The dataset used for predicting UAV energy consumption consists
of data collected from five different UAV types (D]JI Mavic Pro,
DJI Phantom 4 Pro, DJI Inspire 2, Parrot Anafi, and Parrot Bebop).
The dataset includes meteorological variables such as temperature,
humidity, pressure, wind speed, and wind direction, gathered by
UAV sensors during flight. Additionally, flight-related information
provided by the UAV controller includes fixed speed (15 m/s), alti-
tude (80 m), total flight time, and battery utilization (ranging from
100% to 15% at 5-minute intervals). The dataset also incorporates
environmental factors, such as time of day (morning, afternoon,
and evening) and month (July to October), to improve prediction
accuracy, with all UAVs flying for at least 20 minutes under standard
conditions and at maximum payload capacity.

2.2 Network Architecture of Proposed Model

The proposed model uses a Long Short-Term Memory (LSTM) net-
work to predict UAV energy consumption based on a set of meteo-
rological and operational data [6]. The LSTM model is trained on
the collected dataset, which includes variables such as temperature,
humidity, wind speed, and UAV-specific data, including speed, alti-
tude, and battery usage. One of the main challenges in this task is
extracting meaningful features from the diverse datasets, as each
has distinct properties. To address this, the model leverages LSTM’s
ability to extract relevant features by using its memory cells, which
store historical data and enable context-aware predictions of en-
ergy consumption. The network consists of an input layer with 128
neurons, a hidden layer with 64 neurons, and an output layer that
produces the predicted energy consumption.

The LSTM network consists of three layers: an input layer, a hid-
den layer, and an output layer. Consequently, the hidden layer regu-
lates the input features via memory blocks comprising a forget gate,
an input gate, and an output gate. The time-variant input sequence
of a memory block is expressed as {i (1),i(2),...i (X)} eRF*X,
where i (¢) eRF, is the input feature vector at the instant of time, ¢.
Let us assume that a complete memory block consists of n mem-
ory cells. Hence, an input feature i (t) eRF will update for X times.
Each update of feature vectors also updates the memory blocks as a
result of the current state vector as s (t) eR". Basically, the current
output vector y () eR" of input sequence depends on the previous
step cell state vector s (t — 1) eR" and output vector y (¢) eR". The
forget gate layer f; (t) eR" performs a decision operation through
a sigmoid function as follows:

fa () :U[Wfi(t)+ufy (t—l)+bf], (1)

The upgradation of the current cell state is decided by the input
layer iy (t) eR™, using a sigmoid operation as follows,

ig (t) = o [wii (t) +wiy (t = 1) + bi], @)

Consequently, a thin layer (¢) compute an intermediate cell state
$(t) eR™ as follows,

$(t) = ¢ [wsi (t) +usy (t — 1) +bs], (3
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Figure 1: Proposed architecture of SemanticBlock

In the next step, the current cell state s (¢) eR" is updated depending
on the information coming from the previous cell state s (¢ — 1) eR"”
as follows,

s(t)=fog () Os(t=1)+ig () OS5 (1), (4)

Finally, the output gate performs a sigmoid function (o) to decide
what part of the previous cell state is going to be output as follows,

0g (1) = 0 [woi (t) +uoy (t = 1) +bo], ©)

Lastly, the current output vector y (¢) eR" is of a memory block at
time step (t) is formulated as follows,

y() =04 (1) 0 ¢ [s(1)]. (6)

here © represents the elementwise multiplication while in Equa-
tions (4) to (9) wyi (t), wii (t), woi (t) are the weight metrics and
by, bi and b, are the bias of forget, input and output gate respec-
tively.

The model’s input consists of meteorological data and UAV oper-
ational parameters, which are processed and normalized to predict
energy consumption. The dataset includes three days’ worth of
meteorological data collected at 5-minute intervals and uses Min-
Max scaling to normalize the feature vectors to the range [0, 1].

227

The dataset is split into training and test sets, and the time-series
length is adjusted to match the prediction horizon. The LSTM-based
model is employed to predict energy consumption by learning the
sequential relationships between UAV operational data (e.g., speed,
battery level) and environmental factors (e.g., wind, temperature).
This allows the model to adjust UAV-BS positioning and optimize
energy usage during deployment dynamically.

The architecture of the SemanticBlock model consists of a single
LSTM input layer and a Leaky ReLU activation function, designed
to process input features effectively. Additionally, the model in-
cludes two more LSTM layers, Leaky ReLU layers, a dropout layer
to combat overfitting, and a dense layer to improve prediction ac-
curacy. The LSTM network extracts key features from the input
data by learning dependencies from previous time steps, using its
memory cells. Each input feature vector is sequentially fed to the
LSTM, which updates its memory block at each time step, retaining
information to predict future energy consumption accurately.

For feature extraction, the dataset is formatted as a series of
historical meteorological data points, denoted as Q = {q(t—X), q(t—
X +1),...,q(t — 1)} € RX. These input features are concatenated

into a matrix W € R*X, where each variable represents different
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weather parameters, and the sequence captures data over the past
X time steps. The model then uses these features to predict the
next set of values F € R which corresponds to future energy
consumption.

The memory block in the LSTM network updates at each time
step using the previous time step’s output vector, enabling con-
tinuous learning of temporal dependencies. The network’s final
output is denormalized to yield the predicted UAV energy consump-
tion for the next flight. To improve performance, a Leaky ReLU
activation function is used, scaling negative values proportionally
while leaving positive values unchanged. This function helps the
network to avoid vanishing gradients during training, ensuring
that the model learns effectively. A dropout layer is incorporated to
reduce overfitting by randomly setting some input elements to zero
during training. The model’s predictions provide valuable insights
for UAV energy management, which are essential for optimizing
UAV-BS deployment in dynamic environments.

2.3 Blockchain-based Authentication Process

UAV-based base station (UAV-BS) deployment faces significant secu-
rity challenges, including eavesdropping, jamming, GPS spoofing,
and hijacking. To address these threats, the SemanticBlock archi-
tecture employs blockchain (BC) technology, providing a decentral-
ized, tamper-proof solution for securing UAV communications [8].
Blockchain enables secure, peer-to-peer exchanges without third-
party involvement, providing the reliability and security required
for UAV-BS applications [9].

To prevent unauthorized access, the proposed architecture inte-
grates a BC-based peer-to-peer (P2P) network that facilitates secure
authentication and communication [4]. Each UAV is provided with
a unique public/private key pair, enabling it to securely join the net-
work. The system uses a permissioned BC, which allows predefined
UAV nodes to interact, share information, and authenticate each
other without relying on centralized control [7]. This is crucial, as
UAV-BS are computationally constrained and cannot afford the high
processing costs typically associated with traditional consensus
mechanisms.

In the SemanticBlock architecture, each block in the blockchain
contains essential data, including a unique UAV identifier (v;4) and
MAC address (mac,y) for authentication. When a UAV joins a unit
or migrates between units, its identity is verified using the unique
ID stored in a local server (LS). To optimize efficiency, UAVs can
migrate between zones without undergoing full authentication each
time, thereby reducing latency.

If a UAV exceeds the LS’s capacity by making excessive join
requests, its activity is flagged as malicious, triggering a security
action. The LS then rejects the UAV’s participation in the unit, and
the CS blocks its MAC address and unique ID, distributing this
information across all units in the BC network to prevent further
unauthorized attempts. This approach ensures security without
sacrificing latency or scalability in a dynamic, decentralized UAV
network. Additionally, when a UAV migrates to a new unit, it sends
a join request, which is verified against the unit’s unique ID before
access is granted.
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3 Performance Evaluation

This section presents the performance evaluation of the Seman-
ticBlock architecture, which combines deep learning (LSTM) and
blockchain (BC) technologies. To assess the efficiency of the pro-
posed model, we conducted simulations using Google Collabora-
tory for deep learning and Ethereum for blockchain operations. The
deep learning model, based on an LSTM, was implemented using
Keras with TensorFlow as the backend and the Adam optimizer.
The experiments were conducted on a system with a 3.00 GHz
Intel processor, an NVIDIA GeForce RTX 2060 SUPER GPU, and 16
GB of RAM. The dataset used for training and testing consisted of
26,256 samples collected from four UAVs at 5-minute intervals, with
an 80:20 training-test split. Each batch contained 26 entries, and
training was conducted over 100 epochs. For the blockchain-based
authentication mechanism, we analyzed key performance metrics,
including authentication time, key processing time, and throughput.
The blockchain network was tested for its ability to handle UAV
authentication and communication in a decentralized manner.

3.1 Performance Evaluation of the LSTM-Based
Context-Aware Model

Table 1 presents the key performance metrics for the LSTM-based
deep learning model used to predict UAV energy consumption. The
table highlights the number of model parameters (127,937), which
reflects the complexity of the LSTM network, including its input
and hidden layers. The inference time of 139 ms demonstrates the
model’s efficiency in making predictions, a crucial factor for real-
time UAV operations. The 1,907 ms training time reflects the time
required to process one batch during training, further indicating
the model’s computational feasibility for deployment. The LSTM
model’s 93.74% prediction accuracy indicates its effectiveness in
predicting UAV energy consumption, surpassing that of other mod-
els such as GRU and SVM. The error metrics Mean Absolute Error
(MAE), Mean Squared Error (MSE), and Root Mean Squared Error
(RMSE) provide further insight into the model’s precision. The MAE
of 0.042 indicates the average absolute deviation from the actual
values, while the MSE and RMSE metrics show the squared and
root errors, respectively. The computational complexity is low, as
indicated by the fast inference time and the optimized network
architecture, making this model suitable for real-time prediction
tasks in UAV deployment.

3.2 Performance Evaluation of the Blockchain
Authentication Mechanism

Table 2 summarizes the performance metrics for the blockchain
component of the SemanticBlock architecture, which ensures se-
cure, decentralized communication among UAVs. The 43 ms au-
thentication time is the time required for a UAV to authenticate
and join the network, which is critical for minimizing latency dur-
ing operation. The key processing time of 12 ms reflects the time
required to process the public/private key pairs used in authenti-
cation, ensuring the blockchain can securely handle UAV nodes in
a time-sensitive manner. The energy consumption for blockchain
operations accounts for 14% of the total UAV energy, reflecting
the computational overhead of integrating blockchain into UAV
operations while maintaining energy efficiency. The throughput
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Table 1: Performance Metrics for the LSTM-Based Deep Learning Model

Metric Value

Number of Parameters

127,937 (LSTM model with 128 neurons in input layer, 64 in hidden layer)

Inference Time

139 ms (time taken for each prediction)

Training Time

1,907 ms (time to process a batch of 26 entries)

Prediction Accuracy

93.74% (overall accuracy of the model)

Mean Absolute Error (MAE)

0.042 (average absolute error in predictions)

Mean Squared Error (MSE)

0.0045 (average squared error in predictions)

Root Mean Squared Error (RMSE)

0.0619 (square root of MSE, error in predictions)

Computational Complexity

Low (optimized with fewer parameters and fast inference time)

Table 2: Performance Metrics for Blockchain in the SemanticBlock Architecture

Metric Value

Authentication Time

43 ms (time taken for UAV to authenticate and join the network)

Key Processing Time

12 ms (time to process public/private keys during UAV authentication)

Energy Consumption for Blockchain

14% (average energy spent on BC operations)

Throughput

836 transactions per second (TPS)

Communication Latency

48 ms (average latency for UAVs to communicate across units)

Number of Malicious UAVs Blocked

92.82% (unauthorized UAVs successfully blocked )

False Positive Rate

2% (rate at which legitimate UAVs are falsely flagged as malicious)

Reauthentication Latency

63 ms (time to verify and reauthenticate a UAV

of 836 transactions per second (TPS) demonstrates the blockchain
network’s ability to handle multiple UAVs and their real-time com-
munication needs. The 48 ms communication latency indicates
the delay between UAVs and local servers within the blockchain
network, indicating how quickly the system can relay data. The
blockchain system also demonstrated strong security, blocking
92.82% of unauthorized UAVs and achieving a false-positive rate of
only 2%, ensuring that legitimate UAVs can still operate without
undue interruptions. The reauthentication latency of 63 ms is the
time it takes the blockchain to verify a UAV as it migrates between
zones, ensuring the migration process is efficient and secure.

4 conclusion

This paper presents SemanticBlock, an integrated framework that
combines semantic learning and blockchain technology to enable
energy-efficient, secure deployment of UAV-based base stations
(UAV-BS). The proposed architecture effectively addresses two ma-
jor challenges in UAV communication systems: energy consumption
prediction and network security. By integrating deep learning for
energy optimization and blockchain for secure communication, Se-
manticBlock provides a practical solution for UAV-BS management
in dynamic, disaster-prone environments. The LSTM-based deep
learning model achieved 93.7% prediction accuracy, with low error
rates (MAE = 0.042, MSE = 0.0045, RMSE = 0.0619) and minimal
inference time, demonstrating its effectiveness in predicting UAV
energy consumption during dynamic operations. Meanwhile, the
blockchain system ensured secure communication through fast au-
thentication, efficient key processing, and high throughput, while
successfully blocking 92.82% of malicious UAVs with a false-positive
rate of 2%. The SemanticBlock framework established a balance
between intelligent energy management and strong security, both
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of which are critical for modern UAV-BS networks. The integration
of semantic learning allowed the system to make context-aware
decisions, while the permissioned blockchain provided trust, trans-
parency, and resilience against malicious activity. Together, these
contributions make SemanticBlock a scalable and reliable archi-
tecture suitable for real-world UAV-BS communication systems,
particularly in scenarios where both energy optimization and data
security are vital.
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