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Abstract—Biochemical threats remain a serious concern in
mission-critical environments, particularly those characterized
by intermittent connectivity and infrastructure degradation.
Traditional centralized detection systems are ill-suited for such
conditions, as they depend on stable communication channels
and are inherently vulnerable to cyber–physical disruptions. This
work introduces a decentralized solution integrating artificial
intelligence (AI) and blockchain (BC) for autonomous biochem-
ical threat detection within tactical mobile ad hoc networks
(MANETs). The framework uses a random forest (RF) classifier
trained on acetylcholinesterase (AChE) sensor data to identify
sarin exposure with 100% accuracy and sub-25-ms inference
latency. Threat verification is secured using a lightweight proof
of authority and association (PoA2) BC, which provides tamper-
resistant logging and distributed consensus. The architecture
supports offline operations and maintains functionality under
conditions of 20% packet loss and node disruption. Simulations
conducted in degraded network environments confirmed the
system’s robustness and scalability, establishing it as a resilient
and efficient platform for secure biochemical threat detection in
dynamic, resource-constrained mission-critical settings.

Index Terms—Acetylcholinesterase (AChE), artificial intelli-
gence (AI), biochemical threat detection, blockchain (BC), mobile
ad hoc network (MANET), random forest (RF), sarin.

NOMENCLATURE

AChE Acetylcholinesterase.
AI Artificial intelligence.
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BC Blockchain.
CBRN Chemical, biological, radiological, and

nuclear threats.
CRL Certificate revocation list.
CTAs Chemical threat agents.
CWAs Chemical warfare agents.
CWC Chemical Weapons Convention.
DFP Diisopropyl fluorophosphates.
GB Gradient boosting.
GC-MS Gas chromatography-mass spectrometry.
HSM Hardware security module.
KNN K-nearest neighbors.
MANETs Mobile ad hoc networks.
ML Machine learning.
MLP Multilayer perceptron.
OPCW Organization for the Prohibition of Chem-

ical Weapons.
PoA2 Proof of authority and association.
RF Random forest.
SM Smart contract.
SVM. Support vector machines.
TPM Trusted platform module.
WMD Weapons of mass destruction.

I. INTRODUCTION

S INCE Ancient times, chemicals have been employed in
combat as WMD, which consist of chemical, biologi-

cal, radiological, nuclear, and explosive weapons. Throughout
World War I, chemical agents, such as chlorine, phosgene,
and mustard gas, were utilized extensively [1]. On April 29,
1997, the CWC, an international agreement supervised by the
OPCW, came into force [2]. Except for extremely specific
uses, it forbids the use of chemical weapons, the large-scale
manufacturing, stockpiling, or transfer of chemical weapons
or their precursors. Although the treaty is in place, the threat
of biological [3] and chemical agents [4] remains a significant
concern, particularly concerning their potential illicit use by
terrorists and in warfare by some nations [5].

Chemical warfare was initiated through the deployment of
chlorine and other hazardous substances in World War I.
Nonetheless, the time span between World War I and World
War II marked a phase of creation and manufacturing of nerve
agents, such as Tabun, Sarin, and Soman [6]. Sarin is an
extremely poisonous nerve agent that was initially developed
for use in chemical warfare in Germany [7]. These chemical
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weapons, available in both liquid and gas forms, have a
significant effect on the health of both military personnel
and civilians because of their insecticide-like mechanism of
action. It operates by blocking AChE, causing a neurotoxic
reaction that results in swift death due to respiratory failure.
In addition, exposed individuals, even at low level are at
risk of microstructural disruption in the hippocampus, leading
to conditions such as posttraumatic stress disorder (PTSD),
Alzheimer’s disease, and depression and anxiety [8].

Cases of used sarin have been reported, including the
Tokyo sarin subway attack in 1995, which recorded some
casualties [9]. Also, potentially 1 00 000 U.S. military per-
sonnel were exposed to low levels of sarin and cyclosarin,
organophosphorus (OP) nerve agents, when a munition storage
depot at Khamisiyah, Iraq, was destroyed by the U.S. combat
engineers in March 1991 [8]. The use of toxic chemicals
against terrorists and civilians was observed in a Moscow
theater in 2002 [10].

The persistent threat of CWAs remains a grave concern for
global security, with multiple nations maintaining stockpiles
despite international prohibitions. In 2014, the OPCW Fact-
Finding Mission (FFM) was established to investigate ongoing
claims of chemical weapons use in Syria. Its primary role was
to analyze the available evidence related to these allegations
[11]. As evidenced by incidents in Syria [12] and other conflict
zones, the deployment of these agents can occur with minimal
warning, requiring detection systems that function effectively
even when communication infrastructure is compromised.

The evolution of analytical techniques in OPCW profi-
ciency testing has progressed substantially from its GC-MS
origins. Contemporary practice incorporates an array of detec-
tion methods that include GC systems with atomic emission
detection (AED), flame photometric detection (FPD), and
nitrogen-phosphorus detection (NPD) detectors. Also, multiple
mass spectrometry configurations and high-resolution mass
analyzers for both GC and liquid chromatography applications,
and Fourier transform infrared spectroscopy are been used
[13]. However, these traditional detection techniques face
some limitations. These include complex analytical instru-
mentation, a broad spectrum of biological, chemical, and
bioengineered warfare agents, as well as extensive manual
work that is time-consuming [14], [15]. In addition, they
cannot be used for a real-time detection of CBRN threats
during war. Finally, another limitation of non-AI baselines
is their inability to handle borderline or noisy biochemical
readings, which can lead to missed detections under real-world
conditions. This motivates our choice of an AI-based tech-
nique, which balances robustness, low latency, and adaptability
to future sensor modalities.

In mission-critical operations, particularly those conducted
in communications-degraded and infrastructure-challenged
environments, integrated sensor networks are vital for the
early detection of CBRN threats. Biochemical sensors play a
crucial role in identifying toxic agents in real time, and recent
advances in AI have significantly enhanced their analytical
capabilities [16]. AI, especially through neural networks and
ML, enables sophisticated analysis of complex chemical spec-
tra and environmental signals [17], providing benefits such as
noise reduction, anomaly detection, and the discovery of novel

correlations between sensor outputs and biochemical processes
[18], [19]. These capabilities improve sensor reliability, pre-
cision, and throughput [20]. However, the deployment of
AI-driven detection systems in real-world, disrupted envi-
ronments raises critical concerns around interpretability, data
security, and system resilience, particularly when connectiv-
ity is intermittent and nodes are distributed across unstable
networks [21].

These limitations expose a broader architectural chal-
lenge: most existing biochemical threat detection systems
are centralized, rendering them vulnerable in dynamic and
degraded communication environments. Centralized infras-
tructures struggle to maintain consistency and integrity
of AI-generated inferences across geographically dispersed
nodes, especially when facing bandwidth limitations, packet
loss, or node failures [29]. Furthermore, their dependence on
continuous connectivity and high-compute central hubs makes
them unsuitable for real-time deployment in constrained edge
networks. To ensure reliable and secure detection in such
mission-critical settings, there is a pressing need for decen-
tralized frameworks that can preserve data provenance, ensure
verifiability of AI-driven decisions, and operate autonomously
under adverse network conditions.

This study proposes a decentralized framework that inte-
grates AI and BC to enable robust biochemical threat detection
within disconnected MANETs. Leveraging AChE-based sen-
sor data, the system employs an RF classifier to detect sarin
exposure with high accuracy and low inference latency. A
lightweight PoA2 BC provides tamper-resistant logging, val-
idator accountability, and decentralized trust without incurring
significant computational overhead. Evaluated under simu-
lated mission-critical conditions with 20% packet loss and
intermittent communication between agents, the framework
consistently achieved reliable detection and traceable logging.
This integration of AI and BC overcomes key limitations in
traditional centralized architectures and presents a scalable,
autonomous approach for secure biochemical monitoring in
constrained, infrastructure-limited environments. Fig. 1 illus-
trates the proposed system deployed in a disrupted operational
setting, where distributed biochemical sensors support early
detection and rapid, verifiable threat response despite network
instability. Hence, the specific contributions of this study are
as follows.

1) The development of an AI–BC framework for the
detection of biochemical threats in tactical MANETs,
engineered to remain effective under packet loss and
node disruption 20%, overcoming a key weakness of
traditional centralized detection systems in contested
environments.

2) The implementation of an optimized RF classification
model specifically engineered for resource-constrained
tactical devices, utilizing AChE inhibition kinetics to
achieve high-confidence nerve agent detection with min-
imal computational overhead.

3) The PoA2 consensus mechanism is validated for
bandwidth-constrained, mission-critical networks,
ensuring data integrity while minimizing communication
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Fig. 1. Proposed AI–AI–BC-enabled biochemical threat detection architecture deployed in a tactical battlefield environment. Sensor-equipped personnel and
vehicles transmit AChE data over a disrupted MANET (with simulated 20% packet loss) to local and edge computing nodes for ML-based threat classification.
Verified alerts are logged on a distributed BC (PoA2) and relayed to the tactical operations center for situational awareness and mission coordination.

overhead, an essential requirement for operations in
disrupted and resource-limited environments.

4) The demonstration of real-time detection and tamper-
proof logging through full-system simulations under
degraded and adversarial network conditions.

II. BACKGROUND AND RELATED WORKS

Chemical agents are classified into various categories based
on their chemical structure, physiological mode of action,
lethality, or operational purpose [30]. These include nerve
agents such as tabun (GA), sarin (GB), and VX; blood agents
like hydrogen cyanide (AC), arsine, and cyanogen chloride
(CK); blister agents including sulfur and nitrogen mustards;
and pulmonary agents such as phosgene (CG), diphosgene
(DP), chloropicrin (PS), and chlorine (CL). These substances
pose serious risks to both civilian populations and personnel
operating in mission-critical environments when weaponized
[1], [10].

Sarin (isopropyl methylphosphonofluoridate) is a highly
toxic OP nerve agent classified as a Schedule 1 chemical under
the CWC. Its primary mechanism involves irreversible inhibi-
tion of the enzyme AChE, which is essential for hydrolyzing
the neurotransmitter acetylcholine (ACh). Inhibition leads
to excessive accumulation of ACh, resulting in cholinergic
crisis and potentially fatal outcomes [31]. Because sarin
rapidly hydrolyzes in vivo, direct detection is difficult; foren-
sic analyses typically rely on identifying stable metabolites
like O-isopropyl methylphosphonic acid (IMPA) and protein
adducts with albumin or butyrylcholinesterase (BChE) [32].
Documented exposure events have demonstrated systemic dis-
tribution of sarin biomarkers in biological tissues, reinforcing
the critical need for timely detection and response mechanisms
in high-risk deployments.

Conventional detection of CWAs primarily relies on
analytical techniques such as gas GC, GC-MS, liquid
chromatography–tandem mass spectrometry (LC-MS/MS),
and high-performance liquid chromatography (HPLC) [11],
[33], [34]. GC and GC-MS remain central in certified labora-
tories due to their capabilities in analyzing volatile agents and
resolving stereoisomers [35]. These methods are particularly
effective for detecting sarin degradation products and other
OP compounds, with mass spectrometry-based techniques
also enabling the identification of mustard agent-related DNA
adducts [36]. Recent innovations, such as 2-D MS/MS using
quadrupole ion traps [35] and LC-HESI/MS/MS for pheny-
larsenic agents [37], have expanded field-deployable options.
Nonetheless, these techniques are limited by their opera-
tional complexity, equipment requirements, and constraints in
detecting nonvolatile or polar derivatives in resource-limited
conditions.

To overcome these limitations, biosensors have emerged
as a flexible and rapid-response alternative. These devices
integrate a biological recognition element, such as enzymes,
antibodies, or nucleic acids, with a physicochemical transducer
and signal processor to deliver a real-time threat assess-
ment [38]. Enzyme-based biosensors, especially those that
use AChE, are widely applied in the detection of neurotoxic
agents such as sarin and VX [39]. They offer faster anal-
ysis times, lower detection limits, and improved portability
compared to traditional laboratory methods. Recent advances
have enabled integration into wearable systems embedded
in uniforms and helmets, allowing real-time monitoring of
stress indicators and toxic exposure [40]. Furthermore, their
ability to support multiplexed detection makes them suitable
for identifying a wide array of biological and chemical threats
simultaneously.
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TABLE I
COMPARATIVE ANALYSIS OF PREVIOUS WORKS ON AI APPLICATIONS FOR THREAT DETECTION IN

MANETS AND THE PROPOSED FRAMEWORK

Despite the performance advantages of biosensors and ana-
lytical instruments, these systems face significant challenges
in field deployments, particularly related to data integrity,
transmission reliability, and operational resilience in dis-
connected or contested networks. AI and BC technologies
offer complementary solutions to address these shortcomings.
AI supports real-time classification, anomaly detection, and
signal optimization, while BC ensures tamper-proof data log-
ging, decentralized verification, and traceable decision-making
across distributed networks. Together, AI–BC integration
enhances the robustness and autonomy of threat detection
frameworks operating in volatile environments.

MANETs further augment this capability by offering
infrastructure-free communication among mobile nodes. Each
node can act as both a data source and a router, dynamically
forwarding packets through intermediate nodes when direct
links are unavailable. This decentralized model is well-suited
to scenarios where rapid deployment, mobility, and fault
tolerance are essential, such as robotic swarms, autonomous
navigation systems, or emergency response networks [41].
While MANETs provide flexibility in these environments,
they also introduce complications. High node mobility leads
to frequent topology changes, requiring adaptive routing
protocols and clustering mechanisms [42]. Moreover, the
absence of fixed infrastructure makes MANETs more vulner-
able to adversarial threats, such as jamming, spoofing, and
data interception. These concerns have driven the adoption
of BC-enhanced security schemes that embed cryptographic
validation and decentralized trust directly into the network
layer [43].

Recent advances in MANETs have focused on overcoming
the challenges posed by dynamic, high-mobility environments
where traditional routing and clustering techniques suffer from
increased latency, packet loss, and reduced data delivery
reliability. These limitations are particularly problematic in
mission-critical applications such as sensor networks and
real-time threat monitoring. To address these issues,

researchers have increasingly turned to AI for adaptive threat
detection and routing optimization, as summarized in Table I.
For instance, Ali et al. [44] proposed a deep learning-based
classifier for adaptive clustering that dynamically adjusts node
groupings based on behavioral and contextual factors such
as mobility and data distribution. Their approach achieved a
delivery rate of 89.4%, reduced packet drops by over 70%,
and significantly lowered transmission delays.

Other efforts have focused on embedding AI models within
wireless sensor network (WSN) topologies to enhance intru-
sion detection and surveillance accuracy. Apeh et al. [22]
developed a distributed WSN paired with a deep convolu-
tional neural network (DCNN) using YOLOv5 for detecting
firearm imagery and movement patterns. The architecture,
which employs a 400-node quasi-unit-disk graph (QUDG)
arranged in a spanning tree, achieved 100% precision in
firearm recognition and up to 97.17% intrusion detection
accuracy, with subsecond processing times. In a similar
vein, Abdan and Seno [23] tackled wormhole threats in
MANETs using ML classifiers trained to distinguish mali-
cious activity from normal traffic. Among several models,
a decision tree classifier demonstrated the highest perfor-
mance with 98.9% accuracy. Farahani [24] further advanced
AI-based MANET security by combining KNN clustering with
a fuzzy inference system for trust evaluation. Their hybrid
intrusion detection system reduced packet loss from 67.6%
to 7.3% and nearly doubled packet throughput and delivery
ratios.

Beyond conventional MANET security and intrusion detec-
tion, AI has also been applied extensively in biochemical
sensing and gas detection domains, which are more directly
relevant to this study. For example, Zhou et al. [16] high-
light how AI models can enhance biochemical sensors by
reducing noise, improving sensitivity, and uncovering nonlin-
ear feature–response patterns. Taylor et al. [18] demonstrate
ML-based analysis for mobile or enzyme-linked sensors,
showing significant improvements in signal reliability under
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noisy conditions. Chowdhury and Oehlschlaeger [20] further
review the role of AI in gas sensing applications, empha-
sizing its ability to manage low-concentration, near-threshold
exposures where traditional cutoffs fail. These findings are
directly aligned with our context, where AChE-based biosen-
sors produce noisy, nonlinear responses under sarin exposure.
By contrast, while AI applications in intrusion detection [23],
[28] or natural language processing [25] illustrate the breadth
of ML methods, they are cited here only for methodologi-
cal analogies in handling noise and adversarial conditions,
rather than as domain-specific precedents. The novelty of
our approach lies in applying AI not to general network
security or NLP, but specifically to robust biochemical threat
detection under mission-critical MANET constraints, an area
with limited prior work.

Complementing these AI-driven efforts, BC has emerged as
a critical enabler for securing mission-critical data pipelines.
Its decentralized, tamper-resistant architecture supports trace-
able event logging and verifiable inference, particularly
in environments where network trust and resilience are
paramount. Applications in nuclear material tracking have
already demonstrated BC’s utility in maintaining immutable
audit trails for sensitive data exchanges [45]. In threat surveil-
lance systems like BlockCrime, convolutional neural networks
generate real-time threat classifications that are cryptograph-
ically logged through SMs to a permissioned ledger, thereby
automating secure validation workflows [46]. These examples
highlight the synergy between AI and BC in supporting
distributed, autonomous decision-making without relying on
centralized infrastructure.

Nonetheless, gaps remain in the literature, particularly
regarding the deployment of AI–BC systems for biochemical
threat detection in low-connectivity or adversarial environ-
ments. Many existing integrations focus on static image
recognition or federated learning, neglecting biochemical-
specific workflows and the real-time challenges introduced
by mobile nodes, high packet loss, and offline operation
[47]. Furthermore, recent architectures designed for CBRN
threat detection tends to emphasize modular AI components
without integrating cryptographic safeguards or data prove-
nance guarantees [48]. Consequently, there is a clear need for
lightweight, BC-secured detection architectures that support
offline validation, dynamic validator rotation, and tamper-
proof logging in MANET-based biochemical sensor networks,
particularly those tasked with monitoring agents such as sarin
in mission-critical deployments.

III. SYSTEM DESIGN AND METHODOLOGY

This study proposes an integrated framework combin-
ing BC with an AI-driven inference engine to secure and
analyze biochemical sensor data over a disrupted tactical
MANET. The methodology, as described in the architec-
tural diagram in Fig. 2, encompasses four components:
1) sensor-level data acquisition [sensing layer (SL)];
2) AI-based threat detection layer; 3) BC-backed logging (BC
layer); and 4) tactical MANET backbone. All components are
implemented in a software-based simulation environment to
test the system’s performance under adversarial conditions,

Fig. 2. System architecture for BC and AI-Integrated biochemical threat
detection in tactical MANET.

addressing data integrity, threat prediction, and scalability in
resource-constrained settings.

A. Sensing Layer
The SL represents AChE-based biochemical sensors, which

detect variations in enzyme activity caused by exposure to
nerve agents such as sarin. These sensors output raw con-
centration values, reaction-rate measurements, and normalized
kinetic responses to account for sensor-to-sensor variabil-
ity. Together, these parameters form the primary feature
set for downstream detection. In the operational framework,
the SL provides live biochemical readings that are routed
simultaneously to the AI detection layer (ADL) for clas-
sification and to the BC layer for integrity validation and
immutable logging. While synthetic data was used in our
evaluation (see Section IV), the architecture itself is agnostic
to data origin and is designed to accommodate real-time
feeds from physical AChE-based biosensors, as shown in
Fig. 2.

B. AI-Aided Sensor Data Detection
The ADL receives preprocessed sensor readings from the

data acquisition module, initiating an ML pipeline to infer the
presence of sarin. This layer comprises three core stages: data
preprocessing, feature extraction, and threat classification, as
depicted in Fig. 2.

Converting raw sensor data into meaningful features is cru-
cial for effective ML. Input features are processed as a matrix
X ∈ Rn×d, where n denotes the number of samples collected
from sensors and d represents the dimensionality of each
feature vector. Three key features are selected to form a com-
prehensive signature of potential nerve agent presence: raw
concentration values from sensors, reaction-rate measurements
indicative of enzyme activity, and normalized reaction rates
to mitigate sensor-to-sensor variability. These features capture
both the static concentration levels and dynamic enzymatic
responses, furnishing the ML models with complementary
information for reliable threat inference. A threat threshold
of approximately 0.19 ppm is defined for sarin concentration,
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consistent with established safety guidelines for this hazardous
nerve agent [49].

Although sarin detection can, in principle, be achieved by a
fixed threshold at 0.19 ppm, Gaussian noise and sensor vari-
ability create overlap between “normal” and “threat” readings.
For example, some normal samples exceeded 0.18 ppm and
some threat samples fell below 0.20 ppm. In such borderline
cases, static thresholds become unreliable. ML classifiers such
as RF exploit feature interactions (concentration, reaction rate,
and normalized kinetics) to maintain correct classification
under noise and drift, which justifies their use in this context.

It is important to emphasize that model training is not
performed at MANET edge nodes. Instead, training is car-
ried out in trusted environments using laboratory-calibrated
AChE biosensors and surrogate compounds (e.g., paraoxon
and DFP), supplemented by simulated noisy data for robust-
ness testing. The trained models are then packaged as signed
artifacts, with version identifiers and cryptographic hashes
recorded on-chain. During tactical deployment, MANET
nodes execute inference-only workloads, ensuring lightweight
operation in volatile conditions. Updates or recalibrations
are distributed by accredited authorities as new signed
model bundles, enabling secure and traceable deployment in
the field.

While model training is performed centrally for
biochemical-safety calibration, operational decentralization is
achieved during inference, validation, and synchronization.
Each MANET node executes the signed inference model Θ

locally, generates a deterministic hash of its prediction, and
participates in PoA2 consensus for distributed verification.
Inference thus operates autonomously and independently of
network connectivity—nodes continue local detection even
under disruption, buffering results for later synchronization
once connectivity is restored. This separation between
local inference and ledger synchronization decentralizes
trust without requiring a coordinating server, ensuring both
inference autonomy and verifiable provenance under unstable
network conditions.

For this system, five ML models, namely, RF, GB, SVM,
KNN, and MLP, were employed to classify sarin exposure
from AChE-based biochemical sensor data. These models
were selected to capture a broad spectrum of classifier behav-
iors, ranging from ensemble learning to margin-based and
neural network-based inference. Although the final system
deployed uses the RF model for operational reasons, the
comparative evaluation of the five models provides a compre-
hensive assessment of tradeoffs in model complexity, resource
efficiency, and robustness to sensor noise [50]. This ensemble
learning method combines multiple decision trees to generate
more accurate and stable predictions

ŷ = mode (hi (X) ,h2 (X) , . . . ,hm (X)). (1)

In (1), ŷ represents the final prediction, which is determined by
taking the most common output (mode) among all individual
trees hi(X), with i ranging from 1 to m (the total number of
trees). Each individual tree is trained using the Gini impurity

criterion for node splitting in the following equation:

G =

CX
i=1

pi (1 − pi) (2)

where pi is the probability of an element being classified for
class i and C is the number of classes. Lower Gini impurity
values indicate better splits.

Through extensive parameter tuning, we optimized our
model with: 100 trees to balance accuracy and computational
efficiency, a maximum depth of 10 to prevent overfitting
while capturing complex patterns, and a minimum of 2
samples per leaf to ensure generalization. We further ablate
nestimators, max depth, and min samples leaf to quantify
accuracy–efficiency tradeoffs. This configuration achieved the
optimal balance between detection accuracy and resource uti-
lization for deployment on tactically constrained edge devices.

C. BC Security Intelligence

To ensure data integrity in potentially compromised tacti-
cal environments, at the BL, we implemented PureChain, a
BC network developed by the network systems lab (NSL).
PureChain was selected due to its advanced features, includ-
ing offline transaction capabilities, transaction speed, and
enhanced security mechanisms. As shown in Fig. 2, sensor
readings and AI-detected threat events are securely validated
and committed to the distributed ledger through this BC
infrastructure. Each transaction T in the BC is structured as
follows:

T =
�
Hprev,TS,D,SIG

�
(3)

where Hprev stores the hash of the previous block, creating
the chain structure, TS is the timestamp, establishing chrono-
logical order, D contains the actual sensor data and detection
results, and SIG is the cryptographic signature that verifies
authenticity. This structure ensures that sensor readings cannot
be tampered with once added to the BC, providing a verifiable
record of all detections. This structure ensures that sensor
readings cannot be tampered with once added to the BC,
providing a verifiable record of all detections.

Traditional BC consensus mechanisms like proof-of-work
are too resource-intensive for tactical networks [51]. Instead,
we implemented Purechain’s lightweight proof-of-authority
and association (POA2) consensus model [52], given in the
following equation:

Bvalid

=

 
NaX
i=1

wi · sigi (B) ≥ θ

!
∧

�
max
j∈S

�
Rj −min

i∈A
Ri

�
< 4R

�
(4)

where Bvalid is the Boolean indicating whether block B is
validated (true/false), Na is the number of active validators,
wi is the weight (authority) of validator i, sigi(B) is 1
if validator i signs block B, 0 otherwise, θ is the required
signature threshold, S is the set of standby validators, A is the
set of active validators, Ri is the reliability score of validator
i, calculated from their performance metrics, and 4R is the
threshold difference that would trigger a validator replacement.
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Fig. 3. Integrated PureChain architecture with POA2 consensus for resilient biochemical threat logging in tactical MANETs. The system combines dynamic
validator selection, authority-weighted consensus, and offline operation support to ensure secure, tamper-resistant block validation and synchronization—even
under disrupted or disconnected battlefield conditions.

Fig. 3 shows the integrated PureChain with POA2 consensus
workflow for tamper-resistant biochemical threat logging in
disconnected tactical MANETs. On the left, validator relia-
bility scores (Ri) are continuously monitored to dynamically
assign authority weights (wi) and manage validator roles
between standby and active signers. A validator is replaced
if its reliability falls below a defined threshold compared
to a standby node. The center depicts the core validation
process, where active validators provide weighted signatures
(wi · sigi(B)) that contribute to block validation, governed by
a dual-threshold formula ensuring both signature quorum and
performance stability. On the right, threat detection outputs
trigger transaction creation, which includes sensor data, times-
tamps, and cryptographic signatures, forming candidate blocks
submitted for consensus. Validated blocks are committed to the
chain and propagated across the network when available. In
offline scenarios, transactions are partially validated, cached
locally, and later synchronized to the global ledger upon
reconnection.

Finally, in PoA2, block validity is determined not only
by the majority of cryptographic signatures from trusted
validators but also by each validator’s cumulative reliability
score. When a validator’s reliability drops below a defined
threshold, a standby node with higher reliability automatically
assumes its role, ensuring that consensus continues even if
nodes become inactive, compromised, or disconnected. By
embedding validator replacement logic and coupling authority
with historical performance, PoA2 provides dynamic fault
tolerance critical for mission-critical battlefield environments
characterized by node attrition, packet loss, and unstable links.
Unlike conventional PoA systems that depend on static valida-
tor lists, PoA2 continuously reevaluates validator credibility
and enables seamless role handover without any centralized
coordinator. As formalized in Algorithm 1, each node exe-
cutes its signed inference model locally, generates verifiable

transaction hashes, and later participates in consensus cycles
when connectivity permits. This mechanism decentralizes
verification and operational trust, distributing validation
responsibility across all nodes while maintaining deterministic
consistency through the model hash. Consequently, PoA2

achieves resilient, autonomous ledger growth and sustained
data integrity even under adversarial or degraded network
conditions.

D. Network Simulation Framework
The tactical MANET backbone (see Fig. 2) provides the

communication layer for routing sensor data, threat alerts,
and BC transactions across mobile nodes. The simulation was
developed using the common open research emulator (CORE)
to accurately model tactical battlefield environments. This
environment consisted of ten wireless stations communicating
with a central access point (AP) in a star topology. The
network implemented the optimized link state routing (OLSR)
protocol, with a Gilbert–Elliott channel model [53] for packet
loss. This two-state Markov model switches between “good”
and “bad” states to create realistic patterns of loss

Ploss (t) = PGB (t) · 0.2+ PBG (t) · 0 (5)

where PGB(t) represents the probability of transitioning from
the good to the bad state, while PBG(t) is the probability of
transitioning from bad to good.

Following prior MANET simulation studies [19], [54], we
configured the channel with a 20% packet loss rate to emu-
late a degraded yet operationally viable tactical environment.
Values in the 10%–30% range have been reported in the
literature as representative of field MANETs under adversarial
interference, environmental noise, and mobility, where packet
delivery is challenged but not entirely disabled. To ensure
robustness, our evaluation also included 10%, 20%, 30%, and
40% packet loss conditions.
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Algorithm 1 Decentralized Biochemical Threat Detection and
PoA2 Validation

E. Security Considerations and Threat Model

While PureChain improves resilience against tampering and
disconnection, no system is entirely immune to all adversarial
conditions. Table II summarizes potential attack vectors, their
likelihood, and the mitigation strategies incorporated in our
framework. Threats are grouped by consensus layer, network
layer, and data/AI layer.

At the consensus layer, risks include validator key com-
promise, collusion, and double-signing. Mitigations include
short-lived cryptographic credentials, validator replacement
through PoA2, and equivocation proofs. At the MANET
layer, eclipse attacks and flooding remain possible; our frame-
work reduces their success probability through authenticated
channels, peer diversity, and offline caching. At the AI/data
layer, threats such as sensor spoofing, replay, or adversarial
near-threshold samples are addressed through nonce-based
freshness checks, RF classification, and on-chain audit trails.
Training-time poisoning is prevented by centralized, trusted
training and model attestation. Privacy risks are reduced

TABLE II

SECURITY THREATS AND MITIGATIONS IN PURECHAIN/POA2

by keeping raw data off-chain and storing only hashes or
commitments.

These measures, summarized in Table II, illustrate that
while residual risks (e.g., validator majority compromise and
sustained >40% packet loss) cannot be eliminated, the sys-
tem prioritizes safety and auditability: failures may degrade
liveness but never compromise data integrity. This satisfies
the practical robustness requirements for tactical MANET
deployment.

F. System Integration and Performance Metrics
The integrated system, as described in Algorithm 1,

autonomously collects biochemical sensor readings, performs
AI-driven threat inference using an RF classifier, and securely
logs verified detections on the BC.

Sensor data is continuously collected from all nodes within
the network, evaluating connectivity before initiating process-
ing. When online (as indicated by the while loop structure in
Algorithm 1), the data undergoes preprocessing and inference
through the RF model to identify potential threats. If a threat
is detected and exceeds a defined confidence threshold, a
transaction is generated and submitted for validation using
the POA2 consensus algorithm. This mechanism verifies the
block based on a quorum of weighted validator signatures
and a reliability check. Upon successful validation, the trans-
action is immutably logged onto the BC, and an alert is
broadcast. If the network is unavailable, the data is buffered
locally for later processing. The system ensures robustness
through deferred handling via ProcessBufferedData(),
enabling continuous operation under connectivity constraints.
The embedded POAValidation() function ensures both
cryptographic integrity and validator trustworthiness, safe-
guarding the detection pipeline against compromise or data
loss.

The system was evaluated using standard binary classifica-
tion metrics, as described in the following equation:

Accuracy =
TP+ TN

TP+ TN+ FP+ FN
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TABLE III
SYSTEM PERFORMANCE METRICS SUMMARY

Precision =
TP

TP+ FP

Recall =
TP

TP+ FN

F1 = 2 ·
Precision · Recall

Precision+ Recall
(6)

where TP = true positives (correctly identified threats), TN =

true negatives (correctly identified nonthreats), FP = false
positives (incorrectly identified threats), and FN = false nega-
tives (missed threats). These metrics provide a comprehensive
assessment of detection performance, with particular emphasis
on recall (minimizing missed threats) for this safety-critical
application.

In addition to evaluating detection accuracy using stan-
dard binary classification metrics, the BC component was
methodically assessed based on its resilience and operational
efficiency within a mission-critical MANET environment. The
evaluation focused on transaction logging consistency, block
propagation behavior, and validator participation balance. Two
categories of BC transactions, raw sensor data and confirmed
threat detection events, were recorded and monitored using
the structured format defined in (3). During these trials,
block generation was tracked over time to verify uninterrupted
propagation, while node-level transaction contributions were
recorded to assess load distribution and validator engagement
in the PoA2 consensus process. These measures ensured that
the BC maintained tamper-resistant, decentralized logging
even under constrained connectivity, supporting the integrity
and traceability of AI-driven threat detection workflows.

IV. SIMULATION RESULT AND DISCUSSION

This section evaluates the proposed AI–BC framework
under mission-critical MANET conditions, integrating BC,
AI-based detection, and disrupted network communications.
Section IV-A describes synthetic data generation and distribu-
tional analysis; Section IV-B highlights system integration and
network performance under disruption; Section IV-C presents
BC security and logging performance; Section IV-D analyzes
ADL threat detection capacity and reliability; Section IV-E
reports on RF hyperparameter ablation; Section IV-F examines
concentration distribution and threat probability patterns; and
Section IV-G surveys related AI–BC approaches for com-
parative context. For the integrated system evaluation, we
processed a subset of 100 sensor readings through the com-
plete pipeline to assess real-time performance under tactical
network conditions, as summarized in Table III.

Simulations using the CORE Network Emulator with 20%
packet loss assessed the system’s resilience and performance.

ML was evaluated through detection accuracy, inference time,
and confidence analysis, while BC integrity was checked
through transaction logging across 200 system events. The
system maintained 100% threat detection accuracy despite
network disruptions. A full-stack prototype demonstrated real-
time biochemical threat detection, secure data logging, and
AI-powered analysis, with end-to-end processing under 55ms
for a single sensor reading. The system processed 100 sensor
readings and detected 32 high-confidence threat detections
using AChE-based sarin detection models.

A. Synthetic Data Generation and Distributional Analysis
To evaluate the proposed framework in the absence of

live nerve agent testing, a synthetic dataset was generated to
emulate the behavior of AChE-based biosensors under sarin
exposure. This procedure does not represent an operational
component of the system architecture but was used exclusively
for training and evaluation purposes.

1) Modeling Biochemical Interactions: The temporal
inhibition of AChE activity was modeled using the
Michaelis–Menten kinetics [55], given by

V = Vmax · [S] / (Km + [S]) (7)

where V is the reaction velocity, Vmax = 1.0 (arbitrary units),
and Km = 0.1 ppm. The substrate concentration was fixed at 1.0
ppm. When a nerve agent such as sarin is present, it inhibits
enzymatic activity, reducing the observed reaction velocity.
The temporal escalation of sarin concentration was simulated
as

[S]t = [S]0 + αt+ N (0, σ)

where [S]t is the concentration at time t in ppm, [S]0 = 0.05
ppm, α = 0.002 ppm/s is the rate of increase, and σ =

0.02 ppm introduces Gaussian noise to approximate sensor
variability.

2) Dataset Structure: This procedure simulated
ten sensors across 100 sampling cycles, yielding
1000 data points representing escalating exposure
scenarios. Each sample was stored as a structured
JSON object with the following fields: sensor_id,
agent, concentration, reaction_rate, and
timestamp. The dataset was generated in Python 3.11
using NumPy and archived as sensor_data.json for
reproducibility.

3) Distributional Analysis: Fig. 4 presents the distributions
of concentration, reaction rate, and normalized kinetics for
normal and threat classes under Gaussian noise. Although the
nominal sarin threshold is 0.19 ppm, noise-induced variation
creates overlap between the two classes: some normal samples
exceed 0.18 ppm while some threat samples fall below 0.20
ppm. This intersection in the 0.18–0.20 ppm range makes static
thresholding unreliable. In baseline experiments, a threshold-
only detector misclassified such borderline samples (recall
= 0.95), whereas the RF classifier leveraged multifeature
interactions to recover correct labels (recall = 1.00). This
analysis validates the necessity of ML-based detection for
robust performance under noisy, real-world conditions.
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Fig. 4. Feature distributions of normal and threat class samples under Gaussian noise (σ = 0.02 ppm). Top row: histograms of concentration, reaction rate,
and normalized reaction rate. Bottom row: corresponding kernel density estimates (KDEs). While the nominal threshold for sarin classification is 0.19 ppm,
noise causes overlap between classes: some normal samples exceed 0.18 ppm, and some threat samples fall below 0.20 ppm.

Fig. 5. Multidimensional feature-space visualization of AChE biosensor data. Top row: t-SNE embeddings with perplexity = 5, 30, 50 showing nonlinear
manifolds and overlapping decision regions near 0.18–0.20 ppm. Bottom row: PCA projection (left), borderline-case highlighting (center), and quantitative
class-overlap metrics (right). The orange-highlighted point denotes the most ambiguous sample (0.19 ppm) identified as the nearest instance to the interclass
decision boundary, representing the typical borderline case. The results confirm that borderline ambiguity originates from interactions among concentration,
reaction rate, and normalized-kinetics features.

4) Multidimensional Feature-Space Analysis of Borderline
Ambiguity: To strengthen the claim of borderline ambiguity
beyond 1-D marginals, a nonlinear manifold visualization was
conducted using t-distributed stochastic neighbor embedding
(t-SNE) and principal-component analysis (PCA). Fig. 5 shows

three t-SNE projections generated with perplexity values of
5, 30, and 50, illustrating the stability of the embedding
across neighborhood scales. Normal and threat samples form
distinct nonlinear manifolds that intersect in a contiguous
region corresponding to concentrations between 0.18 and
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Fig. 6. (a) Network topology design setup using CORE GUI and Daemon, with Session ID: 23 confirming the creation of all 21 nodes (ten stations, ten
switches, and one AP). (b) Biochemical threat detection system output: the system processed 100 sensor readings, detecting 32 threats (32.0%) with high
confidence. Detection results and BC logs were successfully stored, marking the completion of the simulation.

0.20 ppm. The PCA projection (lower left) reveals partial lin-
ear separability, confirming that the boundary between classes
is highly nonlinear. The orange-highlighted point in Fig. 5
(center) represents the most ambiguous sample, the instance
with the smallest interclass distance and a concentration of
0.19 ppm, selected automatically as the sample nearest to the
decision boundary. This point typifies the borderline region
where minor perturbations in concentration or reaction-rate
features can invert the predicted class. The quantitative overlap
metrics (lower right) yield a 73.4% borderline-overlap ratio,
confirming that ambiguity arises from joint feature interac-
tions rather than sensor noise in any single dimension. This
multidimensional analysis substantiates the need for nonlinear
ensemble classifiers such as RF and GB, which can exploit
cross-feature correlations to resolve ambiguous biochemical
signatures.

5) Use in Evaluation: The synthetic dataset served as
input for training and validating the AI detection pipeline
under noisy conditions. In deployment, this process would
be replaced by live sensor feeds from physical AChE biosen-
sors; the architecture itself is agnostic to whether inputs are
simulated or real. Thus, synthetic data generation provided a
controlled, reproducible mechanism for evaluating detection
accuracy, inference latency, and BC logging reliability in the
proposed system.

B. Evaluation I: System Integration and Network
Performance Under Disruption Scenario

The end-to-end integration of the proposed PureChain
framework was validated under simulated tactical conditions
using the CORE network emulator, where a total of 100 bio-
chemical sensor readings were successfully processed through
the full detection and BC logging pipeline. Despite a 20%
packet loss rate configured to reflect disrupted MANET
conditions, the system remained operational and accurately
classified sarin-based threats with high confidence. As shown
in Fig. 6(a), Session ID 23 was actively running with a
fully initialized network topology comprising 21 nodes—ten
stations, ten switches, and 1 AP—confirming successful

instantiation of the simulation environment and the robustness
of the underlying architecture.

In Fig. 6(b), terminal outputs display live threat detection
logs, highlighting consistent identification of sarin exposure
events from sensor 81 to sensor 100, all with a probability
score of 1.000. The system detected 32 threats in total,
achieving an average inference time of 27.50 ms per reading.
Detection outcomes were simultaneously logged to the BC and
saved to the local results directory, demonstrating seamless
AI–BC integration. These results confirm that the frame-
work maintains integrity and performance across disconnected
conditions, validating its suitability for real-time biochemical
threat detection in adversarial battlefield environments.

Furthermore, under the simulated battlefield scenario, char-
acterized by intermittent packet loss and communication
degradation, the proposed system demonstrated stable and
reliable detection performance. Table IV presents a selected
subset of sensor detections, chosen from the 32 sensors that
identified threats during the experiment. The table illustrates
the observed trend of increasing sarin concentration (ppm)
and its corresponding detection results. Notably, sensor ID
64 exhibited a relatively lower concentration of 0.189 ppm,
which falls slightly below the conventional threshold of 0.19
ppm. However, the system effectively detected this instance
as a valid threat with a 96% confidence score, emphasizing
the model’s ability to identify critical threats even when
concentrations marginally deviate from the expected thresh-
old. In addition, all other reported detections maintained
near-instantaneous inference times (ranging from 14.59 to
23.95 ms) with consistent confidence levels, thereby confirm-
ing the resilience and responsiveness of the system under
contested communication conditions.

Fig. 7 evaluates system behavior under varying packet loss
conditions. Fig. 7(a) and (b) shows that the apparent decline
in accuracy and recall at high loss rates reflects reduced data
transmission rather than degraded inference, each node contin-
ues local detection unaffected by connectivity. The ML model
executes autonomously, but packet loss limits the number
of detections successfully synchronized to the BC, thereby
lowering the apparent accuracy of network-aggregated results.
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TABLE IV

SAMPLED TACTICAL NETWORK THREAT DETECTION RESULTS WITH VARIABLE CONCENTRATIONS

Fig. 7. System performance under increasing packet loss. (a) Detection accuracy and (b) recall remain near-perfect for the ML-based system, while the
threshold baseline degrades below operational thresholds beyond 20% loss. (c) Data availability declines linearly with packet loss, reflecting expected channel
constraints. (d) Reliability envelope confirms PureChain with ML remains reliable up to ∼30% loss, whereas the threshold baseline fails after 20%.

TABLE V

NETWORK-INDEPENDENCE VALIDATION USING THE BIOCHEMICAL
DATASET (SENSOR DATA.JSON)

Fig. 7(c), therefore, represents data-availability loss, not
inference failure, while Fig. 7(d) depicts the overall system-
reliability envelope. Up to 30% packet loss, buffered results
are fully recovered upon reconnection; beyond that, latency
and data retention decline as expected under severe disruption.
These findings confirm that network degradation impacts only
consensus synchronization, not biochemical detection capa-
bility, validating the system’s resilience for mission-critical
MANET deployment.

1) Network-Independent Inference: To empirically
confirm that inference performance is independent of
connectivity, the model was evaluated under seven network
conditions—connected, degraded, disconnected, reconnected,
high-latency, packet-loss 20%, and intermittent—using the
same biochemical dataset (sensor_data.json). As
summarized in Table V, detection accuracy remained
constant at 69% across all conditions, while only minor BC

Fig. 8. BC growth during simulation, showing stable and consistent block
generation under PoA2 consensus in a degraded tactical network environment.

synchronization delays (≤ 0.01 s) occurred under degraded
or high-latency states. These results verify that network
variability affects only ledger synchronization timing, not the
outcome or latency of local inference.

C. Evaluation II: BC Security Performance Analysis

The BC component of the proposed framework demon-
strated consistent and uninterrupted growth throughout the
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Fig. 9. Uniform distribution of BC transactions across all ten sensor nodes.
Each node contributed exactly 20 detection result entries, demonstrating
a balanced and decentralized logging process enabled by the PoA2 con-
sensus mechanism and supporting the framework’s resilience to node-level
disruptions.

simulation, effectively validating and logging all transactions
generated by the threat detection pipeline. As shown in Fig. 8,
the cumulative block count increased linearly, reaching a total
of 200 blocks—representing 100 raw sensor readings and
100 corresponding detection results. This steady growth trend
underscores the reliability of the underlying PoA2 consensus
mechanism, which maintained secure block generation even
under 20% packet loss and intermittent connectivity. The
absence of irregularities such as delays, forks, or rollback
events during block propagation indicates that the BC layer
successfully upheld data integrity, temporal ordering, and
verifiability throughout the experiment. The linearity of block
addition affirms that all threat events were immutably com-
mitted in real time, validating the suitability of the PureChain
architecture for tactical deployment in adversarial and/or dis-
connected environments.

Complementing this growth trend, Fig. 9 presents the dis-
tribution of BC transactions across the ten sensor nodes in the
network. Each node consistently contributed exactly 20 trans-
actions to the BC, reflecting a fully balanced and decentralized
logging process. This uniformity confirms that the system’s
workload was evenly distributed and that all nodes participated
equally in the threat detection and data submission pipeline.
Moreover, it highlights the successful operation of PureChain’s
offline caching and synchronization modules, which allowed
nodes to locally buffer detection results and later broadcast
them for BC inclusion once network conditions stabilized. The
consistency across nodes affirms the PoA2 model’s ability to
prevent node starvation, tolerate disconnections, and enforce
fair participation—critical attributes for secure and scalable
operation in contested battlefield networks.

While these results confirm that PureChain operated reliably
under our simulated battlefield conditions, it is also important
to position this performance relative to baseline and alternative
consensus approaches discussed in existing works. A “no BC”
configuration, where detections are logged locally, is efficient
but remains vulnerable to tampering because traditional data
stores generally support full “create, read, update, and delete”
(CRUD) operations. In such systems, records can be modified
or erased without leaving evidence of alteration [59]. By

contrast, BC enforces a restricted “create and read” (CR)
model, where transactions are immutable once committed: new
entries may deprecate or supercede old ones, but the original
data remains permanently recorded in the ledger, ensuring a
tamper-evident audit trail. Raft consensus has been shown to
maintain consistency under stable connectivity, but prior stud-
ies (see [57]) report that it stalls under significant packet loss
due to repeated leader election failures, resulting in a transac-
tion backlog. Similarly, conventional PoA systems [byzantine
fault-tolerant (BFT)], which rely on static validator sets, are
known to degrade when validators dropout and lack mech-
anisms for recovery [58]. By contrast, PureChain (PoA2)
integrates offline caching and validator replacement, allowing
it to sustain block growth and validator participation up to
30% packet loss in our experiments. This literature-informed
comparison is summarized in Table VI, which highlights
why PureChain is better suited for contested MANET
environments.

D. Evaluation III: ADL Threat Detection Capacity and
Reliability Analysis

At the ADL, five ML classifiers, namely, RF, GB, SVM,
KNN, and MLP, were trained and evaluated using 1000 AChE
sensor readings, with 300 labeled as threats based on a 0.190
ppm threshold. A stratified split assigned 800 samples for
training and 200 for testing. In addition to these ML models,
we also implemented a simple threshold-only baseline at
0.19 ppm to evaluate whether AI is strictly necessary.

As shown in Table VII, the threshold baseline achieved
95% accuracy and an F1-score of 0.95, but its recall dropped
to 0.90 due to misclassification of borderline noisy samples
(e.g., 0.189 ppm, see Table IV). In contrast, all ML models
achieved perfect classification performance across accuracy,
precision, recall, and F1-score. This demonstrates that while
thresholding suffices for clear separations, ML is required to
maintain reliability under noise and sensor variability.

All ML models achieved perfect F1-scores of 1.00,
indicating high reliability in threat detection, but MSE
values revealed key differences. KNN’s zero MSE suggests
overfitting, while SVM had a higher MSE of 0.004977,
indicating less confidence in predictions. GB, with an MSE of
0.000000, showed low error but similar overfitting potential.
KNN and SVM were the fastest in training (0.01 and 0.03
s) and had the smallest model sizes (44.80 and 4.14 KB),
but RF, with a training time of 0.31 s and a model size of
26.93 KB, offers the best balance between speed, efficiency,
and accuracy, making it the optimal choice for deployment
in resource-constrained environments. The robustness of RF
was further confirmed under degraded battlefield conditions,
including 20% packet loss. As seen in Fig. 10, the confusion
matrix perfectly classifies all 60 threat and 140 nonthreat
instances, while the ROC curve yields an AUC of 1.0,
indicating ideal sensitivity and specificity of the RF.

E. Evaluation IV: Ablation of RF Hyperparameters

The impact of RF model complexity on detection accuracy
and efficiency was evaluated by varying the number of trees,
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TABLE VI

QUALITATIVE COMPARISON OF BC AND NON-BC APPROACHES FOR THREAT DETECTION LOGGING

TABLE VII

ML MODEL PERFORMANCE

maximum depth, and minimum samples per leaf. Fig. 11 illus-
trates the performance landscape, and Table VIII summarizes
representative configurations.

For performance saturation, detection accuracy, and
F1-score plateau rapidly. A configuration with 50 trees and
a maximum depth of 8 achieves nearly perfect results (F1 =

0.998), with no significant gains observed beyond this point.
Increasing to 100 trees and depth 10 yields perfect scores
(accuracy = 1.000 and F1 = 1.000) but offers only marginal
improvement over the 50-tree setting. For efficiency tradeoffs,
the Inference latency and model size increase with forest
size, from 11.2 ms at 10 trees to 44.1 ms at 200 trees.
Beyond 50 trees, additional capacity results in diminishing
returns in accuracy while incurring higher resource costs.
Finally, recommended operating points, two practical settings
are identified: i) edge-efficient (50 trees, depth 8, and leaf 2),
this provides near-perfect detection with reduced latency and
model size; and ii) deployed (100 trees, depth 10, and leaf 2),
which guarantees perfect performance and provides additional
robustness margin under noisy or borderline conditions at
modest extra cost. For mission-critical deployments, the latter
configuration is retained, while the former remains suitable
for resource-constrained environments. These results confirm
that the deployed configuration is not strictly necessary for
high accuracy, but was chosen to maximize resilience under
volatile tactical conditions.

F. Evaluation V: Concentration Distribution and Threat
Probability Pattern

The distribution of simulated nerve agent concentrations
used in the biochemical detection model is shown in Fig. 12,
which overlays the detection threshold of approximately 0.189
ppm as a red dashed line. This threshold was selected based
on empirical tuning and biochemical literature [49] to reflect
sarin toxicity sensitivity. The histogram reveals a broad and
symmetric spread of concentration values ranging from near-
zero to 0.30 ppm, with a dense clustering around the threshold
region. This distribution ensures the model is exposed to a
balanced set of both nonthreatening and borderline-threatening
cases during training. The inclusion of a clear threshold

Fig. 10. Combined confusion matrix and ROC curve for the RF classifier
showing perfect threat detection accuracy and ideal classification performance
(AUC = 1.0) under simulated battlefield conditions.

marker in the visualization allows for visual validation that
the detection engine was calibrated to respond aggressively to
values exceeding the designated biochemical risk level.

Complementing this, Fig. 13 presents a heatmap of threat
detection probabilities across all sensor nodes and sam-
ple sequences. The high-intensity vertical stripe pattern that
emerges from sensors 81 to 100 aligns with escalating con-
centrations in the latter stages of the simulation, validating
that the AI engine correctly identified these as high-risk
exposures. Conversely, earlier sensor IDs with lower expo-
sure levels maintained low threat probabilities, showcasing
the model’s ability to distinguish safe from unsafe readings.
The heatmap further demonstrates spatial–temporal awareness
in the system’s detection capabilities, confirming that threat
probabilities are sharply elevated only when concentrations
exceed the threshold. This validates the RF model’s reliability,
consistency, and interpretability in predicting sarin threats
under evolving battlefield conditions.

G. Evaluation VI: Comparative Analysis (Unified Baselines
and Qualitative Specifics)

Table IX provides a two-part comparative analysis designed
to ensure both controlled benchmarking and appropriate
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Fig. 11. RF hyperparameter ablation. Left: Pareto frontier of latency versus AUC highlights early saturation (≥ 50 trees and depth ≥ 6). Middle: model size
versus performance shows diminishing returns beyond the plateau. Right: heatmaps over (trees and depth) with min samples leaf fixed at 2. Two practical
operating points emerge: edge-efficient (50/8/2) and deployed (100/10/2).

TABLE VIII

RF HYPERPARAMETER ABLATION

Fig. 12. Distribution of simulated nerve agent concentrations with the
detection threshold (0.1890 ppm) marked by a red dashed line, indicating
the decision boundary for triggering threat alerts.

literature context. First, Part 1 reports a unified quanti-
tative evaluation of representative baselines on the AChE
biochemical dataset (sensor_data.json) using the same
preprocessing and metrics as the proposed framework. As

Fig. 13. Heatmap showing threat detection probabilities by sensor across sim-
ulation samples. High-probability regions concentrated near sensors 81–100
indicate elevated sarin concentrations above the detection threshold, validating
the model’s ability to isolate true threats with high confidence.

shown, the Threshold-only baseline (95% accuracy) misses
borderline cases in the 0.18–0.20-ppm range, motivating the
need for learned decision boundaries. While KNN, SVM, GB,
and MLP achieve near-perfect detection performance, they
exhibit markedly different deployability tradeoffs: KNN and
SVM are fast (1–3 ms) but differ in footprint and general-
ization characteristics, GB incurs higher overhead (39 ms),
and MLP is unsuitable for real-time edge deployment due to
high latency (3540 ms). In contrast, the proposed RF-based
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TABLE IX
COMPARATIVE ANALYSIS: QUANTITATIVE BASELINES VERSUS QUALITATIVE LITERATURE SURVEY

detector maintains perfect detection while remaining edge-
suitable with 27.5-ms inference latency and a compact 26.9-kB
model size, providing a practical balance of robustness and
efficiency under 20% packet loss MANET conditions.

Then, Part 2 complements this controlled comparison with a
qualitative architecture survey across heterogeneous domains,
included strictly for contextual positioning rather than direct
numerical benchmarking. Specifically, [60] combines FedAvg-
based IIoT anomaly detection with a public BC but relies
on centralized aggregation and lacks true edge suitability;
[61] integrates XGBoost with Ethereum+IPFS for 6G safety
analytics but requires continuous connectivity; [22] applies
YOLOv5 for firearm detection in MANET-related settings yet
lacks tamper-proof logging; [23] and [24] address wormhole
and blackhole attacks using lightweight classifiers (deci-
sion tree; KNN+Fuzzy) but do not provide cryptographic
provenance guarantees; and [46] leverages Ethereum-backed
logging for surveillance with a CNN backbone but remains
GPU-dependent and online-only. Relative to these works,
the proposed RF+PoA2 PureChain framework uniquely cou-
ples lightweight biochemical inference with decentralized,
tamper-evident verification and offline-capable synchroniza-
tion, making it specifically aligned with mission-critical
MANET deployments.

V. CONCLUSION

This article proposed an AI-integrated BC framework for
resilient biochemical threat detection in tactical MANETs.
Using AChE sensor data, an RF classifier achieved sub-30-
ms inference latency and robust performance under noisy
borderline conditions, outperforming a threshold-only base-
line that degraded in recall. An ablation study showed that
performance saturates with ≥ 50 trees, while the deployed
100-tree configuration provides additional robustness. On the
BC layer, the lightweight PoA2 consensus ensured tamper-
resistant logging, validator replacement, and offline caching,

sustaining linear growth and balanced participation across
nodes. The system remained reliable up to ∼30% packet
loss before entering a degraded but auditable state, defining
its operational envelope. A security analysis further outlined
potential attack vectors and mitigations, including hardware
key protection, equivocation proofs, nonce-based freshness
checks, and signed model updates. Together, these results
demonstrate that the proposed framework provides secure,
efficient, and autonomous biochemical threat monitoring, com-
bining robust AI inference with lightweight BC consensus to
maintain integrity and trust in mission-critical, infrastructure-
limited environments.
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